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EDITORIAL PREFACE: Al ENABLED WEOPANS AND INTERNATIONAL
LAW

Dear Readers

We are proud to present to you the 21st issue of the Cyberpolitik Journal. It is a great honour
for all of us to continue our journey that we started nine years ago without interruption. As the
digital world grows every day and every second, new developments and new technologies

emerge, we are trying to read and understand this domain within our limitations.

In an era dominated by the omnipresence of technology and interconnected digital
ecosystems, the role of artificial intelligence cannot be overstated. The articles featured in the
21st issue of the Cyberpolitik Journal bring forth a compelling narrative, shedding light on
diverse facets of cyber landscapes, from ethical considerations and human rights to human

rights, from cybersecurity and data protection in a digitally enriched environment.

In contemporary international law, few questions carry as much moral weight as the one
addressed in this debate: Can the decision to end a human life be delegated to a machine? In
less than a decade, lethal autonomous weapon systems, capable of selecting and striking
targets without human intervention once activated, have moved from speculative fiction to
operational reality. We see munitions and increasingly autonomous unmanned aerial vehicles
(UAVs) roaming battlefields. These are becoming increasingly attractive tools for major
powers and developing countries. The most influential factor in the development of these
tools is artificial intelligence. Major powers have begun to delegate critical functions to
systems that are no longer dependent on human hands. Many states globally, primarily the US
and China, are making significant investments in these weapons. International law, as is often

the case, is lagging behind in managing this dangerous technology.

The legal starting point of the issue is deceptively simple. International humanitarian law is
applicable to any weapon, no matter how new. However, its fundamental principles are based
on human judgment, generally on distinction, proportionality, and precaution. Distinguishing
a combatant from a rifle-wielding farmer, or recognizing a wounded or surrendered combatant
as a non-combatant, is rarely a matter of pattern recognition. It is a matter of context, and
context is one of the things machine perception handles worst. Proportionality requires

something even more delicate: comparing civilian life to military advantage under conditions
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no programmer can fully predict. Whether such judgments can be codified into software, or at
least pre-executed by humans, divides the field by tightly limiting the targets, geography, and
duration of a system. It provides a basis for international procedures that compel states to
review the legality of new weapons. But this basis is designed for predictable technologies

rather than learning systems whose behavior can be uncertain even to their designers.

Underlying the doctrinal questions lies a structural question: who is accountable, or what is
accountability? International criminal law presupposes a human perpetrator who has intent,
makes a decision, and can be held responsible for what happens afterward. However, a
machine has no intent and cannot be judged. Any military operation may have acted
reasonably based on the available information. However, the programmer is far from harm in
terms of time and space. Robert Sparrow's warning about the "liability gap'" raises the
concern that when an algorithm makes a mistake, no one can be held responsible for deaths.
Others argue that the law of command responsibility and state responsibility could be adapted
to close this gap, meaning that a commander who unleashes an unpredictable weapon into a
crowded area is guilty in the oldest sense of the word. The reader will decide which view is
more convincing. What neither side disputes is that the application architecture built since

Nuremberg is strained under the weight of distributed algorithmic action.

The ethical debate is equally polarized. For opponents, the objection is deontological and
absolute. To be killed by an algorithm means to be reduced to a data point, to be deprived of
human dignity, a life weighed on doubt, hesitation, and mercy. For supporters, especially
those associated with Ronald Arkin, the question is empirical rather than categorical.
Machines don't panic, seek revenge, or fire out of fear, and if they can save more civilians
than soldiers under stress, refusing to deploy them would be a moral failure in itself. Between
these poles, the concept of “meaningful human control” has emerged as the common
language of diplomacy. It is attractive in principle, vague in specification, and clouded by
automation bias that is, the tendency for humans to submit to the machine they are tasked

with controlling.

The diplomatic landscape reflects this unresolved tension. Decades of negotiations under the
Conventional Arms Treaty have produced guiding principles, not binding rules. This has been
hampered by the need for compromise and resistance from major military powers.
Consequently, momentum has shifted to the UN General Assembly. The General Assembly's

recent resolutions have been adopted by an overwhelming majority, requesting the Secretary-
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General to enact a binding regulation. This regulation would ban autonomous weapons
operating without human control and tightly regulate the rest. Whether these efforts will
translate into treaty law, or whether state practices will quietly normalise autonomy, much

like the once-normalised armed drones, will be the defining question of the coming years.
Contents of the New Issue

As artificial intelligence moves from the margins of technological debate to the very centre of
security, diplomacy, and governance, the questions it raises grow more urgent and more
complex. Algorithms now shape not only how states defend their networks but also how
societies perceive truth, how power is distributed across the international system, and how
individuals experience security in their daily lives. The contributions to this issue of
Cyberpolitik Journal take up these questions from a variety of disciplinary and regional
perspectives, examining the intersection of artificial intelligence, cybersecurity, and

international politics through articles, opinion pieces, and reviews.

The first article of the new issue, The Gendered Dimensions of AI-Driven Security, Muskan
Moazzam and Haris Bilal Malik bring a critical and often overlooked perspective to debates
on artificial intelligence and security. The study explores how Al-driven security technologies
from surveillance systems to automated decision-making tools are neither designed nor
deployed in a gender-neutral manner. Drawing attention to algorithmic bias, unequal patterns
of vulnerability, and the underrepresentation of women in the design of security technologies,
the article argues that a genuinely comprehensive approach to Al security must incorporate
gender analysis. In doing so, it enriches the literature by connecting feminist security studies

with contemporary debates on emerging technologies

In the second article, Siber Giivenlik Tehdidi Olarak Dezenformasyon: Dijital Giivenlik ve
Diplomasi A¢isindan Etkileri by Hiima Giil Cakir, addresses disinformation as a genuine
cybersecurity threat rather than a mere communication problem. The article examines how
deliberately manufactured and rapidly disseminated false information undermines digital
security, erodes public trust, and complicates the conduct of diplomacy between states. By
situating disinformation within the broader architecture of digital security, the author
demonstrates that countering it requires not only technical defenses but also coordinated
diplomatic responses, and offers a framework for understanding how states can protect both
their information environments and their foreign policy credibility in an era of weaponized

narratives.
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The third article, Lebanon’s Strategic Position in the Age of AI-Driven Defense and
Cybersecurity by Sarkis Karaguezian, turns the reader’s attention to the regional level. The
study assesses how a small state situated in one of the world’s most volatile regions navigates
the accelerating competition over Al-enabled defense capabilities and cybersecurity
infrastructure. Analysing Lebanon’s geopolitical constraints, institutional capacities, and
external dependencies, the article discusses both the risks that Al-driven military technologies
pose for the country and the opportunities that strategic adaptation may offer. It thereby
contributes a valuable case study to the growing literature on small states and emerging

technologies.

The last article, Gida Rejimi ve Dijitallesme: Teknolojik Orgiitlenmeye Yapisal Bir Yaklasim
by Salim Biilent Yiiksel, addresses a significant gap in the existing literature by re-examining
the relationship between digital technologies and food regimes. The study positions
digitalization not as an external factor, but as a structural dynamic shaping food production

and circulation through data, platforms, and algorithms.

The first opinion piece of the issue, Cyber Security in the Age of Artificial Intelligence by
Mehmet Emin Erendor, offers a panoramic reflection on how artificial intelligence is
transforming the fundamental logic of cybersecurity. The author considers the dual-use
character of Al as both a powerful defensive instrument and an unprecedented tool in the
hands of malicious actors and reflects on what this duality means for states, institutions, and

individuals alike.

In the second commentary, Digital World-System Hierarchies and AIl-Driven Security
Competition, Fahad Nabel presents a powerful and original piece that blends world-systems
theory with the realities of contemporary technological rivalry. The author maps the emerging
hierarchy of core, semi-peripheral, and peripheral actors in the digital domain and argues that
competition over artificial intelligence is reproducing — and in some respects deepening — the
structural inequalities of the international system. The commentary offers the reader a crucial

perspective on how Al-driven security competition is reshaping global power relations.

The third opinion piece, Geleneksel Istihbaratin Simrinda Siber Operasyonlar: Mossad’in
Hizbullah’a Yonelik Cagri Cihazi Saldirist by Necati Yildiz examines one of the most striking

intelligence operations of recent years. Taking the pager attack attributed to Mossad against
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Hezbollah as its case, the commentary discusses how cyber capabilities, supply-chain
infiltration, and traditional intelligence tradecraft have converged, blurring the boundaries
between espionage, sabotage, and armed conflict. The piece raises important legal and ethical
questions about the future of covert operations at the intersection of the physical and digital

worlds.

Finally, two reviews provide valuable insights into the current literature. Miifide Onur
reviews Cyber Security in the Age of Artificial Intelligence and Autonomous Weapons, a
volume that explores how autonomous systems and machine intelligence are redefining the
threat landscape and the requirements of national defense. In the second review, Saliha Nur
Kosger evaluates The Ethics of Information, guiding the reader through its philosophical
treatment of information as a moral concern and highlighting its relevance for anyone seeking

a normative foundation for debates on the digital age.

In summary, the articles, commentaries, and reviews in this issue contribute to a better
understanding of the opportunities and risks that artificial intelligence brings to the domains
of security, diplomacy, and international order. These contents, prepared with academic
depth, aim to open doors to interdisciplinary thought and new areas of discussion. We hope

they inspire our readers and open new horizons.

Kamil TARHAN, Ph.D

Issue Editor
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THE GENDERED DIMENSIONS OF AI-DRIVEN SECURITY"

Muskan Moazzam and Haris Bilal Malik *
ORCID ID: 0009-0000-4182-7491 and 0000-0001-9410-6575

Declaration”

Abstract

This chapter is a critical analysis of the implications of Al-based security systems on gender
and power. It states that so-called neutral technologies in fact carry and enhance the previous
prejudices. In all parts of the world, Al is employed in national defense, and domestic
surveillance, but it remains a reflection of the values and the blind spots of the developers.
Algorithms and policies tend to be quite militarized and state-focused in the security sphere,
disregarding the daily requirements of women and the marginalized populations. We integrate
feminist international relations theory and new work on AI and cybersecurity to demonstrate
that the existing systems do not often pose the question of “whose security is at stake”? or “if
the security of the most vulnerable groups is ensured?” Facial-recognition technology, as an
example, is much less effective with women and dark-skinned individuals. Females are the
disproportionate victims of online harassment and doxxing. Even protective measures, such as
CCTV in women’s shelters, frequently become new avenues on which abuse of surveillance
is exercised. The Global South particularly is affected by this issue, as the gendered digital
inequalities and imported, uniform (“one-size fits all”’) cyber policies exacerbate underlying
actual disparities in the offline world. Using an intersectional feminist lens, we argue that
“security” must be redefined as empowerment rather than control. Co-created policies should
embed inclusion, dignity, transparency, and accountability into Al and cyber-governance.
Practical principles include gender-aware threat models, diverse decision-making teams,
South-South collaboration, and proactive digital inclusion. We conclude that feminist
approaches do not weaken security; they strengthen it by making systems more just, humane,

and resilient to the needs of those historically at risk.

Keywords: Al security, Gender bias, Feminist International Relations’s Theory,
Cybersecurity, Surveillance

* This is the full text of the paper presented at the 9th Cybersecurity Conference.

* Both author Research Associte, Institute of Strategic Studies Islamabad (ISSI), muskanmoazzam7@gmail.com,
harismalik000@gmail.com

* This article has been prepared without the use of any Artificial Intelligence (Al) tools or assistance.
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Introduction

Artificial intelligence (Al) is being integrated in national security, law enforcement, and the
global cyber-governance at an accelerated pace. (OECD, 2019; UNESCO, 2021). This
integration also broadens their applications in the military (Scharre, 2018) (Identifying and
targeting), in which machine learning is used to determine potential targets. This has also
incentivized domestic usage by governments for surveillance by deploying these technologies
in public spaces. They are commonly presented as impartial and objective tools, however, in
practice, they are known to shape and influence online behaviour, regulate access to power,
and contribute to vulnerability (APC, 2020; UNESCO, 2021). Stated differently, Al mirrors
social values and hierarchies of the social groups that create it. Gender relations on the
internet, such as online gender dynamics have been demonstrated to strengthen or even
enhance offline disparities (APC, 2020; Buolamwini & Gebru, 2018). In such a way, a critical
gender analysis of Al-powered security could demonstrate some latent power structures and
subtle violence that traditional methods fail to detect (Tickner, 1992; Enloe, 2014). The
analysis is grounded within feminist international relations lens and human security theory to

support the arguments laid out.

The study will be based on a qualitative and interdisciplinary research methodology to
perform a critical review of scholarly sources, policy reports, and news sources on Al,
cybersecurity, and gender (Creswell & Creswell, 2018). This literature will be analyzed
through the prism of feminist international relations and critical security studies, especially
the concepts of intersectionality (Crenshaw, 1989); how identity factors such as gendering,
racially and in classes influence experience and human-centered security (United Nations
Development Programme [UNDP], 1994). By drawing on both theoretical works and tangible
evidence, we endeavor to cast the human aspects of Al regulation in the limelight that are

usually marginalized within dimensions of Al governance models.

The theoretical framework for this study will be based on feminism school of thought. As per
the feminist theorists, the security is neither a goal nor a gender-neutral term. Rather, it is a
political and socially constructed term (Tickner, 1992; Enloe, 2014; Ferl & Perras, 2024). The
mainstream security paradigm has long been focused on the state, borders, and military force
which is a male paradigm that places states as protectors and people (particularly women) as
the vulnerable (Tickner, 1992). As a matter of fact, the discussion of digital security has been
influenced by a rather homogenous- white and male - group, i.e., the voices of the women and

other voices are pushed to the background as an example, decision-makers have been
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discovered to set cybersecurity objectives without including women or minorities, meaning
that the solutions to the policies are targeted at the ancient power structures instead of real
human security. (Brown & Pytlak, 2020; Ferl & Perras, 2024). Feminist IR thus offers a
critique of the conventional protector-protected scheme of security, calling out that it must be

transferred to more democratic ideas of human security (Enloe, 2014; Tickner, 1992).

We use these concepts throughout this chapter by posing the following questions: 1) What
bodies are covered by security? 2) Who are surveilled or attacked, and how identity factors
(gender, race, and class, etc.) interfere in digital space? We develop out of such a framework
as the Women, Peace and Security agenda of the UN, (United Nations Security Council
[UNSC], 2000) as well as feminist foreign policy, (Thompson & Clement, 2019) which
remind us that threats may be structural, daily, and gendered, and not necessarily military.
The normative objective that we pursue is a feminist digital security paradigm: one that
understands security as empowerment, (Hudson, 2005; Tickner, 1992) is made in
collaboration with the communities affected, and one that incorporates dignity and inclusion

into Al systems at its core.
Literature Review

Feminist Security Studies: Feminist IR literature has maintained that traditional security
studies do not pay attention to the experiences of half the population. Theorists (Tickner,
1992; Enloe, 2014; Sjoberg, 2010) who are considered pioneers of the field demonstrated that
the concept of traditional security is highly gendered (Tickner, 1992; Enloe, 2014; Ferl &
Perras, 2024); it is shaped by masculine militarism and conceals the mechanisms of violence
and power at home or on a psychological scale. As an example, feminist theorists suggest that
violence is a continuum (Cockburn, 2004); in addition to physical violence, structural,
cultural, and everyday violence (e.g., domestic violence, disinformation, etc.) are also a part
of the same systemic control of the body and voice of women and marginalized individuals
(Ferl & Perras, 2024; Lipede, 2025). When this is applied to the cyberspace, it would be
possible to argue that online harms (sexual harassment, doxxing, disinformation, etc.) are part
of the same systemic control of the body and voice of women and the marginalized (UN

Women, 2023).

Studies also indicate that there is a close connection between the rate of women representation
and larger peace/security results (UN Women, 2022). Peace process (UN Women, 2015)

studies discover that gender-sensitive policies are likely to be attained when women are
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involved in the process. Through analogy, by adding women into cyber and Al policies-
making, the latter would be more sensitive to various needs. However, in reality, female
representation in cyber diplomacy, cybersecurity occupations, and disarmament talks is
simply enormous (Ferl & Perras, 2024; APC, 2020). Indicatively, women have made up of
20-24 percent (UNIDIR, 2023) of the delegates in major UN cyber and Al forums over the
last few years (Ferl & Perras 2024). This bias implies that the gender perspectives are not
easily listened to. According to one PRIF analysis, the culture of security and technology
(PRIF, 2024) has been discussed within paradigms of supposed gender-neutrality which are
highly male-centric and militarized. We thus anticipate that the feminist theory will reveal

how current Al-security policies promote existing power structures and not general safety.

Gender and Cybersecurity: The current body of literature on gender and cybersecurity
demonstrates that the experiences of men and women (APC, 2020) on the Internet may vary
significantly, although the technical aspect appears to be unbiased. As an example, gender is
at work in the online environment (what is sought and shared), and social networks tend to
reproduce the structure of power in the real world. Most recent studies are focused on two
topics gender-based online violence (UN Women, 2023) (e.g. hate speech, cyberstalking
against women) and gender inequality in the ICT workforce. Both apply to security. It is also
evident that a significant percentage of women across the world have encountered any form of
digital harassmentuneca.org, but these do not feature in the conventional cyber policy
agendas. In the meantime, the proportion of women as cybersecurity professionals is low,
(ISC?, 2023) just 24 percent of the professionals worldwide, with smaller percentages among
technology-based jobs and managerial positions and leadership. It implies that it is common
that cybersecurity policies are made and enforced by male-dominant teams, which are

unaware of such issues like online domestic abuse or algorithmic discrimination.

Important reports focus on the fact that cybersecurity is inherently connected (Office of the
High Commissioner for Human Rights, 2022) with human rights, as well as that gender is a
major factor of vulnerability. An instance is a 2020 report by feminist researchers claiming
that there is a gender issue to international cyber security since it is based on the broader
structural inequalities and that it needs a comprehensive response. Online gender-based
violence (GBV) - including image-based abuse to doxxing - has been found to be instilled by
structural inequalities. Nevertheless, global cyberspace discourses tend to divide cyberspace
security and human rights, that is, the harmful effects on gender are under-investigated.

Concisely, literature provides evidence that the harms of online are gendered, and the
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protection of human rights (including women rights) is particularly important in the context of

cybersecurity policyapc.orguneca.org.

Al and Gender: There is an increasing amount of literature analyzing the ways Al recreates
gender (and racial) stereotypes (UNESCO, 2021). What machine-learning models learn is
information that is guided by historical stereotypes (Buolamwini & Gebru, 2018). As an
example, computer-vision research has shown that facial-recognition systems (Buolamwini &
Gebru, 2018) are highly effective with white men but they miss by a large margin with
women of color (Young Women’s Movement, nd). This intersectional bias implies that the
Al-based police and surveillance systems falsely identify or overlook non-white, female
victims disproportionately. (UN Women, 2023; APC, 2020). In the same manner, the
language-processing algorithms (UNESCO, 2021) tend to fall back to the usage of male
pronouns when addressing things such as doctor or CEO, which perpetuates sexist
associations. Gender bias in Al can be disastrous in terms of security. A recent study reports
that close to 45 percent of the machine-learning systems reviewed are gender-biased (and
more than 25 percent are gender and racial-biased) (Ferl & Perras, 2024). Any bias, no matter
how minor, is perilous in military Al: an autonomous targeting system, which is skewed to
recognize only military-aged men, can miss female combatants or civilian women in war-torn
areas. Besides, emerging Al-powered threats such as deepfake pornography (UN Women,
2023) pose new gendered threats: fake images and videos can be used as an instrument of the
so-called image-based sexual violence, which will predominantly harm women and their

reputations and safety.

This is how a feminist view cautions that unless it is diverse, Al will merely replicate and
amplify the existing inequality (Ferl & Perras, 2024). Moral Al ethics initiatives remind that
to avoid gender bias in Al; we first need to address gender bias in our society. Practically, it
involves the need to have varied development teams (OECD, 2019) and training information
incorporating women, minorities, and Global Souths views. The literature, therefore calls on
gender-conscious Al design and governance: developing algorithms and policies that are

conscious of various social groups and do not reinstate old hierarchies.

Online Harassment and Surveillance: Related literature shows that digital threats affect
women (UN Women, 2023) in a unique way. UN Women states that 16-58 percent of women
all over the world have been victims of digital violence- the number spans both online

harassment and stalking as well as non-consensual sharing of intimate images (Lipede, 2025).
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Crucially, this is not the online violence, but it has severe consequences in real life (trauma,
loss of career, threats to physical safety). The critical discussions by the scholars note that
digital violence (Association for Progressive Communications, 2020) is inherently gendered:
activists, journalists, and young women are more likely to be the victims of it, which can be
explained by the occurrence of the patriarchal norms. As an example, an APC report states

that online doxxing of women can lead to the threat of death or rape in real life (APC, 2020).

Ironically, most of the so-called protective technologies increase the state and individual
surveillance on women. Feminist critics have been able to highlight such instances as the use
of hidden cameras in women shelters or salons- supposedly to ensure safety but only to
blackmail or harass the residents (Ali, 2024). Accordingly, the literature postulates that in the
absence of a gender lens, the digital security provisions may work against them, making

women spaces a location of control instead of safety.

In general, the historical studies are united around the point that technology, security and
gender are self-affirming concepts. Feminist reading further demands that cybersecurity
should extend (Hudson, 2005) past the militaristic defense and human security, taking into
account such concerns as privacy, community coherence, and the absence of harassment. That

insight is further developed in this chapter to examine Al-driven security in particular.
Analysis and Discussion
Human Security vs. State-Centric security

The main issue with this is that the majority of cyber and Al security frameworks are still
state-centric (UNDP, 1994) and militarized concepts of security. Instead of concentrating on
individual or community wellbeing, they concentrate in border control, deterrence, (Tickner,
1992) and national infrastructure- which are the traditional areas of military strategy. Since
one commentator notes, international security remains heavily defined by state- and military-
based security and structural violence, gendered aspects of which have been left out (Ferras &
Perras, 2024). Security in this kind of paradigm means surveillance, to find the presence of
foreign threat or repression of dissent at the cost of citizen rights. The key focus of cyber
strategies is secrecy, offense/defense capability, and global competitiveness, which do not
give much space to issues such as online gender-based violence or data privacy of vulnerable

groups.
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That leads to the question; whose security is it? (Enloe, 2014). Feminist response: almost
always the safety of the already powerful (of states, armies, elites) and not of ordinary people.
Vernacular structures seldom pose the question of whether the women, LGBTQ+, ethnic
minorities or the poor are safer in these structures. As an illustration, predictive policing
(Richardson, Schultz, & Crawford, 2019) tools are meant to forecast the crime location,
although they tend to utilize data filled with bias, that shows historical over-policing of
marginalized group. Equally, border-control algorithms can be used to monitor immigrants or
refugees (UNHCR, 2022) and disregard digital risks to displaced women like fake online up
to the scam or harassment of refugees. The consequence is that the gains of the security (such
as order in the country or national stability) are distributed unevenly whereas the costs (data

mining invasion, false allegations) are incurred by the weakest.
AI as a Mirror of Society

Artificial intelligence is often portrayed as a neutral (UNESCO, 2021) decision-maker, but in
fact it acts as a mirror of the society that built it. Any algorithm trained on historical data
(Barocas & Selbst, 2016) will absorb patterns of inequality in that data. In the security realm
this is especially treacherous. For instance, widely used facial recognition (Buolamwini &
Gebru, 2018) systems have been demonstrated to identify white male faces with very high
accuracy, yet they often fail to recognize Black women’s faces. This is not a technical quirk
but a systemic bias: the training sets and design priorities were skewed toward one
demographic. When law enforcement deploys these cameras, women and people of color may
find themselves wrongly flagged or ignored, undermining both fairness and safety. (Young

Women’s Movement, 2025)

The bias is not limited to vision. Natural language processing can encode stereotypes
(Bolukbasi et al., 2016) (e.g. associating careers with men), and allocation algorithms (for
credit, jobs, or policing resources) can disfavor marginalized groups. Crucially, security is
about threats — but what counts as a threat is itself gendered. A male-centric policy might see
only traditional men-in-uniform as combatants, ignoring how women could both be
combatants or victims. As one study points out, if autonomous targeting systems carry gender

3

biases, “‘military-aged men’ will most likely be disproportionately miscategorized as
combatants and thus as potential targets’. Meanwhile, crimes that mainly affect women (like
domestic violence or online harassment) might not even register as “cybersecurity” issues, so

they go unmodeled by threat-detection algorithms.
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Crucially, technology also creates new gendered threats. The advent of deepfake technology
(UN Women, 2023) — Al-generated images and videos — has led to a surge in “image-based
sexual violence.” Women are disproportionately victims of deepfake pornography, which is
harder to police and can ruin reputations and careers. In addition to this, artificial intelligence
is deployable to produce tailored disinformation. Misogynistic propaganda or anti-LGBTQ
propaganda is propagated by automated bots (UNESCO, 2023) and tends to silence women in
the general conversation. These emergent harms elucidate that cybersecurity cannot continue

to exist in the technical sense; it must also confront gendered social forces.
Gendered Impacts of AI-Driven Security

The practical consequences of ignoring gender in Al security are manifold. We highlight a

few illustrative domains:

Predictive Policing and Surveillance: Al-driven surveillance tools (from predictive policing
(Richardson et al., 2019) algorithms to license-plate readers) tend to target poor and minority
neighborhoods, which also often have higher numbers of women and children in precarious
situations. Attack and targeting in socio-political context might subject whole communities to
greater scrutiny. Predictive policing systems, including PredPol, have been studied
empirically to show that a feedback loop of biased input, e.g. a history of over policing, can
create a vicious cycle, where the algorithm will seemingly anticipate more law-enforcement
presence in already heavily-surveilled districts (Young Women’s Movement, 2025). Such a
vested relationship is more than problematic in environments marked by cannibalistic
gendered inequities where so many women are already facing domestic violence or have

inadequate access to vital support.

Facial Recognition Bias: Computer vision studies consistently find that facial-recognition
software has higher error rates for women and especially for women of color (Buolamwini &
Gebru, 2018). This has two implications: women may be wrongly flagged by security systems
(leading to humiliating stops or arrests) or worse, not identified when needed (e.g. if a missing
child has a photo on file). If those systems are trained on biased data, they could exacerbate

gender and racial profiling within the country’s growing surveillance apparatus.

Online Harassment and Cyberstalking: Women in all societies face higher rates of certain
digital harms. UN Women reports that /6-58% of women (UN Women, 2023) and girls have

experienced some form of digital violence (online harassment, stalking, non-consensual
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image sharing) (Lipede, 2025). This violence is strongly linked to offline gender norms: a
woman speaking out publicly online may invite sexist threats that aim to silence her. These
threats are security issues too — they create fear and inhibit half the population from
participating fully in the digital sphere. Moreover, online abuse often spills into offline life.
For example, the APC report notes that being doxxed (having personal data published) has
escalated into women receiving in-person rape and death threats (APC, 2020). Yet
conventional cybersecurity frameworks often treat these as “private” or legal issues rather
than security matters. The slide rightly notes that issues like doxxing, harassment, and
cyberstalking, which overwhelmingly affect women, remain under-prioritized in cyber policy

agendas, making cyberspace a hostile environment for women.

Protective Measures Becoming Surveillance: Paradoxically, some measures introduced to
“protect” women have backfired by subjecting them to new surveillance. The Dawn report on
Pakistan describes CCTV cameras being installed in women’s shelters, hostels, and even
beauty salons — ostensibly for security — but then misused by staff or intruders to record and
blackmail residents. In these cases, technology meant to provide safety actually invaded
private spaces, creating “a hostile environment of mistrust and insecurity” among women
(Ali, 2024 & Privacy International, 2021). These instances illustrate a pattern: without careful
oversight, Al-driven tools tend to expand policing into everyday life, frequently without

consent or accountability.

Taken together, these impacts show that an Al-driven security regime can worsen the
situation for many women and marginalized people, even as it purports to protect the
population as a whole. Biased algorithms reinforce existing structural inequalities, turning the

digital sphere into an extension of offline power imbalances.
The Global South Perspective

These issues are compounded by other factors in the Global South. One is that technical
policies and systems are often brought in from the North without adequate localization.
Numerous countries have adopted cyber security frameworks (UNESCO, 2021) and Al tools
from other countries, believing they will be effective in their own country. However, threats
and social contexts are different. South Asia and Africa are where gendered disinformation
campaigns on the Internet and mobile economies of harassment are considered serious issues,

but not ones engaged by imported policies. Making digital security local-to-life is difficult for
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women’s movements in these areas. Another observer's words capture the offline inequities in

the Global South that “replicate themselves online” (APC, 2020).

Second, there are significant gender disparities in Internet use and digital literacy in most
countries in the Global South. Only around 48% of women in the world use the internet (as
opposed to 58% of men) and the gap is much higher in some areas such as South Asia and

Africa (ITU, 2023; GSMA, 2024).

Third, there is an underrepresentation (UNIDIR, 2023) of women in regional processes of Al
and cyber policy. Few (if any) women are part of advisory boards on technology or
cybersecurity in many governments in the Global South. This disparity ignores matters such
as gendered harassment, data privacy for survivors of violence, gender-responsive algorithms,

and more.

Finally, there are specific risks for the Global South that don't always get noticed. One such
example that has been found is the use of Al to spread misinformation about women's rights
or reproductive health matters, which is more prevalent in certain regions, such as India and
Pakistan, and is not a topic that typically comes to mind with cybersecurity concerns. In
certain countries, such as Brazil and India, deepfakes have been employed in harassment
campaigns. These risks are not mitigated because they do not have inclusive data or threat
models. This leads to a “digital power divide” (World Bank, 2023) in which the offline status
quo of women as subjects of subjugation in education, economy and law becomes the same
status quo in cyberspace (Ali, 2024). To sum up, current inequalities of a patriarchal and

postcolonial nature are being inscribed into cyber space if we do not do something about it.
Given that today's cyber policies fail to pass the gender test, what can be done?

These gendered aspects are not being addressed by the existing national and international
cyber strategies. The majority of frameworks focus on deterrence, secrecy and state
sovereignty — which excludes individual wellbeing. It is common to hear little or no mention
of human security, if it is mentioned at all. For example, while the discussion of cybersecurity
has been about critical infrastructure protection, data confidentiality for businesses or strategic
cyber defense, it does not necessarily pay much attention to the harms when they occur at the
community level. In cybersecurity, as with so many other areas, a “largely male-centric...
view” that “often overlooks the unique experiences, expertise, and vulnerabilities of women

and other marginalized groups” (Ferl & Perras, 2024) reigns supreme.
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A case in point is international cyber diplomacy. As UN groups or summits on emerging tech
gather, there is little representation from women, gender advocates say. The problems they
talk about are never social justice issues, but technical puzzles or national security puzzles. At
present, policies to date have little on the agenda to protect gendered data (such as
reproductive health data), to regulate harassment enabled by Al, and to support the victims of
online harassment. The mention of gender occurs mostly when looking at more ways to
include women (a narrow “add women” approach) and not when considering (re)thinking

threat models.

The slide “security becomes synonymous with surveillance, while safety remains neglected”
is well-suited. In fact, in many states, investing in Al surveillance or digital protection will
automatically ensure the protection of all citizens, but evidence indicates that only the
powerful will be protected. Different measures are needed to gauge women's real security —
their freedom from violence, abuse, and exclusion. The current policies leave out the
emotional and social issues such as everyday concerns for girls and women to be followed on
social media and their private lives to be exposed due to data breaches. To put it simply, the

mainstream focus on security is technical, not social, and it's neglecting half the people.
Toward a Feminist Digital Security Paradigm

So what would a feminist security framework be if it failed in these ways? First and foremost,
it restates the concept of security as empowerment, rather than control (Hudson, 2005). Rather
than “How can we watch people better?”, it asks “How can we keep people safe in ways that
respect their dignity?” The focus on security policy would no longer just be on crisis
management but on developing resilience — such as through digital literacy, community

networks, and support for online vulnerable groups.

Creating policies and technologies together with the communities they are meant for, rather
than being imposed from above is inclusive co-creation (OECD, 2019). This includes the
engagement of women, gender minorities and other marginalized groups in every stage: from
threat assessment to system design and governance. An example of a smart city surveillance
system would be the creation of a system only after taking the concerns of women's rights into
account as well as the placement of surveillance cameras away from sensitive areas. The APC
report warns that the inclusion of women in negotiation processes increases the likelihood of
gender provisions being included; and involving a variety of actors in cyber policy increases

the chances of identifying blind spots (such as a feminist approach to misinformation).
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Transparency and Accountability: Al and security systems need to be transparent and
auditable (NIST, 2023). A specific issue is secret algorithms: when a predictive policing tool
identifies a neighborhood as being “high risk” the residents should be able to find out why
and appeal. Rules and policies must be made explainable (European Commission, 2024) and
have ways to counteract biases when using Al to make decisions. This gives the public the
power to challenge government and other entities if they are not delivering fair and equitable

results.

Gender-aware threat modeling: Threats to security architectures should be gendered (UN
Women, 2023). The classic view is threats to infrastructure such as cyberattacks or national
espionage. A feminist approach would include online GBV, digital privacy violations
(particularly of victims of violence), gendered disinformation and privacy for reproductive
data. The PRIF analysis recommends that data breaches of health records should be
considered a separate issue, as these breaches can specifically pose risks to women's
reproductive rights. Likewise, the potential for the use of Al surveillance apparatus to trap
LGBT+ people and minority women should be assessed (e.g. profiles on malicious dating
apps used to blackmail vulnerable people). When policies are expanded to include anything
that can be construed as a cyber-threat, the policies become more human-centered (Feral &

Perras, 2024).

Embedding Diversity: A practical principle is to ensure diversity (UNESCO, 2021) in
technical and policy teams. Research on tech organizations shows that homogenous teams are
more likely to overlook biases (Ferl & Perras, 2024). Therefore, ministries and companies
working on Al security should recruit and retain women, people of colour, and Global South
experts. We saw in Turkey’s context that only 22% of Al professionals are women (Ahmed,

2024); raising this number would help bring feminist insights into the design of new systems.

Global South Collaboration: Feminist tech governance should foster South—South exchanges
(UNCTAD, 2023). Countries facing similar challenges (like gendered misinformation in
South Asia) can share best practices and co-develop standards. This counters the top-down
nature of policy transfers. For example, Pakistan and Turkey might jointly research how to
regulate Al-driven deepfakes that target women, and propose regional guidelines that reflect

local social norms.

Proactive Digital Inclusion: Lastly, the ultimate need must be to incorporate inclusivity at an

early stage. Instead of responding to crises, policymakers and civil society organizations
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should invest in empowering women with digital skills and safety connectivity and legal
guarantees. Programs that teach digital literacy (ITU, 2023), such as privacy protocols, anti-
harassment reporting systems, and critical thinking about fake news, can make people
resistant to Al-related dangers. The promotion of women participation in the fields of STEM
and security and the creation of grassroots security options, as emphasized by the PRIF blog,
is invaluable (Ferl & Perras, 2024). In practice, it may mean funding community technology
locations that serve women, finish feminist hackerspaces, or integrate gender-aware

cybersecurity education in the K-12 curriculum.

With the support of the general principles, namely, co-creation, transparency, diversity,
intersectionality and inclusion, the new paradigm of feminist digital security can be imagined.
Justice and empowerment are the key security outcomes that are raised in this paradigm. An
example is instead of extending CCTV cameras to try to prevent crime, a feminist approach
would focus on sound privacy laws that protect the data of women and invest more in social
projects that focus on the causal factors associated with violence. Its end goal is to build a
technology ecosystem that empowers the voices of the marginalised groups instead of

silencing them.
Principles for Equal Digital Governance

To summarize, key operational principles for an equal (feminist) digital governance model

include:

Diverse Representation: Women and minorities deserve to be incorporated in Al policy
boards, cybersecurity agencies, and data science teams as this is absolutely necessary (OECD,
2019). Diversity is important to conceive not as a tokenistic inclusion but as a conscious
architectural response; the available data represents that diverse teams with a mix of genders
developed a more equitable outcome (Ferl and Perras, 2024). The greater representativeness

will naturally integrate gender issues into the processes of planning.

Gender-Aware Threat Models: Expenses elaborate threat evaluations that are express in
integrating gendered harms (NIST, 2023). As an example, cybercrime units should track the
online GBV patterns and work in liaison with the gender-based violence support
organizations. The standards of AI should include assessments of bias, including the

evaluation of facial-recognition effectiveness in relation to gender and race, before it is used.
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Collaboration and Knowledge Sharing: It is necessary to promote the creation of
interdisciplinary networks that allow feminist technologists and policymakers to collaborate
(UNESCO, 2021) and exchange knowledge both in the Global South and the Global North.
The actors of civil society have taken the lead in places (Pakistan, Turkey, and elsewhere) in
overcoming digital violence already; official spaces can be very helpful in sharing the best
practices, organizing campaigns, and collectively creating gender-sensitive regulatory

policies.

From Reactive to Proactive: Switch between crisis response and preventive resilience
(European Commission, 2024). Instead of catching the harassers after they occur, we must
invest in community education, secure social media design, and empowerment of the at-risk
groups. Active approach also involves regular auditing of Al systems to identify emerging

vulnerabilities and revision of policies before the damage spreads.
Conclusion

Al-assisted security is an instrument with no neutrality (UNESCO, 2021); conversely, Al
becomes very much intertwined with the political sphere and supports pre-existing hierarchies
between genders and races. The chapter has followed the way in which the current Al security
paradigm, which centers around the power of the state, has continued to obstruct women and
other communities historically repressed. Digital security practices reinforce, not reduce,
structural inequalities since they are based on biased algorithms (Barocas & Selbst, 2016), a
one-size-fits-all policy framework, and a narrow definition of a threat. With the leaders
starting to admit (though not necessarily in reality) that artificial intelligence systems can, in
fact, enhance the already existing biases, and particularly those that discriminate against
women (Ahmed, 2024, & Buolamwini & Gebru, 2018), the importance of a remedy model
becomes apparent. However, a feminist approach (Tickner, 1992; Hudson, 2005) provides a
path of transformation. A gender-focused and justice-based policy can enhance the resilience
system by improving the effectiveness of the system in serving all the stakeholders, instead of
compromising security. Once the current thinking of security as empowerment (UNDP,
1994), then technology can be used to fight the causes of violence and insecurity. To act as an
example, inclusive Al would be better able to protect the survivors of violence with
automated harassment filtering, break privacy traps through diversity in policy-makers, and
rally digitally enabled vulnerable communities to develop common defenses. The real security

should start with the most vulnerable people at the end. Existing Al systems safeguard the
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agendas of major nation-states, senior leadership, corporate entities, and other powerful
lobbying organizations, thereby putting other groups at the risk of new types of violence and
surveillance. Feminist digital security paradigm, in its turn, does not consider justice,
accountability, and inclusion as peripheral matters but makes it its mission. In turn, only by
defying the tendency to marginalize any group, Al and cybersecurity may operate in the best
way. The construction of the future of Al-premedicated security will thus require the
incorporation of human safety and dignity into our algorithms and policies -not through
efficiency or power. By doing such, the feminist approaches offer a more humane, fair and

efficient security environment to all.
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Abstract

The circulation of information has experienced significant transformations on a global scale
with the development and acceleration of digitalization. While this transformation has made
access to information easier, it has also created the conditions for maniplative content and
disinformation to spread rapidly and on a large scale. The main question of this article is why
disinformation is increasingly viewd as a cyber security threat and how it affects diplomatic
processes in the contemporary digital environment. The article applied a qualitative research
method based on document analysis and case study methodology. Academic literature and
institutional reports were examined to investigate the transformation of disinformation and
conceptualization as a cyber threat. Case study such as 2026 U.S. presidential election, the
Brexit referendum and the Russian-Ukraine War were analyzed tos how the effects and
political consenquences of cyber-enabled disinformation. The findings indicate that
disinformation has become an integral part of the cyber space today. States and other actors in
the cyber space are engage in disinformation activities by using social media platforms,
algorithmic dissemination, data analysis and Al-generated content and thereby achieve
various objectives. In this regard, it appears that disinformation disseminated in the cyber
space can be understood as a multidimensional phenomenon at the intersection of cyber

security, strategic communication and diplomacy.
Keywords: Disinformaiton, Cyber Security, Information Operations, Digital Diplomacy
Ozet

Dijitallesmenin gelisimi ve hizlanmasiyla bilgi dolasimi kiiresel 6lgekte dnemli doniisiimler

yasamistir. Bu doniisiim bilgiye erisimi kolaylastirirken ayni zamanda manipiilatif iceriklerin
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ve yanlis bilgilerin de hizli ve genis 6lgekte yayilmasina zemin hazirlamistir. Bu makalenin
temel sorusu, dezenformasyonun neden giderek artan bir siber giivenlik tehdidi olarak
goriildiigli ve ¢agdas dijital ortamda dezenformasyonun diplomatik stiregleri nasil etkiledigini
inceleme iizerinedir. Makalede belge analizi ve vaka incelemesi metodolojisine dayali nitel
arastirma yontemi kullanilmistir. Dezenformasyonun doniisiimiinii ve siber tehdit olarak
kavramsallastirilmasini incelemek i¢in akademik literatiir ve kurumsal raporlar incelenmistir.
2016 ABD Baskanlik secimleri, Brexit referandumu, Rusya-Ukrayna Savasi gibi segilen
ornekler ise siber destekli dezenformasyonun yansimalarin1 ve siyasi sonuglarini gostermek
icin analiz edilmistir. Bulgular, dezenformasyonun giiniimiizde siber alanin ayrilmaz bir
parcast haline geldigini gostermektedir. Devletler ve diger siber alan aktorleri, sosyal medya
platformlarinin, algoritmik yayilimlarin, veri analizinin ve yapay zeka {iretimi igeriklerin
kullanilmasi yoluyla dezenformasyon faaliyetleri olusturulmakta ve bunun sonucunda cesitli
hedeflere ulasabilmektedir. Bu baglamda siber ortamda yayilan dezenformasyonun, siber
giivenlik, stratejik iletisim ve diplomasi kesisiminde ¢ok boyutlu bir olgu olarak anlagilmasi

miimkiin goriinmektedir.

Anahtar Kelimeler: Dezenformasyon, Siber Giivenlik, Bilgi Operasyonu, Dijital Diplomasi

Giris

Bilgiye erisim ve bilgi kullanimi, tarihin her sathasinda hem bireyler hem de devletler i¢in
bliylik 6nem tagimistir. Bu noktada basarili olan aktorler hem siyasi hem de ekonomik olarak
bilgi giliciiniin avantajlarindan yararlanmiglardir. Kiiresellesme ile bilgi ve iletisim
teknolojilerinin artmasi, diinya ¢apindaki en 6nemli gelismelerden biri olan dijitallesmenin
Oonlinii acarak hem bireylerin hem de uluslarin iletisimlerini dijital aglar aracilifiyla
gerceklestirmelerine neden olmustur. Bu doniisiimle birlikte bilginin ve iletisimin uluslararasi
sistemdeki rolii degigsmis ve yeni bir glivenlik alani dogmustur. Teknoloji ilerledikge,
geleneksel uluslararasi giivenlik ortaminin sinirlari ortadan kalkmaya baglamis ve teknolojik
alanin giivenligi 6n plana ¢ikmaya baglamistir. Bu baglamda bilginin ve onun giivenliginin
saglanmasi hem ulusal hem de uluslararasi alanda uluslararas1 giivenligin 6nemli bir bileseni
haline gelerek siber giivenlik, bilgi giivenligi ve dijital giivenlik gibi modern kavramlarin

ortaya ¢ikmasina sebep olmustur.

Nye, uluslararast politikada bilgi ve gii¢ arasindaki iliskiyi analiz ederken bilginin ¢esitli

boyutlarinin analiz edilmesi gerektigini belirtmektedir. Bu noktada birinci olarak bilgi,
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haberler, istatistikler ve kamuya acik bilgi bigimleri de dahil olarak sinirlar arasi veri akigini
ifade edebilir. Son yillarda bu smir Gtesi bilgi akislar1 genislerken, bilgiye erisim ve iletim
maliyetleri diigmiis ve dijital teknolojiler sayesinde erisim noktalar1 sayisi artmistir. Bu
doniisiim sayesinde daha kiigiik devletler ve devlet dis1 aktorler kiiresel bilgi agina daha aktif
katilim saglamislardir. Ikinci olarak bilgi, stratejik veya ekonomik rekabette avantaj elde
etmek i¢in kullanilan bir kaynak olarak kullanilabilir. Bu noktada bilginin zamanlamasi
onemlidir ¢iinkii rakiplerden daha 6nce bilgi edinen ve kullanan aktorler avantaj elde ederler.
Rekabetei bilgiler genelde ekonomik faaliyetler ile iliskilendirilse de askeri alanlarda da bilgi
{istiinliigiiniin sonuglar1 &nemlidir. Ugiincii olarak bilgi, potansiyel rakiplerin niyetleri,
kapasiteleri ve planlart hakkinda stratejik bilgi olarak belirlenmektedir. Stratejik bilgiler,
uluslararasi arenanin merkezinde olan istihbarat ve casusluk gibi uygulamalarla
iligkilendirilebilir. Teknolojik gelismeler belirli istihbarat araclarini genisleterek daha fazla
aktoriin bilgi toplamasina olanak saglasa da avantajli konum hala biiyiikk ve daha genis

kaynaklara sahip olan devletlerin elindedir (Nye, 2002, s. 68).

Bilgi miicadeleleri, devletlerin hem baris hem de kriz donemlerinde siyasi hedeflerine
ulagmak icin kullandiklar1 6nemli bir ara¢ haline gelmistir. Uluslararasi iliskiler rekabet ve is
birliginin es zamanl var oldugu bir yapiya sahip oldugu i¢in bilgi tlizerindeki miicadeleler
uluslararasi sistemin kalic1 bir 6zelligi olarak goriilmektedir. Bilgi iiretimi, yayilimi ve
kamuoyu algisimi  sekillendirme  faaliyetleri  bilgi  etkisindedir. Bu  c¢ergevede
dezenformasyonun yayilmasi, bilgi akislarinin manipiilasyonu gibi uygulamalar 6énemli etki
araclarini olugturmaktadir (Talinshinsky, 2026, s. 7). Giiniimiizde sosyal medya, algoritmik
manipiilasyon, bot aglari, deepfake teknolojileri gibi yeni faaliyetler dezenformasyonu ¢ok
daha etkili ve Ol¢eklenebilir hale getirmistir. Bu nedenle dezenformasyon artik sadece bir
propaganda araci degil, siber giivenlik tehdidi (Caramancion, 2020), hibrit savas araci
(Beérzins, 2014) veya diplomatik iligkileri etkileyen bir stratejik arag (Nye, 2019) olarak

goriilebilir.

Calismanin temel sorusu siber giivenlik, uluslararasi iligskilerde ve diplomatik siireclerde
dezenformasyonla miicadeleye nasil bir katki saglar seklinde olusturulmustur. Alt sorular
olarak dezenformasyonun neden siber giivenlik tehdidi olarak goriildiigli, dezenformasyonla
miicadele i¢in hangi siber giivenlik stratejilerinin kullanilmasi gerektigi ve bu stratejilerin

uluslararas1 diplomasi ve normlart nasil etkiledigi seklinde belirlenmistir. Bu baglamda
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makalede uluslararasi iliskilerde bilginin stratejik kullanimima odaklanarak dezenformasyon,

siber giivenlik ve diplomasi arasindaki iliskiye deginilmistir.
Dezenformasyon ve Siber Giivenlik
Dezenformasyon Kavrami

Dijital iletisim teknolojilerinin artan onemi, ¢agdas toplumlarda bilgi iiretimi, dolagimi ve
tiiketimini temelden dontistiirdiigii gortiilmektedir. Bilgi kavrami giderek artan sekilde dijital
platformlar ve ag tabanli iletisim sistemleri lizerinden akmaya devam ederken igeriklerin hizli
yayilmasi hem ulusal hem de uluslararasi siyasi ortamlarda yeni firsatlar yaratirken yeni
giivenlik aciklar1 da yaratmaktadir. iletisim teknolojileri, sosyal medya platformlari ve siber
alandaki gelismeler hem devletlerin hem de devlet disi aktorlerin bilgiyi daha once
goriilmemis bir Olgekte yayma kapasitelerini genisletmistir. Bu noktada kiiresellesme ile
dijital teknolojilerin artan dneminin, uluslararasi arenada aktorlerin bilgiyi siyasi sliregleri ve
kamuoyunu etkilemek icin kullanabilecekleri bir kaynaga doniistiirdiiklerini sdylenebiliriz.
Bilgi uluslararasi iligkilerde 6nemli bir etki araci haline gelirken dezenformasyon faaliyetleri
yoluyla bilginin manipiilasyonu hem siber giivenlik hem de diplomasi i¢in giderek daha

onemli bir zorluk olarak ortaya ¢ikmuistir.

Bu baglamda bilgi manipiilasyonlar siyasi istikrari, kamu giivenligini ve diplomatik iliskileri
etkileyen onemli bir zorluk olarak ortaya ¢ikmaktadir. Bunlara ek olarak yanlis ve yaniltict
bilgilerin tiim big¢imleri ayn1 6zelliklere, niyetlere veya sonuglara sahip degildir. Bu sebeple
dezenformasyon ve dijital giivenlik arasindaki iligskiyi dogru sekilde analiz etmek igin g¢esitli
kavramlar arasindaki ayrimlarin  yapilmasi gerekir. Bu noktada dezenformasyon
(disinformation), yanlis bilgilendirme (misinformation) ve kotli amacgli bilgilendirme
(malinformation) seklinde ii¢ bilgi bozuklugu kavrami karsimiza ¢ikmaktadir. Bu kavramlar
bilgi bozuklularinin farkli bigimlerini gosterir ve ¢agdas dijital tehditleri ve stratejilerini

anlamak i¢in 6nemli bir kavramsal ¢er¢eve olusturur.

Ilk olarak dezenformasyon (disinformation) kavrami, bireyleri, gruplari, kurumlar1 ve
kuruluslar1 manipiile etmek veya onlara zarar vermek amaciyla kasith olarak yanlis veya
yaniltict bilgilerin yayilmasi olarak tanimlanabilir (Wardle & Derakhshan, 2017, s. 20).
Ancak siber giivenlik acisindan bakildiginda, belirli bir bilginin tamamen yanlis m1 yoksa

sadece yaniltict m1 oldugu sorusu genelde ilk asamada onemli degildir. Daha 6nemli olan
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nokta, kurumlarin faaliyetlerine, itibarlarina veya istikrarlarina zarar vermek amaciyla
tasarlanmig bilgi faaliyetlerine karsi gelistirdikleri Onleme ve bunlara yanit verme
kapasiteleridir (Boevink, Mok, & M.Int, 2023, s. 6). Bu noktada 6nemli 6rneklerden biri 2016
Amerika Birlesik Devletleri baskanlik se¢imleri siirecidir. Rus devlet baglantili aktorlerin
secim siireclerini etkilemek ve demokratik kurumlara olan kamu giivenini zayiflatmak
amaciyla sosyal medya platformlar1 ilizerinden dezenformasyon kampanyalar1 yiirtittiikleri
belirlenmistir. Bu dezenformasyon siirecinde kutuplastirici ve yaniltict bilgiler yayilarak bu
tir operasyonlarin dijital platformlar araciligiyla nasil siyasi miidahale ve stratejik etki

araglari olarak kullanilabilecegi goriilmiistiir (U.S Senate Intel Committee, 2019).

Ikinci olarak yanlis bilgilendirme (misinformation), kasitl olarak zarar verme veya kitleleri
manipiile etme amaci olmaksizin paylasilan yanlis veya hatali bilgileri ifade eder. Bu
durumlarda aktorler dogru veya giivenilir olduguna inanarak yaniltict igerik yayabilirler
(Wardle & Derakhshan, 2017, s. 20). Yakin bir 6rnek olan COVID-19 pandemisi, yanlis
bilgilendirme kavrami temelinde yanlis ve yaniltici bilgilerin yayilarak halk saghigi ve
toplumsal giivenlik agisindan 6nemli zorluklarin ortaya ¢iktigi 6dnemli bir 6rnektir. Viriisiin
kokeni, tedavi yontemleri, asilar ve onleyici tedbirler hakkindaki iddialar halk arasinda biiyiik
bilgi diizensizligine yol agt1 ve resmi saglik kurumlarinin bilgileri ile uyumsuzluklar ortaya
ciktig1 goriildii. Saglik konusundaki yanlig bilgilerin hizla yayilmasi ve teyit edilmesinin
giicliigii, insanla arasinda sadece belirsizlik ve kaygilar1 arttirmakla kalmayarak bazi
durumlarda hastaligin yayilmasina dogrudan sebep oldugu goriilmiistiir. Bu nedenle pandemi,
dijital ortamdaki dezenformasyonun bir iletisim sorununun 6tesine gegerek kamu giivenligi ve
kurumsal giiveni etkileyen genis bir glivenlik tehdidine nasil doniisebilecegini gostermistir.
Ek olarak bu silire¢ sosyal medya platformlarindaki igerik denetleme mekanizmalarinin

zayifliklarini da géz oniine ¢ikarmistir (Hsu, 2022).

Buna karsilik olarak {igiincii kavram kotii niyetli bilgilendirme (malinformation), gercege
dayanan ancak bireylere, kuruluslara veya devletlere zarar vermek amaciyla kasitli olarak
iretilen ve kullanilan bilgileri ifade eder. Bu bilgi bozuklugu bi¢imi genellikle siyasi, sosyal
veya itibar zedelenmesi amagl olarak gercek bilgilerin stratejik anlamda ifsa edilmesini,
manipiile edilmesini veya ¢arpitilmasini icermektedir (Wardle & Derakhshan, 2017, s. 20).
2012 yilinda LinkedIn sirketinin yasamis oldugu biiyiik veri ihlali olayi, milyonlarca
kullanicinin sifre ve hesap bilgilerinin ifsa edilmesine yol acarak 6nemli bir 6rnek olmustur.

Bu olayin ardindan bir¢ok kullanici, kisisel bilgilerini ele geciren kotii niyetli kisilere fidye
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O0demesi yapilmadigi takdirde hesap bilgilerinin kétiiye kullanilmasi tehdidi ile karsi karsiya
kalmiglardir. Birka¢ yil sonra calinan bilgilerin deepweb pazarinda satildigini gosteren
raporlar ortaya ¢ikmis ve bu durum biiytik 6l¢ekli veri ihlallerinin uzun vadeli giivenlik

sorununun etkilerini ortaya koymustur. (Krebs, 2016).

2023 yilinda yayinlanan Birlesmis Milletler (BM) Dijital Platformlarda Bilgi Biitiinliigi
raporunda bilgi biitliinligiiniin korunmasi ve dezenformasyonla miicadele edilmesi uluslararasi
toplum i¢in acil bir 6ncelik olarak belirtilmistir. Raporda dezenformasyon ve tiirlerinin dijital
alanin Gtesine uzandig1 ve kamu giiveni, demokratik yonetisim ve baris gibi alanlar etkileyen
cok boyutlu riskleri barindirdigr vurgulanmistir (UN, 2023, s. 25). Goriildigi iizere dijital
ortamlarda giderek yayginlasan dezenformasyon, yanlis bilgilendirme ve kot niyetli
bilgilendirme faaliyetleri, bilginin siyasi, sosyal ve giivenlik dinamiklerini etkileyen stratejik
bir ara¢ haline geldigini gostermektedir. Dijital iletisim teknolojileri bilginin sinirlar 6tesinde
hizl1 bir sekilde yayilip manipiile edilmesini miimkiin kilarken ayni zamanda bilgi de devlet
ve devlet dis1 aktorler arasindaki ¢ekigsmenin merkezi bir alani haline gelmistir. Bu baglamda
bilginin siyasi etkileme ve toplumsal manipiilasyon i¢in stratejik kullanim1 ¢cagdas uluslararasi

iligkilerde genis bir anlama sahip olan bilgi savasi ile de yakindan ilgili oldugu sdylenebilir.

Bilgi savasi, biligsel savas (cognitive warfare) ve hibrit savas (hybrid warfare) ile
aciklanabilecek cok yonlii bir stratejik alan olarak gériilebilir. Insan zihnine yonelen bilissel
kisim ile devlet stratejileri igerisindeki yeri hibrit bir savas alani ile iligkilendirilebilir. Bu
baglamda bilginin yalnizca iletisim araci olarak degil stratejik bir ¢atisma alani olarak kabul
edilmesi miimkiindiir. Bilginin bir savasin pargasina doniismesi siirecinde dijital iletisim
sistemlerine olan bagimliligin artmasi, bilgiyi siyasi biligsel algilari, kamuoyu ve devlet
davraniglarin etkileyebilecek stratejik bir araca doniistiirdiigli goriilmektedir (Marangione,

2021, s. 151).

Dezenformasyonun tek bagina hareket etmedigi, daha genis hibrit stratejiler aginin bir pargasi
oldugunu sdylemek miimkiindiir. Bu baglamda bilissel savas alani dnemli bir kavram olarak
karsimiza ¢ikmaktadir. Bilissel savas, genel olarak bir diigmanin algisini hedefini zayiflatmak,
etkilemek veya etkisiz hale getirmek amaciyla manipiile etmek amaciyla tanimlanabilir.
NATO (North Atlantic Treaty Organization) biligsel savasi, biligsel {istlinliik i¢in verilen bir
miicadele olarak kavramsallastirmistir. Bu miicadele, biligsel bir avantaj elde etmek ve
korumak i¢in tasarlanmis koordineli bir askeri ve sivil faaliyetleri igerir. Bu savas bigiminin

en Oonemli amaci ise karar alma siireclerini sekillendirmek ve manipiile etmek i¢in mevcut tiim
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bilgi, strateji ve araglart kullanarak bilissel yollarla insan davranislarini etkilemektir (Blatny
& Sendergaard, 2025, s. 6-7). Bilissel savas, bilginin silahlandirilmasina ve kamu giiveninin
kasitli olarak manipiile edilmesine dayandirilmistir. Diisman aktdrler propaganda,
dezenformasyon ve deepfake gibi teknolojiler aracilifiyla siyasi siirecleri etkilemeyi ve
kamuoyu algisin1 sekillendirmeyi amacglamaktadir. Bu baglamda koordineli bilgi
operasyonlar1 yoluyla biligsel zaaflar kullanilarak bireylerin algilar1 hedef alinmaktadir
(Blatny & Sendergaard, 2025, s. 13-14). Goriildiigli izere modern catigmalar artik insanlarin
diisiinme siireglerini hedef almaktadir. Bu baglamda insan zihninin ¢atigsma alani haline
geldigini ve dezenformasyonun bilissel savasta kullanilan temel silahlardan biri oldugunu
sdylemek miimkiindiir. Ozellikle dijital platformlar iizerinden toplumun diisiinme bigimleri,
karar alma siirecleri ve algilar1 hedef alinmaktadir. Biligsel savasin bu 6nemli ve geleneksel
olmayan ¢atisma siiregleri toplumsal giiveni, se¢im siire¢lerini ve kurumlara giiveni azaltarak

giivenlik boyutunda yeni boyutlarin kapilarin1 agmaktadir.

Ote yandan hibrit savas ile dezenformasyonun arasinda dogrudan ve tamamlayici bir iligki
bulunmaktadir. Dezenformasyon, modern hibrit tehditlerin en temel araglarindan biri olarak
kullanilmaktadir. Hibrit savas, devlet veya devlet dis1 aktorler tarafindan belirli siyasi
hedeflere ulagsmak i¢in askeri veya askeri olmayan, geleneksel veya geleneksel olmayan
cesitli yontemlerin koordineli kullanimi olarak aciklanabilir. Bu baglamda ayni stratejik
amaclar ¢ercevesinde yiiriitiilen siber saldirilar, kimyasal saldirilar ve dezenformasyon
faaliyetleri bu kapsamin i¢ine girmektedir (EEAS, 2018). Bu baglamda dezenformasyonun
toplumlar1 istikrarsizlastirmak, zayiflatmak veya siyasi baglamda karar alma siireglerini
etkileyen karsilikliklar1 yaratmay1 amaglayan hibrit savas bilesenlerinden 6nemli bir tanesi

oldugunu sdylemek miimkiindiir.

Gortildiigii lizere dezenformasyon ve giivenlik arasindaki iligki, giliniimiiz uluslararasi
giivenlik ortaminda daha oOnemli ve karmasik bir hale gelmistir. Dijital iletisim
teknolojilerinin gelisimi sadece bilgi iiretimi ve dolasimini doniistirmekle kalmamis ayni
zamanda bilgi manipiilasyonlar1 ve siber alanda gerceklestirilen yeni giivenlik agiklar1 da
yaratmistir. Bu baglamda dezenformasyon iletisim ile ilgili bir kavramdan 6teye evrilerek ¢cok
boyutlu bir dijital glivenlik sorunu haline gelmistir. Bilgi savasi, bilissel savas ve hibrit savag
tehditlerinin artan kullanimi da siber alanda islenen bilgilerin stratejik 6nemini arttirmistir. Bu

nedenle dezenformasyon ve dijital giivenlik arasindaki etkilesimin, ¢agdas giivenlik tehditleri
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temelinde hem teknolojik hem de biligsel boyutlarini kapsayan daha genis bir ¢erceveye sahip

oldugu goriilmektedir.

Dezenformasyonun Siber Giivenlik Tehdidi Olarak Kavramsallastirilmasi

Dezenformasyonun, sadece dar kapsamli bir iletisim ve bilgi temelli bir sorun olarak degil,
ayni zamanda siyasi istikrari, kurumsal giiveni ve demokratik sistemi etkileyen ¢ok boyutlu
bir dijital giivenlik tehdidi olarak anlasilmasi Onemli bir noktadir. Bu baglamda
dezenformasyonun klasik anlamda donanim ve yazilim ¢o6kertmeyi hedefleyen siber
operasyonlarin 6tesinde, dijital aglar ve ileri seviye teknolojilerle entegre edilmis genis capli

bir biligsel giivenlik tehdidi oldugunu sdéylemek miimkiindiir.

Dezenformasyon, hedef kitleleri aldatmak ve algilari, davraniglart veya siyasi sonuglar
etkilemek amaciyla bilginin kasith sekilde manipiile edilmesi anlamina gelirken, benzer
sekilde siber tehditler de genellikle hedef alinan sistemlere, kurumlara veya toplumlara zarar
vermek amaciyla belirli saldir1 ¢esitleri araciligiyla gerceklestirilen kasith eylemler olarak
tanimlanabilir. Bu ac¢idan bakildiginda dezenformasyon kampanyalari, organize olmus
aktorler, stratejik hedefler, hedef se¢imleri ve amaglanan etki de dahil olmak {izere siber
tehditlerle iliskili benzer yapisal 6zelliklere sahiptir (Caramancion, Li, Dubois, & Jung, 2022,
s. 3-4). Bu baglamda epistemolojik olarak bakildiginda dezenformasyon ve siber tehditlerin
birbirleri ile uyumlu bir kavramsal ¢erceve icerisinde olduklar1 goriilmektedir. Bu durum ayni1
zamanda dezenformasyonun yalnizca iletisimle ilgili bir olgu olmaktan ziyade ¢ok boyutlu bir

dijital giivenlik tehdidi olarak anlagilmasini giiglendirmektedir.

Dezenformasyon, manipiile edilmis bilgiler ve deepfake gibi teknolojiler kullanarak insan
zihnindeki bilissel zaaflari, onyargilar1 ve mantiksal hatalar1 olumsuz manada kullanmay1
hedeflemektedir (Jaiman, 2021). Bagka bir degisle geleneksel siber saldirilar teknolojik
sistemleri alt etmek icin kullanilirken dezenformasyon insan diisiincelerini ve algilarini
dogrudan etkilemek i¢in teknolojiyi kullanmaktadir (Boevink, Mok, & M.Int, 2023, s. 7). Bu
durum literatiirde biligsel hackleme (cognitive hacking) olarak adlandirilmistir ve siber
giivenligin dogrudan insan zihnine yoneltilmis bir boyutu olarak ele alinmistir (Bone, 2018).
Biligsel hackleme genellikle mesru bilgi kaynaklarina benzeyen, tasarlanmis aldatici igerikler
aracilifiyla mevcut inancglar1 giligclendirmeyi veya bireylerin gergeklik algilarimi ¢arpitmay1
amaclamaktadir. Biligsel siireglere yapilan bu miidahale, kamuoyu, davranig ve karar alma

stireclerini etkileyerek bazi durumlarda kritik altyapilara yonelik dogrudan yapilan siber
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saldirilarin etkisinden daha biiylik sonuglar dogurabilir. Ortaya ¢ikan bilgi karmasasi ve
gercekler arasindaki belirsizlik kurumsal giivenilirligi zayiflatabilir ve toplum isleyisini

aksatabilir (Caramancion, Li, Dubois, & Jung, 2022, s. 1-2).

Goriildiigii lizere dezenformasyon ile siber saldir1 arasindaki farklardan en 6nemlisi hedeftir.
Fakat eylemler, stratejiler ve zararlar biiyiik oranda benzerlik gostermektedir. Ornegin kétii
niyetli aktorlerin sahte haberlerle dijital platformlarda gergekleri perdelemeleri veya yanlis
iletmeleri, siber giivenlikteki sunucular1 kitleme hedefinde olan DDoS saldirilar ile ayni
mantiga dayanmaktadir. Benzer sekilde insanlarin biligsel diizeyde duygularini manipiile
etmek, bir siber saldir1 yontemi olan oltalama saldirilarinin temel motivasyonlar1 biiytik bir
benzerlik gdstermektedir (Jaiman, 2021). Her iki saldir1 bi¢imi de hedeflerine ulasmak icin
bireylerin teknolojiye, dijital platformlara ve tanidik arayiizlere olan giivenlerini istismar
etmektedir. Buna ek olarak siber alandaki kimlik ag1 operasyonlar1 genellikle finansal kazang
veya veri hirsizhigi gibi amaglarla gergeklestirilirken biligsel saldirilar yoluyla yayilan
dezenformasyon faaliyetleri ise kamuoyu manipiilasyonu, sosyal kutuplagmanin yaratilmasi,
secim siireglerine miidahale ve siber savas stratejilerinin gelistirilmesi gibi daha genis stratejik

hedeflere sahiptir. (Caramancion, Li, Dubois, & Jung, 2022, s. 14).

Dezenformasyonun dolasim sagladigi sosyal medya platformlarinin yapisal 6zellikleri,
dezenformasyonun temel dijital altyapisini olusturmaktadir. Bu platformlar, kullanici
davraniglarini analiz eden makine 6grenmesi algoritmalari ile igerik dagitimini gerceklestirir.
Faaliyetler genellikle bot aglari, sahte hesaplar, koordineli manipiilasyon stratejileri ve
deepfake teknolojileri gibi birbirine bagli mekanizmalara dayanmaktadir. Insan davranislarmi
taklit edebilen sistemler aracilifiyla bot aglar1 yapay olarak etkilesim yaratir ve segilen

anlatilar1 giiglendirerek kamu etkilesimi goriiniimii olusturur (Aras, 2026, s. 165-166).

Ozellikle secim dénemlerinde bot hesaplar ve sahte sosyal medya profilleri, propaganda
iceriklerini yaymak ve dezenformasyon kampanyalarini yiiriitmek i¢in kullanilmaktadir.
Belirli siyasi aktorleri destekleyen veya hedef alan icerikler sistematik olarak yayilir ve siyasi
sOylemler yapay olarak sekillendirilmektedir. Bu uygulamalar, dijital ortamlarda kamuoyunun
gercekligini bozar ve siyasi kutuplasma yaratarak demokratik siire¢lerin manipiilasyonunu
kolaylagtirmaktadir. Bu baglamda algoritmik olarak yonlendirilen dezenformasyon
kampanyalar1 dijital platformlarin nasil siyasi etki ve algi yoOnetimi araglarina

doniistiirtilebilecegini gdstermektedir.
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Siber Destekli Dezenformasyon

Siber destekli dezenformasyon, belirlenen hedefe ulagsmak i¢in bilgi ortaminmi degistirmeyi
veya bulaniklastirmay1 amaglamaktadir. Amaci, karar vericilerin algilarini etkilemek ve karar
asma siire¢lerinde mevcut bilgiler konusunda belirsizlik yaratmaktadir. Giivenilir veya
giivenilmez  bilgiler arasindaki ayrim bulaniklasir ve dezenformasyon olaylarin
degerlendirilmesini zorlastirir. Bu baglamda bilgi karmasasinin yaratilmasi karar vericilerin
sorunlart etkili sekilde degerlendirme siireglerini etkilemektedir. Gergek bilgiler konusunda
fikir birligi saglansa bile medya organlar1 veya diger kaynaklar araciligiyla dolagima sokulan
bilgilerin manipiile edilmis olabilecegi algisi, bilgi ekosistemine olan giiveni

zedeleyebilmektedir (Bastan & Oran, 2024, s. 1214-1215).

(Cagdas calismalar devletlerin stratejik hedeflerine yalnizca geleneksel askeri yeteneklerle
degil ayn1 zamanda bilgi ortaminin kontrolii ve manipiilasyonu yoluyla da ulagmaya
calistigin1 gostermektedir. Bu baglamda ¢evrimici alanda dijital platformlar aracilifiyla
ylriitilen bilgi operasyonlari, dezenformasyon kampanyalari ve siber destekli iletigim

stratejileri devlet yonetiminin 6nemli araglar1 haline gelmistir (Jabrailov, 2025, s. 716).

Demokratik siireclere yonelik en bilinen dijital miidahalelerden biri olan Cambridge Analytica
skandali, dijital manipiilasyon ve siyasi dezenformasyon arasindaki iliskiyi se¢im siireclerinde
gosteren Onemli Orneklerden biri olarak karsimiza c¢ikmaktadir. 2016 Amerika Birlesik
Devletleri (ABD) baskanlik secimleri ve Brexit kampanyasi sirasinda, Cambridge
Analytica’nin milyonlarca Facebook kullanicisinin kisisel verilerini izinsiz olarak topladigi ve
bu bilgileri segmen profili olusturmak ve siyasi mesajlar iletmek i¢in kullandig: tespit edildi.
Bu skandal, eski sirket calisaninin firmanin bireylerin psikolojik kirilganliklarini ve
davranigsal egilimlerini kullanmak {iizere tasarlanmis algoritmalar gelistirdigini ve bunun
sonucunda kullanicilar1 etkileyen biiyiik o6lgekli veri gizliligi ihlallerine yol agtigini
aciklamasiyla uluslararasi giindemde dikkat ¢ekmistir. Bu olay ayrica dijital veri analitiginin
ve algoritmik hedeflemenin modern siyasi kampanya stratejilerini nasil sekillendirdigini

gostermistir (Persily, 2017, s. 65-66).

Organize sosyal medya manipiilasyonu faaliyetlerinde en 6ne ¢ikan Orneklerden biri ise
Rusya’nin “’troll fabrikas1’’ olarak bilinen Internet Arastrma Ajansidir (IRA) (McCombie,
Uhlmann, & Morrison, 2020, s. 97-98). Rus siyasileri ve istihbarat yapilari ile baglantili

oldugu iddia edilen bu yapinin faaliyetleri, dijital ortamlarda gercek kamuoyu katilimini
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simiile etmek i¢in tasarlanmis koordineli ve kurumsallasmis yoOntemlere dayanmaktadir.
Calisanlarin gercek bir siyasi tartisma goriinimii yaratmak icin bilyiikk miktarda ¢evrimici
icerik trettikleri, farkli aktorlerin kasitli olarak karsit goriisleri benimseyerek boliicii anlatilar
giiclendirdikleri ve kamuoyu algisin1 manipiile ettikleri tartigmalar arasinda yer almaktadir.
Ayrica giivenilirlik ve mesruiyet olusturmak i¢in sahte hesaplarin uzun vadede gelistirildigi
bilinmektedir (Aras, 2026, s. 168). Bu troll fabrikasinin gelismisligi 6zellikle 2016 ABD
baskanlik se¢imlerine Rus miidahalesine iliskin sorusturmalar sirasinda belirgin hale
gelmigtir. Miller’in (2019) caligmasina gore, IRA ile baglantili oldugu belirlenen 3.814
Twitter hesabindan paylasilan 200.000 tweet iizerinde aragtirma yapilmistir. Bu arastirma,
Rus dezenformasyon kampanyalarina yerlestirilmis manipiilasyon stratejilerinin analiz
edilmesini saglamis ve ¢agdas bilgi savasinda dijital propaganda ve alg1 yonetiminin stratejik

kullanimini gostermistir.

Gorildigl tizere dezenformasyonun dijital altyapisi se¢cim giivenligini yalnizca fiziksel
sandik giivenligi olmaktan ¢ikarip biligsel ve algisal bir giivenlik meselesine doniistiirmiistiir.
Dijital dezenformasyon, se¢men davraniglarini  manipiile etmek, siyasi rakipleri
itibarsizlastirmak ve demokratik siire¢lere olan giliveni sarsmak igin sistematik bir silah olarak
kullanilmaktadir. Bu tiir operasyonlarin amaci, tek bir dogru olugturmak veya bunu dayatmak
degil, siyasi ve sosyal gerceklikler konusunda belirsizlik, giivensizlik ve kutuplasma yaratarak

bilgi ortaminin kendisinin istikrarsizlagtirilmasi olarak ifade edilebilir.
Dezenformasyonun Stratejik ve Diplomatik Islevi
Diplomasinin Doniisiimii

Dijital cagda dezenformasyon, uluslararasi iliskilerde ve diplomaside stratejik bir silah ve
hibrit savasin temel unsurlarindan biri haline gelmistir. Geleneksel savaslarin aksine
giiniimiizde devletlere veya kurumlara zarar vermek icin fiziksel sunucular veya smir 6tesi
operasyonlardan ziyade toplumun yapisina, kurumlarin itibarina ve algilara zarar vermek
yeterli olabilmektedir. Dezenformasyon ve diplomatik iligkiler arasindaki baglantinin, bilginin
stratejik bir silah olarak goriilmesi ve devletlerin dis politika hedeflerine ulagsmak i¢in siber
alan1 bir savag alan1 olarak kullanmasi1 zemininde sekillendigi sdylenebilir. Bu noktada kamu

diplomasisi, dijital diplomasi, siber diplomasi ve stratejik iletisim kavramlar1 6nemlidir.
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Kamu diplomasisi, 1960’larda kitle iletisim teknolojilerinin gelisimi ve siyaset lizerindeki
etkisiyle birlikte ayr1 bir diplomasi yontemi olarak ortaya ¢ikmistir. Devletlerarasi iliskilerden
farkl1 olarak kamu diplomasisi devletler ve toplumsal arasindaki iletisim siireglerine ve
toplumlarin kendi aralarindaki etkilesimlerine dayanmaktadir. Bu noktada kamu diplomasisi,
devletlerin kitle iletisim araglariyla yabanci kamuoyunu etkilemelerini ve onlarla iletigim
kurmalarin1 amagladiklar: stratejilerini ifade etmektedir (Eksi, 2022a, s. 6). Bilgi ve iletisim
teknolojilerinin hizli gelisimi, kamu diplomasisinin yapisini, yontemlerini ve kapsamini
onemli Olgiide dontstiirmiistiir. Dijitallesme hizlanirken diplomatik uygulamalar da
geleneksel iletisim kanallarinin Gtesine gecerek teknolojik gelismeler ve degisen kiiresel
siyasi dinamikler temelinde yeniden sekillenmeye devam etmistir. Bu siirecte dijital
diplomasi, siber diplomasi, sosyal medya diplomasisi gibi kavramlar ortaya ¢ikmustir.
Kavramsal farkliliklara ragmen bu yaklagimlar temelde giderek birbirine daha fazla baglanan
dijital ortamlarda faaliyet gOsteren kamu diplomasisinin ¢esitli boyutlarini temsil ettigi

soylenebilir (Eksi, 2022b, s. 36-37).

Dijital diplomasi ve siber diplomasi kavramlar1 birbirleri ile karistirilsa da temelde ayrilirlar.
Dijital diplomasi kavrami genel olarak diplomatik faaliyetlerin yiiriitiilmesinde dijital
teknolojilerin kullanimini ifade ederken siber diplomasi ise siber alanda ortaya ¢ikan sorunlari
ve c¢atigmalari ele almak icin diplomatik mekanizmalarin ve siireglerin kullanimu ile ilgilidir
(Riodan, 2016). Bu baglamda dijital diplomasinin diplomatik uygulamalarin dijitallesmesine
odaklandig1, siber diplomasinin ise Oncelikle siber giivenlik ile ilgili siber alanda

devletlerarasi is birligine odaklandig1 sdylenebilir.

Modern dijital teknolojiler ve sosyal medya araglari uluslararast diplomaside yayginlagsa bile
dijital diplomasi geleneksel diplomasinin bir alternatifi olarak goriillemez (Alethawy, 2022, s.
82). Dijital diplomasi geleneksel diplomasinin yerini almaktan ziyada onun hedeflerini daha
hizl1 ve az maliyetli sekilde gergeklestiren kullanigh bir uzantisi ile tamamlayici olarak islev

gormektedir (Alethawy, 2022, s. 87).

Uluslararasi iligkilerde dijital diplomasinin gelismesi, devletlerin dijital platformlar tizerinden
es zamanl olarak diyalog halinde olmalarini saglamaktadir. Bu sanal ortamda diiretilen
bilgilerin diplomasi iizerindeki etkisi sadece teknolojik bir gelisme olarak goriilmemelidir. Bu
durum ayni zamanda kiiresel olarak giiciin nasil kullanildiginin da bir doniistimi olarak
yorumlanmalidir (Jabrailov, 2025, s. 718) Siber alanda gergeklestirilen bu diplomasi siireci,

siber alanin dogas1 geregi cesitli riskleri de barindirmaktadir. Dijital diplomasinin
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yayginlagsmasi, hiikiimetlerin siber giivenlik politikalarim1 da dogrudan etkilemektedir.
Hiikiimetlerin ¢evrimici aglardaki resmi kurum verilerinin, diplomatlarin iletisim trafiginin ve
dijital varliklarinin giivenligi biiyiikk bir zorunluluk olarak karsimiza c¢ikmaktadir. Bu
dogrultuda devletlerin dijital diplomasinin yaratmis oldugu bu yeni etkilesim alanini1 korumak
ve sagliklt isleyebilmek icin ulusal diizeyde savunma giiclerini arttirmalar1 gerekmektedir.
Ciinkii dijital diplomasi yoluyla geleneksel anlamda ulagilamayan olumlu ve olumsuz

geligsmeler uluslararasi arenay1 kolaylikla etkileyebilmektedir.

Bu kolay etkilesim ve erisilebilirlik alani, iletisim ve bilgi paylasimi i¢in simirsiz bir bilgi
kirliligine sebep olmaktadir. Boyle bir ortamda giivenilir kaynaklarin belirlenmesi ve gergek
bilgilerin yanlis bilgilerden ayirt edilmesi zorlasmaktadir. Bu baglamda sosyal medya yerlesik
medya kurumlarmin bilgi denetleme roliinii zayiflatmaktadir. Bireyler genis kitlelere
ulagabilir ve yiiksek etkilesimli igerikler sayesinde kamuoyunu sekillendirebilir. Bu baglamda
dezenformasyon, kullanilabilecek énemli bir giictiir. Geleneksel diplomasinin tikandigi veya
dogrudan askeri ¢atigmanin yapilmadigi durumlarda devletler bu genis bilgi ag1 icerisinde
dezenformasyonu hibrit savasin ve psikolojik operasyonlarin merkezine yerlestirebilir (Aras,
2026, s. 165-166). Dijital diplomasi, devletlerin dis politika hedefleri ¢ergevesinde
uluslararas1 prestij kazanmak ve yumusak giic olusturmak i¢in dijital kanallar1 kullanmasi
oldugu i¢in bu noktada dezenformasyon ise bu durumu tersine g¢evirerek ayni dijital kanallar
yalan ve manipiilatif bilgi yaymak icin kullanmaktir. Bu baglamda dezenformasyon
yanlishikla yapilan bir hatadan ziyade rakipleri zayiflatmak ve uluslararasi miizakereleri
maniplile etmek icin kasten tasarlanmis diplomatik bir silah olarak karsimiza ¢ikmaktadir
(NextGen Diplomat, 2026). Bu baglamda dijital diplomasi, sadece bir dig politika temelinde
iletisim veya tanitim aract olarak degil, devletlerin bilgi operasyonlar1 yapabildigi ve

dezenformasyonu kolaylikla yayabildigi bir alan olarak yorumlanabilir.

Dezenformasyon ve Diplomatik Megsruiyet Miicadeleleri

Dijital iletisim teknolojilerinin gelisimiyle uluslararasi arenanin aktorleri kamuoyu algisini
sekillendirmek ve siyasi sonuclar1 etkilemek i¢in giderek daha fazla rekabet igerisine girerken
bilgi ortamlar1 jeopolitik catismalarin da Onemli bir alani olarak ortaya c¢ikmistir. Bu
baglamda dezenformasyon sadece yanlis bilginin yayilmasiyla sinirli gériilmemelidir. Aksine
dezenformasyon siyasi mesruiyeti insa etmek, giliclendirmek veya zayiflatmak igin
kullanilabilecek stratejik bir aractir. Anlatilar1 ¢esitli hedefler dogrultusunda sekillendirerek

kamuoyunu etkilemek ve gergeklik algilarini degistirmek dezenformasyon faaliyetleri
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kapsaminda degerlendirilebilir. Bu baglamda bilgi manipiilasyonu, diplomatik mesruiyet
saglama, uluslararas1 giivenilirlik olusturma ve siyasi etki ilizerindeki miicadelelerle iliskili
goriilebilir. Bu dinamik yapi, 6zellikle rekabet eden aktorlerin bilgi operasyonlar1 yoluyla

cikarlarini saglamaya calistiklari kiiresel ¢atismalarda siklikla goriilmektedir.

Bu noktada yakin donemde gergeklesmis olan Rusya-Ukrayna savasi, dezenformasyonun
diplomatik ve siyasi mesruiyet araci olarak nasil kullanilabilecegini gostermektedir. Krizin ilk
asamalarinda ABD Disisleri Bakan Yardimcist ile ABD Ukrayna Biiylikelgisi arasindaki
telefon goriismesinin sosyal medya platformlarina sizdirilmasi olay: ile siber operasyonlar ve
stratejik iletisim arasindaki iliskinin 6nemi goriilmiistiir. Olay, savas baslamadan Once
Rusya’nin Bati’ya giivenilirligi zayiflatmayin amagladigi ve iletisim aglarina sizma
yeteneklerinin gostermek istemesi olarak yorumlanmistir (Lange-Ionatamishvili & Svetoka,

2015, s. 107).

Rusya-Ukrayna savasi boyunca sosyal medya, Rus yanlist stratejik anlatilarin yayilmasi i¢in
onemli bir platform gorevi gormiistiir. Bu faaliyetler genelde Ukrayna yetkililerinin ve silahli
kuvvetlerinin davraniglarina yonelik olmustur. Hedef kitleler arasinda korku, kizgmlik ve
giivensizligi artirmay1 ve Ukrayna’nin uluslararasi mesruiyetini de zayiflatmay1 amacladiklari
iddia edilmektedir (Lange-lonatamishvili & Svetoka, 2015, s. 108). Bu durum
dezenformasyonun giinlimiiz bilgi savaslarinda anlati olusturma ve diplomatik etki araci

olarak nasil kullanilabildigini gostermektedir.

Rusya-Ukrayna savasi sirasinda bilgi operasyonlarinin en belirgin Orneklerinden biri
Ukrayna’nin Nazilerden kurtarilmasi anlatisinin yayilmasi olmustur. Bu anlatinin tarihsel
yorumlamalarin ve siyasi gerceklerin garpitilmasiyla olusturuldugu ve Rusya’nin Ukrayna’ya
yonelik saldirilarint mesrulagtirma amacl bir propaganda araci oldugu iddia edilmistir. Sosyal
medya platformlar1 aracilifiyla yayilan bu anlatilar hem yerel hem de uluslararas: kitlelerin

algilarini sekillendirmek i¢in kullanilmistir (Aras, 2026, s. 168).

Sosyal medyada dolasima sokulan ve Ukrayna Baskan1 Zelensky’nin Ukraynalilara seslendigi
video siber alanda gergeklestirilen dezenformasyonun bir baska Ornegidir. Bu videoda
Zelensky’nin savasta basarisiz olduklarin1 ve askerlere silahlarini birakip teslim olmalari
gerektigini ilan ettigi goriilmektedir. Bu video sonrasinda Ukrayna hiikiimeti yetkilileri kisa

stire igerisinde bu videonun deepfake teknolojisi kullanilarak yapilan sahte bir video oldugu,
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sosyal medya lizerinden dezenformasyon amacl bilingli bir sekilde dolasima sokuldugu ve bu

konuda vatandaslar1 uyardiklar1 bir uyar1 yayinladilar (Burgess, 2022).

Bir diger 6nemli dezenformasyon faaliyeti ise biyolojik laboratuvar komplo teorisidir. Pyrra
Technologies asli siber giivenlik sirketi, sosyal medyada isgalden 10 giin 6nce bir kullanicinin
Ukrayna’da ABD’ye ait biyolojik laboratuvar bulundugunu belirten bir igcerik paylastigini ve
bu igerigin isgal giliniinden sonra asir1 sagci sitelerde yiizlerce kez paylasildigini belirtmistir.
Isgal giinii Twitter’da yine bu teorinin savunuldugu paylasimlar yapilmistir. Bunun {izerine
Rus yanlis1 web sitelerde bu anlatinin baskin hale getirildigi belirtilmistir (Collins & Collier,
2022). Rusya ise bu iddialar g¢ercevesinde, Ukrayna’nin ABD destegiyle biyolojik silah
laboratuvarina sahip oldugunu iddia ederek Birlesmis Milletler Giivenlik Konseyi
(BMGK)’nin toplanmasini talep etti. BM ve iiye iilkeler bu iddialarin tamamen yalan
oldugunu belirterek reddettiler. ABD BM Biiyiikelgisi Greenfield, Rusya’nin bu iddialarina
hi¢bir kanit sunamadigin1 ve bu yalan iddialarin Rusya’nin Ukrayna isgali sirasinda kimyasal
ve biyolojik silahlar kullanmak i¢in zemin hazirlamasina bir bahane olabileceginden endise

duyduklarini vurguladi (Landay, Pamuk, & Lewis, 2022).

Yukarida bahsedilen olaylar, Rusya’nin eylemlerini hakli ¢ikarma temelinde gergeklestirdigi
dezenformasyon faaliyetlerinden birkagini gostermektedir. Savas baslamadan 6nce Rusya’nin
gizli dezenformasyon planlar1 ve Ukrayna isgali i¢in bir “’sahte bayrak operasyonu’’
diizenlenecegi ABD yetkilileri tarafindan kamuoyuna agiklanmis ve Rusya’nin diplomatik
alanda isgale gerekge liretme sebebi engellenmeye calisilmistir (BBC, 2022). Fakat Rusya’nin
isgalini mesru gostermek ve ABD ve Bat1 lilkelerinin Ukrayna’ya verdikleri destegi azaltmak

icin dezenformasyon faaliyetlerine devam ettigi goriilmektedir.

BM’nin Mali’de yiiriittigi MINUSMA (Birlesmis Milletler Mali Cok Boyutlu Entegre
Istikrar Misyonu) baris misyonuna yonelik faaliyetler, BM tarafindan 6nemli bir
dezenformasyon kampanyasi O6rnegi olarak belirtilmis ve bilgi savaglarinin uluslararasi
orgiitlerin mesruiyetini ve operasyonel kapasitesini hedef alan dezenformasyon
faaliyetlerinden biri oldugu vurgulanmistir. BM’nin 2023 tarihli raporuna goére 2023 yilinda
Sevare’de gergeklesen saldirilarin ardindan sosyal medyada MINUSMA karsitt manipiilatif
iceriklerde artis olmustur. Bu siirecte sosyal medya iizerinden yayilan sahte haberler BM baris
misyonuna yonelik giivensizligi arttirmig ve BM personeline yonelik siddet cagrilari iceren
sOylemler dretilmigtir. Raporda MINUSMA’nin bu igeriklere karsi sosyal medyada
aciklamalar yayinladigi, yayilan yanls bilgileri diizeltmeye ¢alistig1 ve siddet ¢agrisi igeren
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bir videonun kaldirilmasi i¢in ilgili dijital platform sirketiyle iletisime gecildigi belirtilmistir.
Bu baglamda BM, barig misyonunun yeniden yapilandirilmasi kapsaminda bilgi operasyonlari
ve stratejik iletisim kapasitesinin giiclendirilmesini gliindeme getirmistir (UNSC, 2023, s. 7-
11). MINUSMA o6rnegi, dezenformasyonun yalnizca kamuoyu algisim1 etkileyen bir arag
olmadigini, ayni zamanda uluslararas1 Orgiitlerin sahadaki operasyonel etkinligini,
mesruiyetini ve giivenligini hedef alabilen bir tehdit araci olarak kullanilabildigini
gostermektedir. Ozellikle sosyal medya platformlarmin catisma alanlarinda etki alanina
doniismesi bilgi giivenligi ile fiziksel giivenlik arasindaki smirlarin bulaniklagtigini ortaya

koymaktadir.
Sonug

Dijital iletisim teknolojilerinin hizli gelisimi ve yayilimi bilginin iiretimi, yayilimi ve
tiiketimini temelden doniistiirmiistiir. Bu doniisiim siirecinde bilgiye erisim kolaylagsmis ve
kiiresel baglant1 giiclenmis olsa da ayni zamanda bilgi ortamlariin manipiilasyonu i¢in de
yeni alanlar yaratmistir. Bu baglamda bilginin dezenformasyonu iletisimle ilgili bir sorun
olmaktan ¢ikip siber giivenlik ve uluslararasi iligkiler alanlarinda daha 6énemli bir sorun haline

gelmistir.

Bu c¢aligmada dezenformasyonun neden bir siber giivenlik tehdidi haline geldigi ve dijital
cagda diplomatik siire¢leri nasil etkiledigi incelenmistir. Bulgular, sosyal medya
platformlarinin, algoritmik gili¢glendirme mekanizmalarinin, veri analizinin ve yapay zekanin
entegrasyonunun artmasiyla birlikte dezenformasyon faaliyetlerinin biiyiilk bir Olgekte
uygulanmasina olanak sagladigin1 gdstermektedir. Bu noktada dezenformasyonun yalnizca
bilgi biitlinliigiinii degil aym1 zamanda siyasi siirecleri, kamu gilivenini ve kurumsal

giivenilirlikleri etkileyen bir siber olgu haline geldigini sdylemek miimkiindiir.

Orneklerde goriildiigii iizere dezenformasyon hem bir giivenlik sorunu hem de stratejik bir
ara¢ olarak islev gormektedir. 2016 ABD Baskanlik se¢imleri ve Brexit referandumu
ornekleri, dijital ortamda gergeklestirilen bilgi manipiilasyonlarinin siyasi siirecleri ve
kamuoyunu nasil etkiledigini ortaya koymaktadir. Rusya-Ukrayna Savasi ve MINUSMA
ornegi ise dezenformasyonun stratejik anlatilar1 sekillendirmek, siyasi mesruiyeti sorgulamak
ve uluslararasi algilart etkilemek i¢in dijital ortamda kullanilabilecegini gostermektedir. Bu
ornekler, jeopolitik rekabetlerin giderek geleneksel askeri ve ekonomik alanlarin Gtesine

genisledigini ve bilgi ortaminin alana dahil oldugunu gostermektedir.
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Sonug olarak dezenformasyon, siber giivenlik, stratejik iletisim ve diplomasi kesisiminde yer
alan ¢ok boyutlu bir olgu olarak karsimiza ¢ikmaktadir. Dijital bilgi ortamlar siyasi rekabetin
merkezi alanlar1 haline geldikge, bilgi biitiinliigiinii koruma ve dezenformasyon faaliyetlerine
verilen tepkiler hem ulusal giivenlik hem de uluslararas: diplomatik uygulamalar agisindan

Onemi artan bir giivenlik bileseni olusturmaya devam edecektir.
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Abstract

The application and integration of artificial intelligence (Al) and cybersecurity technologies
are rapidly advancing within Lebanon’s defense and national security sectors. This research
investigates how Al can enhance Lebanese military capabilities, with particular emphasis on
cyber defense functions and related operational applications. It assesses current and
prospective uses of Al in the Lebanese military context, analyzing their strategic, operational,
and institutional impacts. The study further examines how Al-powered systems affect military
effectiveness, resilience, and threat reduction, identifying capability gaps and operational
challenges in deploying these technologies within resource-limited and politically complex
settings. Special focus is given to Lebanon’s evolving cyber threat environment, marked by
rising exposure to cyberattacks, hybrid threats, and asymmetric security risks. Additionally,
the research evaluates the strategic importance of implementing Al-driven solutions in the
Lebanese defense sector, while carefully considering ethical issues, governance needs, and

institutional preparedness.

Keywords: Lebanon, Non-State Actors, Artificial Intelligence (Al), Cybersecurity, Military
Strategy, National Security, Cyberattacks, Intelligence Gathering, Geopolitics of the Middle

East, Counterterrorism
Introduction

In this analysis, the strategic impact of artificial intelligence (Al) on the defense system of the
state of Lebanon is assessed. As one of the nations positioned at the center of the Middle East,
Lebanon faces a variety of defense-related challenges triggered by its complex geopolitical
position. Situated at the crossroads of regional power struggles, the country contends with a

fragile internal security architecture while simultaneously navigating external pressures from
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state and non-state actors (Norton, 2014; Traboulsi, 2007). Its weak political system is
compounded by possible dangers posed by hostile entities from outside its borders, rendering
traditional defense paradigms increasingly insufficient. Under such conditions, turning
towards more advanced defense system innovations is warranted with the intention of

securing the state’s sovereignty and territorial integrity (Harris, 2014).

The contemporary global security landscape has witnessed a profound transformation driven
by the rapid advancement of artificial intelligence technologies. Al has gained increasing
significance within state defense systems, cybersecurity frameworks, and intelligence
processes, offering unprecedented capabilities in threat detection, predictive analytics, and
autonomous decision-making (Horowitz, 2018; Geist, 2016). For nations like Lebanon, which
operate within resource-constrained environments yet face asymmetric and multidimensional
threats, Al represents both a critical opportunity and a strategic imperative. The integration of
intelligent systems into national defense architectures promises to enhance situational
awareness, streamline command and control structures, and fortify cyber resilience against an
expanding threat landscape. However, realizing these benefits requires navigating complex
technical, institutional, and geopolitical hurdles that are particularly acute in the Lebanese

context.

This analysis aims to investigate the potential beneficial effect artificial intelligence is bound
to have on military capabilities, cybersecurity, and intelligence processes within Lebanon’s
defense system (World Economic Forum, 2019). To achieve this objective, the research
employs a qualitative methodological approach designed to capture the multifaceted nature of
Al integration in a complex operational environment. The study synthesizes existing
scholarship through a comprehensive literature review to establish a robust background on
Lebanon’s technological infrastructure and defense posture. This foundational understanding
is complemented by primary data collection through interviews with military officials,
cybersecurity professionals, and Al specialists, whose firsthand perspectives reveal both the
practical opportunities and the systemic challenges of deploying Al in Lebanon’s defense

sector.
Historical Context of Lebanon’s Defense Strategy

The defense system of Lebanon has been shaped by a history dotted with civil rifts, foreign
incursions, and inter-regional conflicts. The impact of such influences still prevails and

continues to shape the current defense and cybersecurity environment for the Lebanese. It is
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important to explain the influence of artificial intelligence on the defense and security
environment for the Lebanese by exploring the history underpinning the defense system of

this particular state.

The Lebanese Civil War (1975-1990): Sectarian Fragmentation and the Erosion of State

Monopoly on Violence

The Lebanese Civil War (1975-1990) represents a critical turning point in contemporary
Lebanese history, marked by deep-seated internal conflict fueled by sectarian differences and
sustained international interference. Groups including Lebanese Christians and Muslims, as
well as Palestinians, vied for state power, while Syria, Israel, and Iran were among the
international actors who made a significant impact on the trajectory of the conflict (Khalaf,
2002; Traboulsi, 2007; U.S. Department of Defense, 2025). The war fundamentally fractured
Lebanon’s institutional framework, dispersing armed authority across militias and non-state
actors and establishing a pattern of fragmented sovereignty that persists in the country’s
defense architecture today. This historical legacy of divided loyalties and weakened state
institutions continues to complicate efforts to build a unified, technologically advanced

national defense system capable of integrating Al-driven capabilities.

The Israel-Lebanon Conflict: Persistent Asymmetric Warfare and the Struggle for

Sovereign Defense

The close geographical proximity between Israel and Lebanon has contributed to several
clashes between the two nations; however, the most consequential modern conflict was the
2006 Lebanon War between Israel and Hezbollah. During this conflict, significant harm was
inflicted on Lebanese military infrastructure and civilian assets alike, with over 1,100
Lebanese civilians and combatants killed and approximately one million people displaced
(Britannica, 2024; Matthews, 2011). Despite the passage of nearly two decades, the threat
posed by both Hezbollah’s military posture and Israel’s periodic military operations continues
to undermine Lebanese sovereignty, while the chronic lack of development and
modernization within the Lebanese Armed Forces leaves the state perpetually vulnerable

(Harris, 2014; Norton, 2014).

This ongoing asymmetry wherein non-state actors possess more advanced military
capabilities than the national army creates a uniquely challenging environment for Al

integration, as defense modernization must navigate internal political sensitivities while
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addressing external security gaps. The 2024 conflict between Israel and Hezbollah introduced
a new dimension to this asymmetric relationship: the deployment of advanced Al-driven
targeting systems by Israel. Israeli forces utilized an Al tool named “Habsora” (The Gospel)
to maintain a comprehensive “target bank” cataloguing Hezbollah operatives, their locations,
and routines, enabling rapid and precise strikes that decapitated much of Hezbollah’s

leadership (Jerusalem Post, 2026; Arab Center Washington DC, 2025).

Regional Instability and the Syrian Civil War: Spillover Effects on Lebanese Security
and Cyber Vulnerability

For Lebanon, the Syrian Civil War has intensified the complex threat environment within
which its defense institutions must operate. The Syrian conflict has posed multidimensional
threats to the Lebanese state, including a massive refugee crisis, cross-border militant activity,
and the risk of direct military escalation. In this context, the Lebanese Army operates under
conditions whereby non-state groups and jihadist militias represent as significant a threat as
state-based adversaries (Salem, 2017; European Parliament, 2017). The conflict has further
eroded the state’s capacity to maintain territorial control and has strained an already burdened

security apparatus.

The Syrian civil war has equally impacted the cyber capacity and vulnerability of the
Lebanese state. As the Syrian government is known to be engaged in cyber activities and
information operations within the broader Middle East context, Lebanon is exposed to
heightened risks of state-sponsored cyberattacks relative to other states in the region (CSS
ETH Zurich, 2017). In this regard, the adoption of artificial intelligence by the Lebanese state
can be viewed as a necessary preemptive measure to secure the Lebanese cyber environment
and detect sophisticated intrusion attempts before they compromise critical national

infrastructure.

Lebanon’s Security Landscape: Non-State Actors, Asymmetric Warfare, and Cyber

Vulnerabilities

The Lebanese state is threatened by multiple non-state actors, including Palestinian factions,
jihadist groups such as ISIS and Al-Qaeda, which operates as both a political party and an
armed militia with capabilities exceeding those of the national army (Norton, 2014; U.S.
Department of State, 2021). This fragmentation of armed authority has compelled the

Lebanese Armed Forces (LAF) to adopt unconventional combat tactics, including guerrilla

Cyberpolitik Journal Vol. 11, No. 21, www.cyberpolitikjournal.org

43

/,
N\

<< Summer 2026

<



and cyber warfare, while navigating a political environment where external patrons
principally Iran for Hezbollah, and the United States and France for the LAF compete for
influence (Harris, 2014; Salem, 2017).

Adding to these conventional security challenges is Lebanon’s increased vulnerability to
cyber threats. The state is susceptible to various cyber threats such as state-sponsored
espionage activities and cyber terrorism, correlating with the growing reliance on cyberspace
for state and military activities (CSS ETH Zurich, 2017; Singer & Brooking, 2018). Israeli
and Syrian cyber activities have targeted Lebanese communication networks and military
infrastructure during periods of high tension, while cyber-criminal gangs have increasingly
targeted Lebanese banks and governmental entities (CSS ETH Zurich, 2017; CSS ETH
Zurich, 2020). These vulnerabilities highlight the need for a proactive and comprehensive
approach to cybersecurity that leverages artificial intelligence to bolster preparedness and

response capabilities.
The Lebanese Armed Forces and Cybersecurity Infrastructure

The Lebanese Armed Forces (LAF) have faced persistent difficulties regarding resources and
weaponry, yet have made significant advancements in force structure and operational
capabilities, particularly in response to the Syrian Civil War and the 2006 Israel-Hezbollah
War (Harris, 2014; Salem, 2017). France and the United States have been at the forefront of
assisting Lebanese military strength, with the U.S. continuing to provide advanced military
platforms, equipment, and training (U.S. Department of State, 2021; Lebanese Armed Forces,
2025). However, the LAF’s ability to secure the state independently remains contested due to
the significant role that non-state actors play, which maintains de facto military autonomy

(Norton, 2014; The Public Source, 2026).

In the cyber domain, Lebanon has taken incremental steps toward institutionalizing
cybersecurity governance. The establishment of the National Cyber Security Center in 2017
was followed by the adoption of a comprehensive National Cyber Security Strategy in
November 2024, which proposes eight strategic pillars: defending against cyber threats;
developing international cooperation; enhancing state ICT capacities; promoting
cybersecurity education; strengthening industrial and technical capabilities; supporting
Lebanese cybersecurity companies; fostering public-private collaboration; and reinforcing law
enforcement and intelligence agency roles (National Cybersecurity Committee, 2024). The

strategy mandates the creation of the National Cyber Security and Information System
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Agency (NCSIA) as a centralized coordinating body. However, the Lebanese cyber defense
system still faces significant challenges, including a lack of expert personnel, outdated
infrastructure, and inadequate funding, creating a gap between strategic ambition and

operational reality (UNESCWA, 2020; Factosecure, 2025).
Al Applications in Lebanon’s Defense and Security Sector
Military Operations

The application of artificial intelligence within a military context offers several potential
benefits for the Lebanese government. Al can be implemented in intelligence collection,
autonomous surveillance, predictive analysis, and military decision support. Al-powered
drones and robotic platforms may be employed by the Lebanese Armed Forces for
surveillance and precision targeting, limiting collateral damage and enhancing operational
efficiency (Horowitz, 2018; Boulanin & Verbruggen, 2017). Machine learning and image
recognition can process vast quantities of satellite imagery and signals intelligence for real-
time anomaly detection, providing vital information on activities and potential threats from

non-state actors such as Palestinian groups and jihadists (Geist, 2016; Horowitz, 2018).

The 2024 Israel-Hezbollah conflict demonstrated the transformative potential of Al-
augmented surveillance. Israel deployed high-altitude drones that orbited the border
continuously, monitoring cell signals, tracking vehicles, and transmitting data to intelligence
systems in real time, creating what analysts described as a “testing ground for remote
territorial control” (Peoples World, 2025). For Lebanon, developing comparable capabilities
scaled to its resources could provide early warning of cross-border threats without requiring

massive troop deployments.
Cyber Defense

In the field of cybersecurity, artificial intelligence is poised to be a game-changer for the
Lebanese state. Al-powered intrusion detection solutions can identify unusual behavior on
government and military networks, while machine-learning algorithms can examine network
traffic to detect malicious attacks such as Denial-of-Service (DoS) and phishing before they
cause pervasive network disruptions (Palo Alto Networks, n.d.; Syracuse University, 2025).
Natural language processing (NLP) technologies can monitor social media platforms and
online forums to detect threat indicators, allowing anticipatory measures against cyber threats

that may also cause physical harm (Singer & Brooking, 2018).
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The application of Al-based cybersecurity solutions can help defend Lebanon’s government,
financial infrastructure, and military networks from advanced cyberattacks. In light of the
region’s tendency to fall victim to proxy cyberwars, especially those involving state-
sponsored cyberattacks, the ability to identify and eliminate cyber threats in real time is

critical for Lebanese national security (CSS ETH Zurich, 2020).
Intelligence Processes

Al-driven predictive analytics can transform Lebanon’s approach to threat assessment by
analyzing patterns from multiple data sources including satellite imagery, communications
intercepts, social media monitoring, and historical conflict data to anticipate potential security
incidents before they materialize (Singer & Brooking, 2018). Social network analysis using
machine learning algorithms can identify the structure and key nodes of terrorist and criminal
organizations operating within Lebanon, supporting targeted counterterrorism operations

while minimizing collateral impact on civilian populations.
Ethical and Legal Considerations

Despite the apparent benefits of artificial intelligence in military and cyber defense scenarios,
there is a vital need for the Lebanese state to examine the ethical and legal repercussions of
deploying such technologies. The reliance on autonomous machines for strategic defense
decision-making raises concerns regarding accountability and human control (Heyns, 2016;
Sharkey, 2018). Al systems can perpetuate and amplify existing biases present in training
data, potentially leading to discriminatory outcomes in security operations (Etzioni & Etzioni,
2017). Ensuring accountability for decisions made or informed by Al systems presents
significant challenges, particularly when algorithmic reasoning is opaque even to system

operators.

A clear ethical framework for the use of Al in military and cyber operations should be created
and implemented by the Lebanese state, including transparency within decision-making
processes and ensuring that human review is maintained as a core element within Al
deployment (Floridi et al., 2018). Lebanon should bring its Al policy into alignment with
international norms and principles on humanitarian law, ensuring that Al-based technologies
are used responsibly, do not impact the rights of civilians, and do not increase the potential for
conflict (ICRC, 2020). Active participation in international forums on AI regulation for

military use, such as the UN Convention on Certain Conventional Weapons (CCW) Group of
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Experts on Lethal Autonomous Weapons Systems, would further strengthen Lebanon’s

ethical posture (Heyns, 2016).
Recommendations for Lebanon’s Future Defense Strategy

For greater benefit and risk reduction with the application of artificial intelligence, this
research proposes the following recommendations tailored specifically to the Lebanese

context:
1. Develop a Dedicated National Al Defense Strategy

While the National Cyber Security Strategy (2024) provides a foundation, Lebanon needs a
dedicated strategy for Al integration in defense that coordinates efforts across military,
intelligence, and civilian cybersecurity domains. This strategy should explicitly address how
to enhance state capabilities without triggering destabilizing responses from non-state actors
and should prioritize non-lethal applications (surveillance, cyber defense, predictive analytics)

in the initial phase to build institutional confidence and capability.
2. Leverage Educational Assets for Human Capital Development

Rather than relying on expensive foreign consultants, Lebanon should mobilize its existing
academic infrastructure AUB, LAU, CNRS-L, and the BDD ecosystem to train LAF
personnel in Al fundamentals, data science, and cybersecurity. The Google Al grant to AUB
demonstrates that such partnerships are feasible. A “train-the-trainer” model, where Lebanese
academics train military officers who then train their subordinates, would maximize impact

while minimizing cost and external dependency.
3. Direct International Assistance Toward AI-Enabled Priorities

The $117 million in expanded U.S. security assistance announced in January 2025, and the
approximately $496 million in total FY2024 aid, should be strategically directed to include
Al-enabled capabilities. Specifically, donor funds should support: (a) Al-driven border
surveillance pilots along the Syrian frontier; (b) machine-learning-based cyber threat
detection systems for critical infrastructure; and (c) predictive analytics tools for
counterterrorism operations. Donors should condition assistance on transparent governance

frameworks to prevent misuse for domestic repression.
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4. Establish Ethical and Legal Safeguards Before Deployment

Lebanon must enact comprehensive data protection legislation and establish ethical guidelines
for Al use in security applications before deploying systems operationally. These frameworks
should mandate meaningful human control over lethal decisions, require algorithmic auditing
for bias, and create independent oversight mechanisms. Lebanon should actively participate in
the UN CCW Group of Experts on Lethal Autonomous Weapons Systems to align its policies

with emerging international norms.
5. Build Domestic Cybersecurity Industry Through Public-Private Partnerships

The National Cyber Security Strategy’s call for supporting domestic cybersecurity companies
should be operationalized through government contracts, tax incentives, and research grants.
Lebanese firms such as CME Cybersecurity, LIRIS, and others already possess baseline
capabilities that could be scaled with modest investment. A domestic industry reduces
dependency on foreign suppliers mitigating supply chain risks demonstrated by the 2024

pager attacks while retaining technical talent that would otherwise emigrate.
6. Address Infrastructure Barriers as a Security Priority

Electricity and internet connectivity are not merely economic development issues but
fundamental enablers of AI defense capabilities. Lebanon should treat infrastructure
rehabilitation as a national security priority, exploring innovative solutions such as solar-
powered computing centers for military installations and satellite internet connectivity for
rural border posts. International assistance programs should explicitly include infrastructure
components, recognizing that advanced Al systems are useless without reliable power and

data transmission.
Conclusion

The defense system of Lebanon is beset by a peculiar set of circumstances, ranging from the
dynamic interplay between state and non-state entities to the escalating threat of cyberattacks
and Al-enabled asymmetric warfare (Harris, 2014; Norton, 2014). The 2024 Israel-Hezbollah
conflict demonstrated that Al is no longer a future prospect but an operational reality
reshaping the regional security landscape. For Lebanon, artificial intelligence represents both

an urgent necessity and a formidable challenge.
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The question is not whether Lebanon can afford to integrate Al into its defense architecture,
but whether it can afford not to, particularly when its adversaries are already weaponizing Al
capabilities that may soon render conventional defenses obsolete. Lebanon possesses
underappreciated assets for this transformation: a robust higher education sector with
dedicated Al programs, a nascent private cybersecurity industry, and a newly adopted
National Cyber Security Strategy that provides institutional foundation. However, realizing
these benefits requires navigating severe economic constraints, infrastructural deficiencies,
political fragmentation, and the unique complications posed by Hezbollah’s parallel military

capacity.

The path forward requires neither technological determinism nor institutional fatalism, but a
pragmatic, phased approach that leverages Lebanon’s existing assets, addresses its structural
constraints, and maintains the ethical and legal standards befitting a state committed to
international humanitarian law and human rights. With the proper policies and investments,
the Lebanese state has the potential to increase national security and defense power within the

context of a complex threat environment.
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GIDA REJIMI VE DIJITALLESME: TEKNOLOJIK ORGUTLENMEYE YAPISAL BIR
YAKLASIM
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Ozet

Bu makale, dijitallesme ile gida rejimleri arasindaki iligkiyi tarihsel ve iliskisel bir ¢ercevede
yeniden degerlendirmektedir. Gida rejimi yaklasimi, tarimsal {iretim ve gida dolagimini belirli
sermaye birikimi bigimleri, devletler sistemi, uluslararasi is boliimii ve sinifsal gii¢ iliskileri
ile baglantili olarak inceler. Ote yandan dijital teknolojilerin tarim-gida sisteminde
yayginlagmasi, iiretimden dolasima, finansmandan perakendeye kadar gida zincirinin farkli
asamalarint yeniden diizenlemektedir. Bununla birlikte, dijital tarim literatiirii ¢ogunlukla
teknik yeniliklerin kullanim alanlarmi siralayan betimleyici bir yaklasimla teknolojilerin
toplumsal etkilerine odaklanirken, gida rejimi yaklasiminda teknolojik orgilitlenmenin yapisal
konumu yeterince agikliga kavusturulmamistir. Bu ¢alisma, s6z konusu iki literatiir arasinda
Althusserci yapisal nedensellik anlayisindan hareketle sistematik bir kuramsal baglanti
kurmay1 amaglamaktadir. Gida rejimi, gesitli ve Ozerk diizeylerin tarihsel olarak 06zgiil
eklemlenmesinde var olan celigkili bir temel birlik olarak ele alinmaktadir. Teknolojik
orgiitlenme ekonomik diizey iginde iiretim, dolasim, vb. gibi gorece 0Ozgiil eklemlenen
bolgelerden biri olarak tanimlanmistir. Bu ¢ercevede dijitallesme, sirketlesmis gida rejimine
disaridan eklenen 6zerk bir teknoloji olarak degil, teknolojik orgiitlenme bolgesinin veri,
platform ve algoritmik sistemler temelinde farklilasan tarihsel bir alt bdlgesi olarak
kavramsallastirilacaktir. Dijitallesme verilestirme, platformlagsma ve algoritmik yOnetigim
olmak tizere birbiriyle baglantili ii¢ siire¢/unsur iizerinden yapilandirilmistir. Calismanin
temel savi, dijitallesme, sirketlesmis gida rejimine disaridan eklenen 6zerk bir teknoloji degil;
ekonomik diizey igerisindeki teknolojik Orgiitlenme bdlgesinin veri, platform ve algoritmik
sistemler temelinde farklilasan, rejim tarafindan belirlenirken ekonomik iligkilerin maddi

isleyisini kosullandiran tarihsel alt bolgesidir. Burada simetrik bir karsilikli belirlenim degil;
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yapi, diizey ve bolge baglantisi iizerinden her yapilagmanin terimlerinde igkin olarak var

oldugu metonimik bir iliski s6z konusudur.

Anahtar Kkelimeler: Gida sosyolojisi, Teknoloji sosyolojisi, Gida rejimi, Dijital tarim,
Sirketlesmis gida rejimi, Teknolojik orgiitlenme, Verilestirme, Platformlagsma, Algoritmik

yonetisim, Yapisal nedensellik
Abstract

This article re-evaluates the relationship between digitalization and food regimes within a
historical and relational framework. The food regime approach examines agricultural
production and food circulation in relation to particular forms of capital accumulation, the
interstate system, the international division of labour, and class power relations. Meanwhile,
the proliferation of digital technologies throughout the agri-food system is reorganizing
different stages of the food chain, from production and circulation to finance and retail.
Nevertheless, while the literature on digital agriculture generally adopts a descriptive
approach that catalogues the fields of application of technological innovations and focuses on
their social consequences, the structural position of technological organization within the food

regime approach has not been sufficiently clarified.

Drawing on the Althusserian conception of structural causality, this study aims to establish a
systematic theoretical connection between these two bodies of literature. The food regime is
conceptualized as a contradictory fundamental unity that exists through the historically
specific articulation of multiple, relatively autonomous levels. Technological organization is
defined as one of the relatively specific and articulated regions within the economic level,
alongside production, circulation, and other such regions. Within this framework,
digitalization is conceptualized not as an autonomous technology externally added to the
corporate food regime, but as a historically differentiated subregion of the region of

technological organization, structured around data, platforms, and algorithmic systems.

Digitalization is analysed through three interconnected processes or elements: datafication,
platformization, and algorithmic governance. The central argument of the study is that
digitalization is not an autonomous technology externally added to the corporate food regime;
rather, it constitutes a historical subregion of technological organization within the economic
level, differentiated on the basis of data, platforms, and algorithmic systems. While it is

determined by the regime, it simultaneously conditions the material operation of economic
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relations. What is at stake here is not a symmetrical form of mutual determination, but a
metonymic relation established through the connection between structure, level, and region, in

which the structure exists immanently within its constituent terms.

Keywords: Sociology of food, Sociology of technology, Food regime, Digital agriculture,
Corporate food regime, Technological organization, Datafication, Platformization,

Algorithmic governance, Structural causality
Giris

1980'1i yillarin sonlarindan itibaren Harriet Friedmann ve Philip McMichael tarafindan
gelistirilen gida rejimi kavramsallastirmasi, sermayenin tarimsal iligkileri sekillendirmesine
ve ayni1 zamanda emegin tarimsal liretim siireclerine getirdigi agiklamalarla tarimi ve tarim
baglaminda gida sorunlarini ele almak icin verimli bir analitik g¢erceve sunar. Kurucu
makalelerinde Friedmann ve McMichael (1989, ss. 93—-117), tarimi1 yalnizca kirsal iiretimin
konusu olarak degil, kapitalizmin tarihsel gelisiminin kurucu bilesenlerinden biri olarak ele
alir. Tarim ve gida sistemlerini yalnizca iiretim teknikleri veya tarim politikalari lizerinden
degil, kapitalist diinya ekonomisinin tarihsel orgiitlenmesi i¢inde analiz eden bu kuramsal
cergevenin temel varsayimi, belirli tarihsel donemlerde tarimsal iiretim, ticaret, tiiketim,
devlet politikalar1 ve uluslararas1 gii¢ iligkileri arasinda gorece istikrarli bir biitiinliik
olustugudur; bu biitiinliigiin ise kapitalist sermaye birikiminin 6zgiil bi¢imlerini miimkiin
kildigidir. Makalede detaylandirilan gida rejimleri yaklasimina gére benimsenen kapitalist
birikim bi¢imine baglh olarak farkli donemlerde farkli gida rejimlerinin tesisi suretiyle tarim
ve gida liretiminin kiiresel dlgekte sekillendigini savunulmaktadir. (Friedmann & McMichael,

1989).

Son yillarda tarim-gida sisteminde yagsanan doniisiim ise bu yaklasim acisindan yeni kuramsal
sorular ortaya ¢ikarmustir. Zira teknolojik gelismelerin (ve bu dolayimda dijitallesmenin)
yarattig1 bu doniisiimiin etkileri; tarimsal {iretim, dolasim ve yonetisim iizerinde giderek daha
goriiniir hale gelmektedir. Dijital teknolojilerin tarim ve gida alaninda giderek yayginlagsmasi,
iretim siireglerinden iiriinlerin islenmesine, finansmandan lojistige, perakendeden tiiketici
davraniglarinin izlenmesine kadar gida zincirinin farkli asamalarin1 yeniden diizenlemektedir.
Bu doniisiim yalnizca yeni teknik araclarin kullanima girmesiyle sinirli degildir; bilgi
iiretiminin, ekonomik koordinasyonun, karar alma siireclerinin ve aktorler arasindaki gii¢
iligkilerinin yeni teknolojik Orgiitlenmeler araciligiyla yeniden yapilandirilmasimi da

icermektedir. Dijitallesmenin ekonomi-politik iliskiler icerisindeki konumunun agikliga
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kavusturulabilmesi i¢in, dijital tarim literatiirii ile gida rejimi yaklagimi arasinda sistematik bir

kuramsal baglam kurulmas1 gerekmektedir.

Bu baglama doniik baglantilar gida ve tarima dair sosyolojik literatiiriin i¢inde yok degildir.
Ormegin gida rejimi literatiirii iginde Prause, Hackfort ve Lindgren (2021), gida rejimi
yaklagimini dogrudan teorik cerceve olarak alir ve dijitallesmeyi yalnizea giftlik diizeyinde
kullanilan yeni bir iiretim teknigi olarak degil, {i¢iincii gida rejiminin biitlin meta zincirini
yeniden Orgiitleyen bir doniisiim olarak degerlendirir. Yeni dijital teknolojilerin {igiincii gida
rejimi igindeki rollinlin heniiz yeterince incelenmedigini savunduklar1 makalelerinde Prause
ve digerleri gida rejimi literatiiriiniin bilgi ve iletisim teknolojilerinin 6nemini genel olarak

kabul ettigini ifade eder.

Ote yandan dijital tarim literatiirii cercevesinde iiretilen ¢alismalar da séz konusu baglam
cercevesinde belli katkilar iiretmistir. Dijital teknolojilerin tarimsal iiretimin sinirlarini agarak
biitiin gida tedarik zincirinin 6rgiitlenmesine miidahale ettigini gosteren Wolfert, Verdouw ve
Bogaardt (2017) bu dolayimda teknoloji ile gii¢ iliskileri arasindaki baglantiy1 ortaya serer.
Analizlerinden c¢ikan sonuca gore biiylik veri uygulamalari, yalnizca verimlilik ve karar
destegi saglayan teknik araglar degildir. Bunun &tesinde bu uygulamalar, veri miilkiyetinin, is
modellerinin, karar haklarinin ve zincirdeki aktorler arasindaki gilic dagiliminin
bicimlenmesinde 6nemli bir rol oynamaktadir. Tarimin dijitallesmesi teknik bilimlerde genis
bicimde incelenmesine ragmen bu konudaki sosyal bilim caligmalarinin daginik kaldigim
belirten Klerkx, Jakku ve Labarthe (2019), dijital tarim, akilli tarim ve Tarim 4.0 hakkindaki
sosyal bilim literatiiriinii  smiflandirmaktadir. Yazarlar, “dijital gida rejimleri”
kavramsallastirmasini kullanmakta ve dijitallesmenin ortaya ¢ikardig: gii¢ iligkilerinin politik
ekonomi, politik ekoloji, toplumsal hareketler ve pratik kurami gibi yaklagimlarla
incelenebilecegini ileri siirmektedir. Makale bu baglamda Burch ve Lawrence’in (2009)
ticlincii gida rejimi tartismasina ve McMichael’in kurumsal gida rejimi ¢alismasina dogrudan
gondermede bulunur (2019, s.10). Elestirel veri ¢alismalartyla gida ¢alismalarini bir araya
getiren bir arastirma giindemi sunduklar1 makalelerinde Bronson ve Knezevic ise, tarim ve
gida alanindaki biiylik veri uygulamalarinin gida sistemindeki gii¢ iligkileri, veri miilkiyeti,
ciftci 6zerkligi ve egemen tarim modeli iizerindeki maddi sonuglarina dikkat ¢ekerler. Biiyiik
verinin tarim ve gida alanindaki etkilerinin, yalnizca teknolojinin kapasitesine degil, verinin
iretildigi ve kullanildig: toplumsal, ekonomik ve kurumsal baglama bagli oldugu sonucundan
hareketle elestirel veri ¢aligmalart ile gida sistemi ve tarim sosyolojisi arasinda bir diyalog

kurulmasini 6nermektedirler.
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Goriildugi tizere, dijital tarimin kendi literatiirii icinde bu olguyu yalnizca yeni teknolojilerin
kullanildig: bir iiretim modeli olmaktan ¢ikaran ve tarim-gida sistemindeki bilgi, miilkiyet ve
iktidar iliskilerini doniistiiren sosyo-teknik bir siire¢ olarak degerlendirilmeye baglayan bir
damar belirmeye baslamistir. Ancak gene de dijitallesmeyi; sermaye birikimi, kiiresel meta
zincirleri ve tarihsel kapitalizm baglaminda ele alan analizlerin oldukca sinirlt kaldigini kabul

etmemiz gerekir.

Bu noktada belirtmek gerekir ki, teknik bilimlerin, teknoloji politikalarmin, yenilik
sistemlerinin veya isletme yonetimi perspektifinden inceledigi dijitallesme olgusunun sosyal
bilimlere maledilmesi baglaminda gida rejimi yaklagimi dnemli kuramsal olanaklara sahiptir.
Bu pencere bize dijitallesme ile gida sistemi arasindaki iliskiyi kavrama dolayiminda teknik
yeniliklerin kullanim alanlarini siralayan betimleyici yaklasimlardan ¢ok daha fazlasini1 vaad
etmektedir. Ancak bu kuramsal olanagin calisabilmesi i¢in ¢ogu zaman rejimlerin temel
ozelliklerini tamamlayan bir unsur olarak goriilen teknolojilerin bu tarihsel iliskiler agi
icerisinde nasil 6zgiil bicimler kazandig1 ve kurumsallastiktan sonra ayni iligkiler aginin
yeniden iiretiminde nasil bir rol oynadigi konusunda acik bir kuramsal gerceveye ihtiyag

vardir. Peki bu sosyo-teknik alagim nasil iiretilmelidir?
Kuramsal Cerceve

Dogal olarak “gida rejimi” yaklasimi; literatiirde son yillarda kavramsallastirilan “dijital
tarim" (digital agriculture), "akilli tarim" (smart farming) veya "Tarim 4.0" (Agriculture 4.0)
gibi kavramlarda ifade bulan bu yeni terimler dagarcigini icermemektedir. Ote yandan “dijital
tarim” literatiiriinde de kapitalizmin tarihsel kurulusuna doniik bir kaygi oncelik tagimaz.
Zaten sorun bu iki literatiirii yan yana getirmek degildir. Asil sorun dijitallesme ile gida rejimi
arasindaki iligskinin hangi nedensellik anlayis1 icerisinde kurulacagina karar vermektir. Dijital
teknolojileri gida sistemindeki doniisiimlerin 6zerk ve birincil nedeni olarak ele almak
teknolojik determinizme; onlart yalnizca ekonomik ¢ikarlarin etkisiz araglar1 olarak
degerlendirmek ise teknolojik Orgilitlenmenin 6zgiil maddi etkililigini gozden kagiran
ekonomik indirgemecilige yol agmaktadir. Bu ¢alisma, teknolojik ya da ekonomik 6zciiliige
sapmadan, dijitallesme ile gida rejimi arasindaki iliskiyi Althusserci yapisal nedensellik

anlayis1 temelinde ele almaktadir (Althusser & Balibar, 1970, s. 186—189).

Althusser’in yapisal nedensellik anlayisini 6ne siirmesi Marksist epistemolojiyi “ge¢isli
nedensellik” ve “ifadeci nedensellik” anlayisindan arindirmak istemeyle iligkilidir. Neden ile

sonucu birbirinden bagimsizlastiran gegisli nedensellikte neden, kendisinin disinda bulunan
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sonug iizerinde dogrusal bigimde etkide bulunur. Ote yandan toplumsal biitiiniin farkl
ogelerini tek bir i¢sel 6ziin ifadelerine indirgeyen ifadeci nedensellikte ise biitliniin her pargasi
ayni basit 0zlin fenomenal disavurumu olarak kavranir. Yapisal nedensellikte ise yapi ne
ogelerinin diginda bulunan bagimsiz bir neden ne de onlarin arkasinda yer alan igsel bir 6zdiir.
Yapi, 6gelerin karsilikli etkililiklerinin 6zgiil orgiitlenmesidir ve kendi etkilerinde var olur.
Bu nedenle yapiy1 teskil eden diizeyler ne birbirlerinden bagimsiz nedenlerdir ne de ayni 6ziin
esdeger ifadeleridir; goreli Ozerkliklerini koruyarak basatlik altinda yapilanmis karmasik

biitiin igerisinde farkli ve esitsiz etkililikler gdsterirler (Resch, 1992, ss. 46-57).

Althusser, “Contradiction and Overdetermination” makalesinin farkli ve esitsiz etkililiklerin
tarihsel siirecin genel yapisini nasil belirledigine dair tartigma yiiriittiigi bolimiinde (1969,
99-101) ekonomik determinizme ve Hegelci basat ¢eliski modeline karsi ¢ikar. Ayni zamanda
bu tartigma esnasinda toplumsal yapinin ¢eliski lizerinden isleyisini agarken bir ¢ogulculuk da
olmayan toplumsal biitiinliigli yapisal bir metonimi ¢ercevesinde tanimlar. Bu cergeve,
toplumu tarihsel olarak hareket ettiren temel birlik ve terimi olan somut belirlenimleri
arasinda bir kosutluk ongdriir. Bu 6ngorii, ortodoks Marksist “genel ¢eligki” kavramindaki
ikiligin yeniden tanimlanmasi ile miimkiin olmustur. Bu tanimlama ile {iretim gii¢lerinin
iiretim iliskilerini belirledigine dair geleneksel kabul siirdiiriiliir. Ancak iiretim iliskilerinin de
iiretim giiglerinin varolus kosullarini teskil ettigi 6ne siiriiliir. Boylece ¢eliskinin terimi olan
iiretim iligkileri, iiretim giiglerinin ¢eligski yapisinin kargisina metonimik bir iligkilenme ile
konmus olur. Bu sayede Althusser diisiincesinde ¢eliski, “i¢inde bulundugu toplumsal bedenin
toplam yapisindan, kendi bi¢imsel varolus kosullarindan ve hatta yonettigi kertelerden
ayrilamaz; onlar tarafindan koklii bicimde etkilenir. Ayn1 hareket i¢inde hem belirleyen hem
de belirlenen olarak, canlandirdigi toplumsal formasyonun cesitli diizeyleri ve kerteleri
tarafindan belirlenir” (1969, 101). Althusser’in “iistbelirlenim” kuraminin da temeli olan bu
mantiga gore geligkili birlik (genel ¢eliski) somutluklari belirlerken somut belirlenimler, yani

diizeyler, kerteler!, yapiy1 var eden kosullar1 olusturur.?

! Elbette bunlar daha somut diisiiniildiigiinde her diizeyin kendi isleyisi icinde 6zgiil kurumlar, sinuf iligkileri,
devlet aygitlari, formlar vb. olarak cesitlenecektir. ideolojik diizey ornegi icin bkz.: Althusser, L. (1971).
Ideology and ideological state apparatuses: Notes towards an investigation. iginde Lenin and philosophy and
other essays (B. Brewster, Trans., pp. 127-186). New Left Books.

2 Belirlenim—kosullandirma ayrimi da dogrudan ampirik olarak dlgiilen iki ayr1 nedensel mekanizma degil, yapt
ile terimleri arasindaki iligkiyi agiklamak i¢in kullanilan kuramsal bir ayrimdir. Bu ¢aligsma 6zelinde; belirlenim,
gida rejiminin teknolojik orgilitlenmeye disaridan miidahale etmesini degil, teknolojik bdlgenin kurulus
kosullarinin rejimsel biitlinlik igerisinde bigimlenmesini ifade etmektedir. Kosullandirma ise kurumsallasmis
teknolojik aygitlarin iiretim, dolasim, finansman ve denetim iligkilerinin gergeklesme bicimlerini diizenleyen
0zgiil maddi etkililigini ifade etmektedir. Rejimin kendisi de zaten bu ve benzeri maddi etkinliklerde var
olabilmektedir.
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Bu dogrultuda gida rejimi, geliskili bir temel birlik olarak kavramsallastirilmaktadir. Bu
birlik, kendisini olusturan terimlerin yani ekonomik, jeopolitik vb. diizeylerin/orgiitlenmis
iligki tiirlerinin/iligki Obeklerinin iizerinde veya disinda bulunan ayri bir biitiin degildir;
onlarin 6zgiil eklemlenmesinde var olmaktadir. Bununla birlikte yapi, kurucu terimlerinden
herhangi birine indirgenemez. Her diizeyin yap1 igerisindeki konumu, sinirlar1 ve etkililik
bicimi, gida rejiminin tarihsel biitiinligii igerisinde belirlenmektedir. Dolayisiyla yapr ile
terimleri arasindaki iligki, birbirinden bagimsiz degiskenlerin digsal etkilesimi bigiminde
degil, ickin bir belirlenim iligkisi olarak anlagilmalidir (Althusser, 1969, ss. 133-136;
Althusser & Balibar, 1970, s. 187-189).}

Bu c¢aligmada ekonomi, gida rejiminin kurucu diizeylerinden biri olarak ele alinmaktadir.
Teknolojik orgiitlenme ise ekonomik diizeyle 6zdes olmayan, fakat bu diizey igerisinde yer
alan 6zgiil bir bolge olarak tanimlanmaktadir. Nasil ki ekonomik diizey i¢inde iiretim, dolagim
vb. bolgeler ve iligkiler varsa teknolojik Orgilitlenme de, araclar, teknik bilgiler, maddi
aygitlar, standartlar ve koordinasyon bi¢imleri araciligiyla ekonomik diizeyin bir bdlgesini
teskil eder. Teknolojik drgiitlenmenin ekonomik diizey igerisinde konumlandirilmasinin temel
gerekeesi, teknolojik orgiitlenmenin 6zgiil nesnesinin, ekonomik faaliyetlerin yliriitiilmesini
miimkiin kilan teknik kapasitenin toplumsal olarak iiretilmesi, Orgiitlenmesi ve yeniden
iretilmesi olmasidir. Teknik bilgi ve becerilerin gelistirilmesi, ara¢ ve makinelerin
tasarlanmasi, altyapilarin kurulmasi, teknik standartlarin  belirlenmesi, yazilim ve
donanimlarin uyumlastirilmasi, teknik sistemlerin uygulanmasi, bakimi ve yenilenmesi bu
bélgenin 6zgiil iliski ve pratiklerini olusturmaktadir. igerdigi arastirma-gelistirme faaliyetleri,
sirket laboratuvarlari, teknik egitim kurumlari, patentler, standart kuruluslari, makineler,
yazilimlar, veri altyapilari, bakim sistemleri ve kullanim pratikleri ile teknolojik orgiitlenme;
kendine 6zgii nesnesi, aygitlari, pratikleri, ¢eligkileri ve zamansallig1 bulunan gorece 6zgiil bir
ekonomik bolge teskil etmektedir. Teknolojik Orgiitlenme, ekonomik diizeyin iiretim ve
dolasim gibi diger bolgelerini; emek siirecini diizenlenmesi ve iiretimin araglarini, dlgegini,
islenmesini, muhafazasini belirlenmesi vb. hususlarda belirledigi icin diger bolgelerle
0zdeslestirmez. Teknolojik orgiitlenme ait oldugu ekonomik diizeyin diger diizeylerce
iistbelirlenmesi dolayiminda devlet politikalari, hukuki diizenlemeler, fikri miilkiyet rejimleri,
bilimsel kurumlar ve ideolojik yonelimler gibi unsurlarca da sekillenir. Ancak bu sekillenme

teknolojiyi ekonomik diizeyin disina tasimaz. Zira teknolojik pratiklerin 6zgiil nesnesi ve

3 Ayrica bkz. [Yiiksel], S.B. (2026). Althusser’i okumak: Yapisalct Marksizmin Ontolojisi Hakkinda Bir Deneme
[Yayimlanmamis doktora tezi]. Ankara Universitesi Sosyal Bilimler Enstitiisii.
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baslica etkililigi, ekonomik siireglerin maddi ve bilgisel kosullarinin orgiitlenmesidir.
Dijitallesme ise teknoloji ile 0Ozdes degildir. Teknolojik Orgiitlenme mekaniklesme,
kimyasallagsma, biyoteknoloji, ulagtirma, sogutma, isleme ve bilgi altyapilar1 gibi farkli alt
bolgeleri veya tarihsel orgiitlenmeleri kapsayabilir. Dijitallesme ise bu genis teknolojik bolge
icerisinde verinin Uretilmesi ve islenmesi, baglantili altyapilar kurulmasi ve kararlarin
algoritmik sistemlerle yonlendirilmesi etrafinda farklilasan 06zgiil alt bolge olarak

tasarlanacaktir.

Bu kavramsal ayrim, gida rejimi ve dijitallesme arasindaki iliskiyi katmanli fakat mekanik
olmayan bir bi¢imde kurmayr miimkiin kilmaktadir. Gida rejimi, ekonomik diizeyin yap1
icerisindeki konumunu ve tarihsel bi¢cimini belirlemekte; ekonomik diizeyin bu yapilanisi,
kendi igerisindeki teknolojik Orgiitlenme bdlgesinin kurulus kosullarini yapilandirmaktadir.
Dijitallesmenin hangi sorunlara yoneltilecegi, hangi aktorler tarafindan gelistirilecegi, hangi
teknik standartlara dayanacagi ve hangi miilkiyet bigimleri igerisinde kurumsallasacagi da
teknolojik Orgilitlenmenin bu tarihsel yapilanisi icerisinde belirlenmektedir. Bu nedenle
dijitallesme, ekonomik ve toplumsal iligkilerden bagimsiz bir teknik gelisme siireci degildir;
teknolojik degisimlerin sirketlesmis gida rejiminin iligkileri icerisinde segilmesi, yeniden

islevlendirilmesi ve kurumsallagtirilmasiyla olusan 6zgiil bir alandir.

Bununla birlikte belirlenim iligkisi, teknolojik orgiitlenmeyi (ve dijitallesmeyi) basitce gida
rejiminin (ve bu rejiminin ekonomik diizeyinin) edilgen yansimasi kilmaz. Dijital araglar
belirli aygitlar, altyapilar ve pratikler halinde kurumsallastiklarinda {iretim, dolagim,
finansman, bilgi ve denetim iligkilerinin ger¢eklesme bi¢imini maddi olarak
kosullandirmaktadir. Verilerin hangi faaliyetlerden iiretilecegi, ekonomik aktdrlerin hangi
platformlar iizerinden iligki kuracagi ve liretim kararlarinin hangi algoritmik dlciitlere gore
yonlendirilecegi, ekonomik diizeyin giindelik isleyisini etkilemektedir. Ekonomik diizeyin
gida rejiminin kurucu bir terimi olmasi nedeniyle dijitallesmenin bu kosullandirici etkisi,
teknolojik orgilitlenme ve ekonomik diizey iizerinden rejimin yeniden iiretimine dolayimli
bicimde katilmaktadir. Burada simetrik bir karsilikli belirlenim degil; yapi, diizey ve bolge
baglantisi iizerinden her yapilasmanin terimlerinde igkin olarak var oldugu metonimik bir

iligki s6z konusudur.

Yapisalcr bir kuramsal gerceveden yola ¢ikarak teknoloji ile gida rejimi arasindaki iliskinin
niteligini agikliga kavusturarak s6z konusu kuramsal eksikligi gidermeyi amaglayan bu

makale iki temel soruya yanit aramaktadir. Birincisi, teknolojik orgiitlenme birinci, ikinci ve
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sirketlesmis gida rejimlerinde hangi tarihsel bicimleri almistir? Ikincisi, sirketlesmis gida
rejiminin miilkiyet, birikim, standartlasma ve sirket yogunlagmasma dayali yapist dijital
teknolojilerin gelisme yoniinii nasil belirlemektedir? Calisma, bu sorulari ampirik bir iilke
veya sirket aragtirmasi iizerinden degil, gida rejimi ve elestirel dijital tarim literatiiriiniin
kuramsal-tarihsel olarak yeniden okunmasi yoluyla ele almaktadir. Calismanin 6zgiin katkisi,
teknoloji ile gida rejimi arasindaki iliskinin Althusserci yapisal nedensellik anlayisi temelinde
yeniden yorumlayarak gida rejimini yapisal bir birlik, teknolojik Orgiitlenmeyi bu yapisal
birligin ekonomik diizeyinin gorece 6zgiil bir bolgesi ve dijitallesmeyi bu bdlgenin tarihsel

olarak farklilagsmis bir alt bolgesi olarak kavramsallastirmasinda yatmaktadir.

Bu sorular baglaminda calisma, séz konusu kuramsal gergeveyi iki asamada gelistirecektir. Ilk
olarak gida rejimlerinin tarihsel doniisiimii icerisinde teknolojik orgiitlenmenin konumu
incelenmekte; farkli rejimlerde belirli liretim, tasima, muhafaza, isleme, bilgi ve koordinasyon
teknolojilerinin rejimsel iligkiler icerisinde nasil bi¢imlendigi ele alinmaktadir. Bu tarihsel
inceleme, teknolojinin gida rejimlerine disaridan eklenen bagimsiz bir unsur olmadigini; her
rejimin ekonomik ve toplumsal iligkilerinin maddi isleyisine yerlesen 0zgiil teknolojik

orgiitlenmeler olusturdugunu gostermeyi amaglamaktadir.

Ikinci olarak sirketlesmis gida rejimindeki dijitallesme, dijital tarim literatiiriinden hareketle
coziimlenmektedir. Bu kapsamda dijitallesme alaninin isleyisi verilestirme, platformlasma ve
algoritmik yonetisim olmak iizere birbiriyle baglantili li¢ siire¢ iizerinden incelenmektedir.
Verilestirme tarimsal faaliyetlerin  hesaplanabilir veri nesnelerine doniistiiriilmesini;
platformlasma aktorlerin, hizmetlerin, verilerin ve ekonomik islemlerin 6zel dijital
altyapilarda birbirine baglanmasini; algoritmik yonetisim ise toplanan verilerin {iretim,
finansman, emek ve dolasim kararlarini yonlendiren simiflandirma, tahmin ve tavsiye
araglarma doniistiiriilmesini ifade etmektedir. Dijitallesmenin zorunlu ve dogrusal agamalari
olmayan bu {li¢ silire¢, ayn1 zamanda dijitallesme olgusunu yapisallagtiran unsurlar olarak
dijital teknolojik orgiitlenmenin farkli baglamlarda degisen bicimlerde eklemlenebilen isleyis

siirecleridir.

Calismanin temel savi, dijitallesme, sirketlesmis gida rejimine disaridan eklenen 6zerk bir
teknoloji degil; ekonomik diizey igerisindeki teknolojik drgiitlenme bolgesinin veri, platform
ve algoritmik sistemler temelinde farklilasan, rejim tarafindan belirlenirken ekonomik

iligkilerin maddi isleyisini kosullandiran tarihsel alt bolgesidir.
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Teknoloji ile gida rejimi arasindaki iliskiye dair biitiin literatiirii kapsayan sistematik bir
derleme niteliginde olmayan bu c¢alismanin literatiir se¢imi, arastirmanin kuramsal amaci
dogrultusunda gergeklestirilmistir. Gida rejimi yaklagiminda Friedmann ve McMichael’in
kurucu ¢alismalart ile sirketlesmis gida rejiminin olusumunu tartisan temel metinler; dijital
tarim alaninda ise gida zincirinin farkli asamalarin1 yeniden diizenlemesi ile beraber dogan
sorunlara odaklanan elestirel ¢alismalar tercih edilmistir. Ote yandan makalenin gida rejimi
literatiiriinii kullanim1 da segicidir. Birinci, ikinci ve sirketlesmis gida rejimleri, teknolojik
orgiitlenmenin tarihsel bigimlerini karsilagtirmaya imkan veren analitik donemlendirmeler
olarak ele alinsa da; rejimler kendi icinde homojen, biitiin cografyalarda es zamanli olarak
kurulan veya oOnceki iligkileri tamamen ortadan kaldiran kapali donemler olarak
degerlendirilmemektedir. Nasil ki toplumsal formasyon yapisal Marksizmde birden fazla
iiretim tarzinin basatlik ve tabiiyet iligkileri i¢cinde eklemlenmesi Onermesi (Althusser &
Balibar, 1970, s. 307) cercevesinde diisiiniiyorsa gidaya iliski genel formasyon da bu sekilde
diistinilmelidir. Birka¢ gida rejimi herhangi bir 6zgiil modern-ulusal yap1 i¢inde birlikte
bulunabilir ve bu hiyerarsik birlikte varolusta bunlardan biri digeri iizerinde basatlik kurabilir.
Bu dolayimda farkli teknolojik orgiitlenmeler ayni tarihsel donemde birlikte bulunabilecegi
gibi, rejimsel iligkilerin etkileri iilkelere, iirlin zincirlerine, sinifsal konumlara ve kurumsal
yapilara gore farklilagabilir. Bu c¢alisma s6z konusu farklilagmalari ampirik olarak
incelememekte, teknolojik Orgiitlenmenin rejimsel yapi igerisindeki genel konumunu

aciklamaya yonelmektedir.

Kuramsal c¢ercevenin temel siniri, Althusser’in teknoloji veya dijitallesme konusunda
dogrudan gelistirdigi tamamlanmis bir modelin bulunmamasidir. Teknolojik Orgilitlenmenin
ekonomik diizeyin goérece 6zgiil bir bolgesi, dijitallesmenin ise bu bdlgenin tarihsel bir alt
bolgesi olarak kavramsallastirilmast Althusser’in kendi siniflandirmasinin aktarimi degildir.
Bu kavramsallagtirma, onun basatlik altinda yapilanmis biitiin, gorece Ozerklik, yapisal
nedensellik ve ickin belirlenim anlayisinin teknoloji sorununa dogru genisletilmesine dayanan
bu calismaya 6zgii bir kuramsal 6neridir. Bu nedenle makale, “Althusser’e gore teknoloji
ekonomik diizeyin bir bolgesidir” iddiasin1 tagimamakta; Althusserci yapisal mantiktan

hareketle boyle bir konumlandirmanin miimkiin ve agiklayici oldugunu savunmaktadir.

Benzer bigcimde verilestirme, platformlasma ve algoritmik yonetim, dijital tarim
literatiiriindeki biitlin siiregleri kapsama iddiasinda olan evrensel bir tipoloji degildir. Bu
anlamda mutlak bir kategorizasyondan ¢ok dijitallesmenin yapisallifinin serimlenmesi

amaciyla kullanilan bir kombinasyon olarak iiretilmistir. Bu sekilde {iretilmesinin nedeni
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literatiir tarama stirecinde bu siireglerin, dijitallesmede iliskiselligin yogunlastig1 konumlar
olarak tespit edilmelerinden kaynaklanmaktadir. Dijital tarim literatiirii okumasi
genisletildikce ya da ¢oziimlenen zamanin niteliksel karakteri (kairos) ozgiillestikge daha

farkl terimlerle de ifade edilebilir.
Gida Rejimi ve Teknolojik Orgiitlenme Arasindaki Iliski

Teknoloji olgusunu gida rejimi cergevesinde ele almak tarim makinelerini veya iiretim
tekniklerini siralayarak gida ile iliskisini ortaya koymaktan fazlasidir. Tekil teknik nesnelerin
toplam1 olarak teknolojiyi diisiinmek yerine, bir iligkiler ag1 icinde etkilenen ve bu iligkiler
agint etkileyen bir teknoloji anlayis1 insa etmek gerekir. Zira basit¢e bir makinenin
gelistirilmesi, yaygimlastirllmas1 ve kullanilabilmesi s6z konusu oldugu andan itibaren
bununla beraber aragtirma kurumlarinin, finansmaninin, iligkili hukuki angajmanlarin, bakim

hizmetlerinin vb. diisiiniilmesi zorunluluk arz eder.*

Bu nedenle makalede teknoloji yerine bu yapisal iligkiselligi karsilayacagi diisiiniilen daha
genis bir kavram olan teknolojik orgiitlenme kullanilmaktadir. Teknolojik orgiitlenme; iiretim
araglarini, bilimsel ve teknik bilgi bigimlerini, arastirma-gelistirme siireglerini, altyapilari,
teknik standartlari, 6lgme ve siniflandirma sistemlerini ve iiretim zincirinin koordinasyonunu
kapsamaktadir. Ancak bu kavram ile amaglanan teknolojiye ekonomik veya siyasal
iliskilerden bagimsiz bir alan kazandirmak, yani 6zerk bir diizey olarak teknolojiyi tasarlamak
degil, teknik araclarin ancak belirli iligkiler ve kurumlar igerisinde islev kazanabildigini

gostermektir.

Gida rejiminin teknolojik Orgiitlenmeyi belirlemesi, belirli teknik sonuglarin dnceden ve
eksiksiz bigimde tayin edilmesi anlamina gelmez. Belirlenim, teknolojik se¢eneklerin ortaya
ciktigr alanin esitsiz bicimde yapilandirilmasidir. Teknik miidahaleye uygun goriilecek
sonuglar, devlet destegini haiz olacak teknolojiler/firmalar, finansman bulabilecek
aragtirmalar ve piyasaya erisim kosulu haline gelecek standartlar; donemin miilkiyet iligkileri,
sirket stratejileri, politik dengeler, devlet politikalar1 ve hakim iiretim modeli tarafindan

sekillenir.

4 Bir dijital platformu ele alalim: bu platform yalnizca yazilimdan olusmaz; veri toplama altyapilari, miilkiyet
haklari, abonelik sozlesmeleri, teknik standartlar, algoritmik modeller ve diger hizmetlerle uyumluluk
iliskileriyle birlikte isler.
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Teknolojik orgiitlenmenin gida rejimi tarafindan belirlenmesi, teknolojinin ekonomik
iligkilerin ya da sermaye birikiminin dogrudan bir yansimasi oldugu anlamina da gelmez.
Teknik sistemler kurumsallastiklarinda belirli faaliyetleri kolaylastirirken digerlerini
zorlagtirabilir; liretim Olceklerini, bilgi akisini ve aktorlerin hareket seceneklerini maddi
olarak diizenleyebilir. Bir teknik standardin benimsenmesi belirli {ireticilerin pazara erisimini
kolaylastirirken baskalarini disarida birakabilir. Kapali bir veri formati {ireticinin baska bir
platforma geg¢mesini zorlastirabilir. Bliylik makineler i¢in tasarlanmig tiretim altyapisi, kiiciik
ve cesitlendirilmis tarim modellerini ekonomik ve teknik bakimdan dezavantajli hale

getirebilir.

Bu nedenle belirlenim ve kosullandirma birbirinden ayrilmali, fakat birbirine karsit hale
getirilmemelidir. Belirlenim, teknolojik oOrgilitlenmenin hangi tarihsel iligkiler icerisinde
bi¢cimlendigini aciklar. Kosullandirma ise gida rejiminin ancak belirli teknik sistemler (veya
politik, ideolojik ya da bagka ekonomik sistemler/aygitlar/drgiitlenmeler/diizenekler)
aracilifiyla fiilen igleyebilecegini gosterir. Bir rejim (ya da bu ¢alismada metodolojik olarak
ele almmast baglaminda yap1), kendi teknolojik Orgiitlenmesinden Once tamamlanmig
bagimsiz bir olusum degildir. Rejim, teknik orgiitlenmenin de i¢inde bulundugu ekonomik,

siyasal, hukuki, kurumsal vb. iligkilerin baglantisinda var olur.

Bu yaklasim, gida rejimlerinin tarihsel gelisimini teknolojilerin ardisik bigimde birbirinin
yerini aldig1 dogrusal bir modernlesme siireci olarak gérmekten kaginmay1 gerektirir. Yeni bir
rejim, onceki donemin teknolojik mirasini biitiiniiyle ortadan kaldirmaz. Ikinci rejimde
merkezilesen mekanizasyon ve kimyasal girdiler {igiincli rejimde varliklarini siirdiirmiis;
biyoteknoloji, 6zel standartlar, kiiresel lojistik ve dijital sistemlerle biitiinlesmistir. Rejimler
arasindaki teknolojik doniisiim, teknik araclarin basit ikamesinden ¢ok, eski ve yeni teknik

kapasitelerin farkli giic ve miilkiyet iligkileri icerisinde yeniden eklemlenmesidir.
Teknolojik Orgiitlenmeyi Gida Rejimlerine Eklemlemek

Gida rejimi ve teknolojik orgilitlenme arasindaki iligkinin mahiyeti serimlendigine gore bu
baglam iizerinden teknolojinin gida rejimi yaklasimindaki yeri kurulabilir. Bu bdoliimde
sirastyla gida rejimi literatiiriinde {retilen ti¢c donem ele alinarak teknoloji bu donemlere

eklemlendirilecektir.
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Birinci gida rejimi: Somiirgeci ticaretin teknolojik altyapist

Tesis edilen ilk gida rejimi olarak nitelendirilebilecek kolonyal-diasporik gida rejimi (1870-
1914),° diinyada ilk olarak temel bir gida maddesi igin fiyat belirleyen bir tahil borsasi olarak
ortaya ¢ikmistir. Toplumsal huzursuzluklarin bunalttigi Avrupa devletleri (en basta donemin
hegemon giicii Ingiltere olmak iizere) yeni kesfedilen topraklara gogii tesvik ederek eski
kitadaki kentli is¢i niifusunun gida ihtiyacin1 bu gé¢menlerden yapilan ucuz gida ithalat: ile
giderme ¢ozlimiine gidecekti. Kolonilere yerlesen Avrupali gogmenlerin vazifesi Avrupa’ya
gereken bugday ve hayvan ithalatin1 saglamakti. Yeni kitanin yiikiinii tagidig: bu ilk gida
rejiminde Avrupa’nin gida ihtiyaclarma ve beklentilerine uygun bir bi¢imde biiyiik otlak
ekosistemleri ortadan kaldirilacak ve mono kiiltiirel bir iiretim tarzina yonelinecekti. Bunun
getirecegi tahribat toprak ve su sorunlarini ortaya ¢ikartacak; 1930’larda tamamen ¢dken bu
ilk gida rejimi sadece ekonomik bunalimla degil ayn1 zamanda ekolojik felaketler yiiziinden
son bulacakti (Friedman 2005; s. 236-41). S6z konusu bu ilk rejimin teknolojik orgiitlenmesi
rejimin varolus sebebine kosut olarak oncelikle uzak iiretim bolgeleriyle Avrupa pazarlarini
birbirine baglayan tasima, depolama ve iletisim altyapilar ile iligkiliydi. Avrupa kitasim
beslemeye doniik yiiksek montanli ithalat zorunlulugu sadece tarimsal {iretim teknolojisini
degil ayn1 zamanda iiretim bolgelerinin limanlara baglanmasini, iiriinlerin siniflandirilmasini
ve uzun mesafelerde tasinmasini gerektiren bir lojistik/dolasim teknolojisini de beraberinde
getirecekti. Ancak belirli topraklari ve iiriinleri uluslararasi ticaret sistemine baglamak iizere
kurulan bu teknik altyapi, somiirgeci ve yerlesimci iligkilerin diginda gelisen tarafsiz
modernlesme araglari degildi. Ornegin, demiryollar1 baglaminda bu iliski hatlarm hangi
bolgelere kurulacagi, hangi {iirlinlerin limanlara tasinacagi ve altyapimin hangi miilkiyet
iliskilerini destekleyecegi olarak diinya pazariyla baglantili olarak temayiiz edecekti
(Friedmann & McMichael, 1989, ss. 95-101; McMichael, 2009, s. 143). Ancak demiryolu,
gemiler vb. lojistik teknolojiler gida rejimini var etmese de gida rejimi bu teknolojilerde var
olacakti. Zira yerlesimci bolgelerde iiretilen tahilin Avrupa’ya siirekli ve biiylik miktarlarda

aktarilmast da s6z konusu tasima sistemleri olmadan gerceklestirilemezdi. Rejim tasima

3 McMichael’n daha sonraki dénemlendirmesinde Avrupa’ya somiirgelerden gelen tropikal {irlinlerle yerlesimci
devletlerden gelen tahil ve hayvansal iiriin akislarini birlestir bu rejimi 1930’lara kadar uzatir (McMichael,
2009).
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altyapisinin kurulus yoniinii yapilandirirken, altyapi rejimin uluslararasi varolugunu miimkiin

kilmigti. En azindan 1929 yilindaki “Biiyiik Bunalim”a kadar bdyle olacakti.

Ikinci gida rejimi: Mekanizasyon, kimyasal girdiler ve agro-endiistriyel biitiinlesme

Biiyiik Bunalim sonrasi yillarda Krizden en fazla etkilenen iilke olan ABD’nin bunalima ¢are
olarak gelistirdigi tarim politikas1 geregince; devlet tarimsal {irlinleri hedef fiyatlara
ulagincaya dek satin alacakti. Ancak bu, devlete ait bir “liretim fazlas1” yaratmisti. Dahasi
Amerikan hiikiimetleri, yerel iireticilerin hedef piyasa fiyatin1 korumak i¢in ithal kisitlamalari
yiriirliige sokulmustu. Bu sosyo-ekonomik altyapi c¢ercevesinde ABD’nin gida stoklarini
korumaya ve dagitmaya dayanan yeni bir rejim kurulacakti. 2. Gida rejimi olarak adlandirilan
bu sistemde; bir 6nceki gida rejiminde gerceklesen akis tersine c¢evrilecek; Avrupa tarimsal
olarak kendine yeter bir hale getirilirken ABD temel gida ihracat¢isi konumuna yiikseltecekti.
Ancak bu rejimde gida yardimlar1 nedeniyle 3. Diinya {ilkeleri tarimsal olarak kendine yeter

yapisini kaybedip gida ithalat¢ist durumuna diisecekti. (Friedman 2005; 5.230-42).

Bu donemin tarimsal ekonominin devam ettirildigi bolgelerde ise en oOnemli Ozelligi
yasanacak Yesil Devrimdi. Ikinci gida rejimi doneminde kaydedilen tarimsal iiretim artisina
isaret eden ve tarimda makinelesme, verimli iiriinlere yonelis, sulama teknikleri ve tohum
teknolojisi gibi faktorlere dayanan bu fenomenin; her ne kadar milyonlarca insani agliktan
kurtardig1 iddia edilse de (“Diinya 11 milyar insan1”, 2019), diger yandan bu modernist
acilim; dogal kaynaklarin yanlis degerlendirilmesine, kimyasal kullaniminin baslangicina ve
erozyona neden olacak; ekosistemi tahrip ederek pek ¢ok ¢evresel soruna yol agacakti. Global
olarak tarimin sanayilesmesi ve kimyasallagmasi, tarimda sermayenin yogunlugunun artisi;
(gida {iretiminin biyolojik temellerinden kopmasi ve insanin dogasina yabancilagmasi
anlamimna gelen) metabolik yarilmay1 ortaya ¢ikaracakti. Giiniimiize kadar etkisini
agirlagtirarak siirdiiren metabolik yarilma olgusu o6zellikle kentlesme olgusu ile giderek

derinlesecekti (Keyder ve Yenal 2014; 5.22-3).

Bu donemin itici teknolojileri olarak tanimlanabilecek mekanizasyon, bitki aragtirmalarindaki
ilerlemeler, kimyasal girdilerin kullanimi, tohumlarin degistirilmesi ve fosil yakita dayali,

biiylik 6l¢ekli ve sermaye yogun endiistriyel iiretim modeli (Prause ve digerleri, 2021, ss.
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643-644) ikinci gida rejiminin teknolojik Orgiitlenmesi g¢ergevesinde diisiiniilmelidir.® Bu
bakimdan ikinci rejimde gergeklesen teknolojik doniisiim, tek tek tarim araglariin
yayginlasmasindan ziyade makine kullanimini, bilimsel bitki arastirmalarii, kimyasal
girdileri ve degistirilmis tohumlar1 ayn1 iiretim modeli icerisinde birlestiren agro-endiistriyel
bir orgiitlenmenin kurulusu olarak degerlendirilmelidir. Bu kurulus biiyiik 6l¢ekli ve sermaye
yogun endiistriyel iiretim modeli {izerine insa edilecekti zira bu donem, gida sorununda en
onemli aktorlerden biri olacak ¢ok uluslu firmalarin ortaya ¢ikisina da sahne olacakti.
Firmalar ikinci gida rejiminin sonlarina dogru kapitalizmin bayraktarliini devletlerin elinden

alarak diinya ekonomisinde 0nii alinamaz bir gii¢ olarak yiikselecekti.

Bu gelisme elbette ivmesi giderek artan tarimda sanayilesme ile iligkiliydi. Fordist tiiketim
kapitalizmine 6zgii yogun birikim modelinin pargasi olarak ger¢eklesen tarimin sanayilesmesi
ve islenmis “dayanikli gidalarin” gelistirilmesiyle sekillenen yeni gida rejimi; (ayni birikim
diizeni cercevesinde) gelismis kapitalist iilkelerde ylikselen iicretlerle birlikte hayvansal
protein ve dayanikli gida tiiketiminin geniglemesine de dayanmaktaydi (McMichael, 20009, s.
144; 154). Dolayistyla burada tarim {riinlerinin yalnizca ciftlikte iiretilen nihai tiiketim
mallar1 olmaktan c¢ikarak isleme sanayilerinin girdileri haline gelerek Kkitlesel tiiketime
sunulmast; isleme, koruma, ambalajlama ve dagitim kapasiteleri bakiminda yeni teknik ve

kurumsal aygitlarla diizenlenmeleri getirecektir.’

Her ne kadar agro-endiistrilesme kalkinmaci bir ideal olarak ulusal olsa da gida rejiminin
yapilanmasi tarimsal girdileri, iiretimi, islemeyi, tasimay1 ve ticareti kiiresel tedarik zincirleri
icerisinde birbirine baglayan ulusdtesi bir dlgekte yapilanacaktir (Friedmann & McMichael,
1989, s. 103; McMichael, 2009, s. 141). Ulusal kalkinma modeli, tarim ile sanayinin
biitiinlesik bir liretim sistemi igerisinde karsilikli olarak birbirini destekleyerek biiyiiyecegi
varsayimina dayaniyordu. Bu biitlinlesmenin teknolojik temeli; fosil yakitla calisan
makineler, sentetik giibreler, pestisitler ve bilimsel yontemlerle gelistirilmis tohumlardan
olusuyordu. Tarimsal liretimdeki artigin sanayiye hem hammadde hem de pazar saglamasi;

sanayinin ise tarima makine, kimyasal girdi ve isleme kapasitesi sunmasi ongoriilmekteydi

® Prause, Hackfort ve Lindgren, iigiincii gida rejiminin, bu 6rgiitlenmeyi ikinci rejimden devraldigim ve bu
modelin Yesil Devrim araciligiyla Kiiresel Giliney’e yayildigini tespit eder (Prause ve digerleri, 2021, s. 643).

7 Bu diizenlemelerle kosullanan “dayanikli gida” kavram tiiketim ile iiretim arasindaki zamansal baglantiy1
degistirerek kitlesel perakende i¢in homojen ve ongoriilebilir iiriin akislar1 meydana getirmistir. Bu siireg, iiriin
¢esitlerinin ve kalite 6l¢iitlerinin sanayi ihtiyaglarina gore standartlastirilmasini tegvik etmistir.
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(McMichael, 2009). Bu siirecte tarimsal iiretim, sanayi girdilerine ve standartlagtirilmig
iretim tekniklerine giderek daha fazla bagimli hale gelecek bicimde yeniden orgiitlendi
(Prause ve digerleri, 2021). Ancak tarimsal iiretimin bu teknik doniisiimii, 6nemli Olciide
biiyiik sermayeye ve ulusdtesi sirketlerin uzmanligina dayanmasi nedeniyle ulusal tarimlarin
s0z konusu sirketlere bagimliligini da artirdi. Rejim merkantilist bir nitelik tagisa da tarimsal
girdi, isleme ve ticaret alanlarinda faaliyet gosteren firmalar giderek uluslararasi bir mahiyet
kazandi. Boylece cift¢inin karsisina hem girdi saticis1 hem de {iriin alicis1 olarak ¢ikan
kapitalist firmalar, tarimsal {reticileri diinya Olceginde kusatan bir bagimlilik iligkisi

olusturdu (Friedmann, 2005).

Bu firmalar mal zincirlerinin her yeni organizasyonunda cift¢iler karsisinda agirliklarini
artirdi; uluslararasi ticarette de tercihlerini merkantil kurallar yerine serbest ticaretten yana
koydular. Bu gelismeler diinyada gida politikalarinin karakterini degistirecekti. Ancak
merkantil rejime en 6nemli darbe 70’lerin basinda ABD ve Sovyetler Birligi arasinda yasanan
politik yumusama ile gelecekti. Bu yumusama siireci (detanté¢) cercevesinde ABD’nin
Sovyetler ile ticarete baglamasi 2. Gida rejiminin yiiriitilmesini saglayan ABD gida stokunun
elden c¢ikarilmasma yol agti. Bu tahmin edilmeyen durum (ABD stoklarinin aniden son
bulmasi dolayisiyla) arz-talep dengesi cergevesinde tiim diinyada hububat fiyatlarinin g
katina ¢ikmasina yol agacakti. ithalata bagimli Giiney iilkelerini artan maliyet karsisinda kredi
cekmeye zorlayan bu gelisme ayn1 zamanda biiyiik bir kitliga yol agti. 1974 gida krizi olarak
adlandirilan bu durum 2. Gida rejiminin de sonu anlamina geliyordu (Friedman 2005; s. 244-

3).

Petrol krizinin eslik ettigi bu gida kitlig1 nedeniyle gida yardimi adi altindaki siibvansiyonlu
tarim fazlasi ihracina dayanan sistem terk edilecek, ¢ok uluslu firmalarin istedigi gibi ¢ok
tarafli ticaret anlagmalar1 iizerinden tarim uluslararas: ticarete dahil edilmeye calisilacakti
(Caskurlu 2012; s.177; Friedman 2005; s. 245). 70’li yillarla beraber devlet merkezli
gelismeye yapilan saldirilar ulusétesi arz zincirlerinin ve global pazarlarin olusumuna imkan

saglamist1 (Friedman 2005; 5.256).
Sirketlesmis Gida Rejimi: Biyoteknoloji, Ozel Standartlar ve Kiiresel Koordinasyon

Gelecek olan yeni rejimde diizenleyici ilke imparatorluklar ya da devletler degil, serbest
piyasa olacakti. Deger iliskilerinin liberallesme ve 6zellesme tizerinden siyasallagtirilmasi ile
sirketlerin imtiyazlandirilacagi bu sistemde devletler artik piyasanin hizmetine girecekti

(McMichael 2009; s.285). igine girilen bu yeni ddnemi McMichael, “sirketlesmis gida rejimi”
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kavramiyla agiklarken; Friedmann, cevresel taleplerin ve kalite politikalarinin sirketler
tarafindan secici bicimde icerilmesine dikkat ¢ekerek olusum halindeki bir “sirketlesmis-
cevreci gida rejimi” kavramsallastirmasini onerecekti (Friedmann, 2005, ss. 228, 249-253;
McMichael, 2009, ss. 151-152). Ugiincii rejimi Diinya Ticaret Orgiitiiniin 1995te
kurulmasiyla baglayan donemle iliskilendiren Prause, Hackfort ve Lindgren’e gore; neoliberal
serbest piyasa politikalari, diinya piyasa fiyatlarinin diizenleyici rolii, kiiresel gida meta
zincirlerinin genislemesi, biiylik perakendecilerin tedarik zincirleri ve 0&zel standartlar
tizerindeki artan denetimi, sirket birlesmeleri yoluyla yogunlasma ve finans sermayesinin
tarim-gida sistemi lizerindeki etkisi bu yeni donemin baslica nitelikleri olacakti (Prause ve

digerleri, 2021, s. 643).

Bu donemin temel kurucu unsuru olan ve kiiresellesmeyi yedegine alan neoliberal riizgar ile
Cevre (gelismekte olan/3.diinya/Giiney) iilkelerde klasik koyliilikten pazara yonelik
iireticilige gecis hizlanacak, tarim dis1 istthdam ve gelirin 6nemi artacak, kdy ve kirsal
ekonomi biiyiik bir doniisiime girerek piyasa iliskilerinin niifuzu altina sokulacakt1 (Keyder ve
Yenal 2014; s.19-20). Niifusa oranlar1 azalan tarimsal isgiiclinlin toplumsal tabani gitgide
azaliyor fiyat destekleri biiyiik firmalar lehine degisiyor ve cift¢i agro-gida firmalarina
bagimli hale geliyordu (Friedman 2005; s. 246). Piyasay1 ve rekabeti onciilleyen bu yonlenis
geregi tim diinyada ithalata kars1 koruma duvarlar1 kaldirilacak, fiyat destekleri ve devlet
alimlar1 azaltilacak, tarim sektoriine yabanci kapitalist sermayenin dogrudan ve dolayli
ortaklik yoluyla girmesi ile kirsal bdlgelerde ticarilesme ve metalagma artacakti (Keyder ve
Yenal 2014; s.19-20, 36). Onceki gida rejiminin bir mirasi olan kalkinma mitinin,
neoliberalizm ile girdigi reaksiyon ile koyliliigiin tasfiyesi artik kacinilmazdi (Mcmichael

2009; 5.284). Ve en nihayetinde koyliiliikk 6lecekti (Hobsbawm 2007).

Ancak “koyliiliglin 6lmesi” baslt basina en biiyiik gida sorununu olusturacaktir. McMichael’a
gore iiglincii gida rejiminin kurallari, rtiik bicimde, Diinya Ticaret Orgiitiiniin 1995te
kurulmasi ve ¢ok tarafli Tarim Anlagsmasi’nin imzalanmasiyla belirlenmistir. Bu
diizenlemeler, ulusdtesi tarim-gida sirketlerinin diinya pazarlarindaki hareket alanini
genisletmistir. Ik asamada diisiik fiyatli tarim {iriinleri ithalati, Kiiresel Giiney’deki kiigiik
iireticilerin rekabet giiclinii zayiflatmistir. Ardindan bu piyasalarda hakimiyet kuran ulusétesi
sirketler, gida fiyatlarin1 yiikselterek yeni bir somiirii ve bagimlilik diizeni olusturmustur.
Ciftci tabanl tiretimden endiistriyel iiretime gegilmesinin hedeflendigi bu diizende ¢ok uluslu
firmalar fiyat enflasyonu iizerinden kar maksimizasyonu saglarken tarim sektoriinden ¢ikis

yapan koyliilerin iscilesmesi emek {icretlerini ucuzlatarak sémiiriiyii arttirtyordu. Onceki gida
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rejimlerinde sehirli is¢i kitlelerini dizginlemek amaciyla ve Soguk Savasin getirdigi rekabet
geregince diisiik tutulan gida fiyatlar1 bu yeni donemde dizginlenemez bir artis trendine

girecek ve agroflasyon (tarim iriinleri enflasyonu) ortaya ¢ikacakti (2009; s.284-5).

Gida fiyatlarindaki artisin bagka bir sorumlusu da yeni gida rejiminde gecilen bio-yakit
teknolojisidir. Bu yeni teknoloji ile enerji ve gida arasinda bir miibadele hali ortaya ¢ikmuistir.
Tarimsal {iretimin beslenme yerine enerji iiretimine tahsis edilmesi ile kendini gosterecek bu
miibadele ile sadece gida fiyatlar1 artmamis ayni zamanda tarimin toprak ve su iizerinden
besleyici geri doniislimii azaltilarak tarimsal iiretimi metalastirillmis girdiler olarak enerji
kaynaklarmma aktarmakla “metabolik yarilma” arttirllmistir (McMichael 2009; s.284, 286,
289-91). Ugiincii gida rejiminin getirecegi ve metabolik yarilmaya katkida bulunan bir baska
degisiklik de “2. Yesil Devrim” olacaktir. (ikinci Diinya Savasi sonras1 donemde yasanan)
birincisinden farkli olarak devletler eliyle degil fakat c¢ok uluslu firmalar iizerinden
yonlendirilen bu yeni devrim ile genetigi ile oynanmis tohumlar ve kimyasal katkilar ile dogal
stireclere miidahale edilip ciftcilerin tarimsal iiretim {izerinde hakimiyetleri ortadan
kaldirilmaktadir. (Caskurlu 2012; s.182-3). Bu durum aslinda karsimiza tipki mitolojik tanri
Janus’un iki yiizii gibi yorumlanabilecek bir ikilem ¢ikarmaktadir. Sermayenin dogal olandan
(mekanizasyon, ikamecilik ve kimyasal girdiler iizerinden) uzaklagmasi liretim siirecini
ongoriilebilir kilmak, dogadan kaynaklanan belirsizlikleri ortadan kaldirmak, verimliligi
arttirmak ve tiretimde istikrar1 saglamak gibi rasyonel kaygilar ile degerlendirilebilir (Keyder
ve Yenal 2014; s.23). Ancak bu gidisat ayn1 zamanda GDO’lu tohumlardan baglayan bir gida
zinciri tesekkiili ve patentler yoluyla gida iizerinde egemenligin biyo-teknoloji alanini
domine eden ¢ok uluslu firmalarin tekeline birakilmasi olarak da yorumlanabilir (Aysu 2005;

s.45; Caskurlu 2012; s.183).

Fakat hangi yorum benimsenecek olursa olsun ortada giderek artan bir gergeklik vardir ki o da
“bio-teknolojik miidahale”dir. Bu gercek {iglincli gida rejimi boyunca neoliberal diizenleyici
yeniden yapilanmanin temel bir teknolojik bileseni olacak; diizenleyici degisim ile genetik
miihendisligi arasindaki iligki beraber yiirliyecektir (Pechlaner & Otero, 2008). Burada
dikkate sayan husus; yeni rejimde genetik teknolojisi ilizerinden tarimsal faaliyetin
serbestisinin, fikri miilkiyet sahasina hapsedilmesidir. Tohum patentleri ve lisanslar, biyolojik
materyalin teknik 6zellikleriyle fikri miilkiyet iliskilerini birbirine baglayarak biyoteknolojiyi
iiriinlerin genetik Ozelliklerini degistirmenin Gtesinde bir araca doniistiirmektedir. Artik

yukarida deginilen “2. Yesil Devrim” cer¢evesinde hukuki sézlesmeler ve sirket politikalari
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tarafindan diizenlenebilen (tohumun saklanmasi, yeniden ekilmesi veya baska girdilerle
birlikte kullanilmasi) tarimsal edimler; tarimsal iiretimde teknolojiyle miilkiyet arasindaki
iligki teknik {irliniin kullanim kosullarina yerlestirilerek cift¢inin {iretim araglarindaki
miilkiyetini smirlamaktadir. Ikinci rejimde iiretilen fosil yakita, mekanizasyona, kimyasal
girdiye dayali; biiytlik 6l¢ekli ve sermaye yogun liretim modeli ile giiclenen ulusdtesi sirketler
iiclincii rejimdeki biyoteknolojik gelismeler ile giiciinii ve tahakkiimiinii daha da arttirmistir

(Prause ve digerleri, 2021).

Friedman’1n tespit ettigi iizere insanlar bedeli ne olursa olsun gida tiiketmek zorunda olduklari
icin bu rejim, sistemi ve ticareti sekillendiren firmalara gida kithigini muazzam karlara
¢evirme imkani sunmustur (2009; s.290). Genel olarak bakildiginda, Ikinci Diinya Savasi
sonrasinda baslayan modern tarimin, birinci Yesil Devrim (endiistriyel tarim) ve giiniimiizde
ikinci Yesil Devrim (genetik tarim) olarak adlandirilan ¢agdag iiretim bicimleri araciligiyla
gida rejimlerine kosut sekilde gelistigi goriilmektedir. Bu gelismeler sonucunda insan ve
hayvan saglig1 agisindan cesitli riskler ortaya c¢ikmis, dogal denge ise bozulmustur. (Aysu
2005; s.77). Kapitalizmin gerektirdigi mono iretimin ihtiya¢ duydugu ilag, fosil yakit ve
giibre kullanimi, diinyanin bir¢ok yerinde biyolojik cesitliligi yok ederek kiiresel 1sinmay1
tetiklemektedir (Cakan ve Erol 2008). Neoliberal diisiincenin giidiimiindeki yeni kurumsal
gida rejiminde -1929 ve 1974 yilinda patlak veren krizlerin ¢ok tesinde- gida krizi artik anlik
degil devamli bir hal almistir (McMichael 2009; s.289). Ancak biitiin bu olumsuzluklara
ragmen firmalarin tiiketici ve bireysel cift¢ilik karsisinda kaginilmaz giiclenisinin altinda
elbette liretmeye muktedir olduklar1 teknik kapasite yatmaktadir. Zira meta zincirlerinin

genislemesi ancak belirli bir teknolojik altyapi ile realize edilebilmistir.

Cografi olarak daginik unsurlarini birbirine baglayan teknolojik altyapilarin gelismesine
dayanan bu genislemenin kaynagi 1990’lardaki ticari serbestlesme ile dot-com patlamasi
sirasinda  kurulan yeni bilgi ve iletisim teknolojileri altyapisinin  birlesimi ile
iligkilendirilebilir. Karmagik kiiresel aglar igerisinde bilgi aligverisini ve iiretim, tedarik ve
dagitim stireclerinin koordinasyonunu miimkiin kilan bu altyapinin; sogutma, muhafaza ve
tasima teknolojilerindeki gelismeler ile eklemlenmesiyle meta zincirlerinin kurulmasi

miimkiin olmustur (Prause ve digerleri, 2021, s. 643).

Bu {igiincii gida rejimindeki Orgilitlenme kapasitesi ile yakindan iliskilidir. Cografi olarak
daginik {reticilerin siparis, stok, teslimat ve kalite bilgilerinin merkezi bi¢imde koordine

edilmesini gerektiren bu kiiresel girisimde karmasik iiriin akiglarinin  diizenli ve
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standartlagtirilmis bicimde isleyebilmesi ancak kurumsal gii¢ ile gerceklestirilebilir. Bu
kurumsal gii¢ de ancak dijitallesme ile saglanabilir. Dijitallesme, bu tarihsel drgiitlenmenin
disinda ortaya cikan bagimsiz bir donlisim degil, s6z konusu teknik ve kurumsal

zorunlulugun tizerinde gelisen yeni bir yapilanmadir.
Dijitallesmeyi Yapisallastirmak

Dijitallesme analog bilgilerin sayisal bigime aktarilmasmin o6tesinde karmagsik bir
yapilanmanin kavramidir. Klerkx, Jakku ve Labarthe dijitallesmenin tarim alaninda biiytik
veri, nesnelerin interneti, artirllmig gerceklik, robotik sistemler, sensorler, iic boyutlu baski,
sistem biitlinlesmesi, yaygin baglant: altyapilari, yapay zeka, makine 6grenmesi, dijital ikizler
ve blokzincir gibi farkli teknolojiler ve uygulamalar kapsadigini belirtmektedir. Yazarlarin
gerceklestirdigi literatiir incelemesi, dijital tarima iliskin sosyal bilim ¢aligmalarinin; teknoloji
benimseme, emek ve beceri, gii¢c ve miilkiyet, bilgi sistemleri ile deger zincirlerinin yonetimi

gibi farkli farkli tematik kiimelerde siniflandigini gostermektedir (Klerkx ve digerleri, 2019, s.
1).

Prause, Hackfort ve Lindgren’in 280 dijital iiriin ve hizmet {izerine ger¢eklestirdikleri ampirik
inceleme, dijital teknolojilerin gida meta zincirinin biitlin asamalarinda kullanildigini
gostermektedir. Tarimsal girdi alaninda genom diizenlenmis tohumlar, kredi degerlendirme ve
O0deme hizmetlerinde kullanilan finansal teknolojiler ile veriye dayali sigorta uygulamalari
one cikmaktadir. Ciftlik diizeyinde hassas tarim ekipmanlari, tarim robotlari, dijital makine
paylasim sistemleri, veriye dayali agronomik danmigsmanlik hizmetleri ve ¢iftlik yonetim
platformlar1 kullanilmaktadir. Birincil tarimsal iriinlerin ticaretinde dijital pazar yerleri
yayginlasirken, gida isleme alaninda igbirlik¢i robotlar ve iic boyutlu gida baskisi;
ambalajlamada ise akilli ambalajlama ve ii¢ boyutlu baski uygulamalar1 gelistirilmektedir.
Tasima ve depolama asamalarinda kalite sensorleri, veri analitigi, dijital yiik ve lojistik
yonetimi ile otomatik depolar kullanilmaktadir. Perakende ve tiiketim alaninda akilli aligveris
uygulamalar1 ve e-ticaret platformlar1 6ne ¢ikarken, izlenebilirlik ve seffaflik araclar1 gida
meta zincirinin biitiinlinlii kapsamaktadir (Prause ve digerleri, 2021, ss. 645-6). Yazarlar bu
bulgulardan hareketle dijitallesmenin yalnizca tarimsal girdiler ve ciftlik faaliyetleriyle sinirl
olmadigini, iiretimden isleme, tasima, depolama, perakende ve tiikketime kadar gida meta
zincirinin tamamina yayilarak rejimin isleyisini farkli asamalarda etkiledigini belirtmektedir

(Prause ve digerleri, 2021, s. 651).

Cyberpolitik Journal Vol. 11, No. 21, www.cyberpolitikjournal.org

72

/,
N\

<< Summer 2026

<



Elbette dijital teknolojilerin ¢esitliligini ve gida zincirindeki yayilimini gostermenin Otesine
gecen calismalara da ihtiyag vardir. Ozellikle dijitallesmenin sirketlesmis gida rejimi
icerisinde hangi mekanizmalar araciligiyla isledigini agiklamak bu doniisiimii kavramak i¢in
hayati onem tasir. Bu noktada Fraser’in tarimsal verinin {iretimi ve temelliikiine iliskin
cozlimlemesi literatiirde goze carpmaktadir. Fraser, hassas tarim uygulamalarinin toprak,
iklim, zararhlar, iiriin gelisimi ve materyal akiglar1 hakkinda yeni veri noktalart
olusturdugunu; teknoloji sirketlerinin bu verileri toplayarak, birlestirerek ve isleyerek
ekonomik degere doniistiirebildigini ifade eder. Bunun dogal sonucu tarimsal faaliyetin gida
ile beraber bir veri liretim pratigine doniismesidir. Sistem icinde ¢ift¢iler yalnizca tarimsal
iiriin degil, ayn1 zamanda sirketler tarafindan temelliik edilebilen veri de tiretmektedir (Fraser,

2019, s. 893).

Carolan ise dijital tarim platformlarini yalnizca hizmet saglayan teknik araglar olarak degil;
ciftgileri, algoritmalari, makineleri, sirket tirlinlerini ve tiretim pratiklerini birbirine baglayan
sosyo-teknik bilesimler olarak ele almaktadir. Bu platformlarin iireticileri belirli veri
formatlarina, yazilimlara, donanimlara ve sirket hizmetlerine baglayabildigini gdsteren
Carolan, dijital tarimin farkl bilesenlerinde ortaya ¢ikan bagimlilik ve kilitlenme egilimlerine

dikkat gekmektedir (2020, s. 1041).

Dijital tarim literatiiriiniin genel olarak okunmasi ve ¢éziimlenmesi dolayiminda bu ¢aligmada
“dijitallesme” ti¢ baglantili unsuru iizerinden ¢éziimlenecektir: verilestirme, platformlagsma ve
algoritmik yoOnetisim.® Her biri dijital tarim literatiirinde farkli baglamlarda tartigilan bu
kavramlar {izerinden gelistirilen analitik ¢ercevenin amaci, Klerkx ve arkadaslarinin ortaya
koydugu teknolojik ¢esitliligi, Prause ve arkadaslarinin gdsterdigi zincir dlgegindeki yayilima,
Fraser’in veri temelliikiine iliskin ¢6ziimlemesini ve Carolan’in platform bagimliligina iligkin
yaklagimini sirketlesmis gida rejiminin teknolojik Orgiitlenmesini agiklayacak bigimde bir
araya getirmektir (Carolan, 2020; Fraser, 2019; Klerkx ve digerleri, 2019; Prause ve digerleri,
2021).

Bu yapisallastirma ile kurulmak istenen; dijitallesme ile sirketlesmis gida rejimi arasindaki

iliskiyi dogrudan ve simetrik bir karsilikli etkilesim olarak degil, diizeyler ve yap1 arasindaki

8 Burada Forschung (arastirma siireci) asamasinda dijital tarima iligkin literatiir analitik-semptomatik bir
okumaya tabi tutulmus; sonug olarak burada sunulan (Darstellung) ii¢ siire¢/unsur belirlenmistir. Bu mutlak bir
kategorizasyondan ¢ok dijitallesmenin yapisalliginin = serimlenmesi amaciyla kullanilan sematik bir
kategorizasyondur. Dijitallesmede iliskiselligin yogunlastigi konumlarin topolojik olarak ¢éziimlenmesi olan bu
iclii varolus, dijital tarim literatiirii okumasi genisletildik¢e ya da ¢oziimlenen zamanin niteliksel karakteri
(kairos) ozgiillestikge daha farkli terimlerle de ifade edilebilir.
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eklemlenmis bir belirlenim—kosullandirma iligkisi olarak somutlastirmaktir. Dijital teknolojik
orgiitlenme, yapisal mantik ¢ercevesinde gida rejiminin ekonomik diizeyinden bagimsiz bir
diizey degil; bu diizey icerisinde 6zgiil olarak olusan teknolojik bolgenin bir unsurudur. Bu
nedenle dijitallesmenin kurulug bi¢cimi dogrudan dogruya kendi teknik o6zellikleri tarafindan
belirlenmez. Gida rejimi, ekonomik diizeyin yap1 igerisindeki konumunu, sinirlarini ve
etkililik bigcimini belirlerken; ©6zel miilkiyet, sermaye birikimi, finansallagma, sirket
yogunlagmasi, 6zel standartlar ve kiiresel deger zincirleri gibi ekonomik iliskilerin aldig:
tarihsel bi¢cimi de yapilandirmaktadir. Dijital teknolojik 6rgiitlenme ise ekonomik diizeyin bu
tarihsel yapilanisi igerisinde, s6z konusu iliskilerin belirli teknik aygitlar, bilgi sistemleri, veri
altyapilar1 ve koordinasyon bigimleri araciligiyla orgiitlendigi bir unsur/i¢ bolge/alan olarak
ortaya ¢ikmaktadir. Dolayisiyla gida rejiminin dijitallesme iizerindeki belirlenimi, yapiin
disaridan teknolojiye miidahale etmesi bi¢iminde degil; ekonomik diizeyi ve bu diizey
icerisindeki teknolojik orgiitlenme bdlgesinin kurulug kosullarimi yapilandirmasi yoluyla

gerceklesmektedir.

Bununla birlikte dijital teknolojik orgiitlenme, (tipki ekonomik diizeyin iliskili oldugu yapinin
edilgen bir yansimasi olmamasi gibi) ekonomik diizeyin edilgen bir yansimasi degildir.
Verilerin toplanmasi ve miilkiyet konusu haline getirilmesi, islemlerin sirket platformlarinda
merkezilestirilmesi, tiretim kararlarinin algoritmik sistemler aracilifiyla yonlendirilmesi ve
iireticilerin belirli teknik ekosistemlere baglanmasi -dogal olarak- ekonomik iligkilerin hangi
maddi ve orgiitsel bi¢imler igerisinde isleyecegini kosullandirmaktadir. Dijital teknolojik
orgiitlenme, ekonomik diizeyin bir terimi olarak bu diizeyin isleyisini, koordinasyon
kapasitesini ve yeniden iiretim kosullarin1 diizenlemektedir. Ekonomik diizey de gida
rejiminin kurucu terimlerinden biri oldugundan, dijitallesme rejimin biitliinliniin yeniden

iiretimini dolayli, ancak maddi bigimde kosullandirmaktadir.

Verilestirme, platformlasma ve algoritmik yOnetisim ayrimi, bu eklemlenmis iliskinin farkli
ugraklarini goriiniir hale getirmektedir. Verilestirme ekonomik faaliyetleri hesaplanabilir veri
nesnelerine doniistirmekte; platformlasma aktorleri, hizmetleri ve islemleri belirli sirket
altyapilari igerisinde birlestirmekte; algoritmik yonetisim iiretim ve dolasim kararlarini belirli
optimizasyon Olciitlerine gore yonlendirmektedir. Boylece bu ii¢ unsur/siireg, sirketlesmis
gida rejiminin ekonomik iligkilerinin dijital teknolojik Orgiitlenme bdlgesinde nasil
maddilestigini ve bu bdlgenin ekonomik diizey iizerinden rejimin yeniden iiretimini nasil

kosulladigin1 agiklamaktadir.
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Verilestirme

Dijital teknolojik oOrgilitlenmenin ilk unsuru/siireci olarak ele alinan verilestirme, tarimsal
iretim ve gida dolasimi igerisindeki faaliyetlerin kaydedilebilir, birlestirilebilir,
karsilastirilabilir ve hesaplanabilir veri noktalarina doniistiiriilmesi olarak tanimlanabilir.
Hassas tarim uygulamalari; iirlin ve materyal akislari, toprak 6zellikleri, zararlilarin yayilimi
ve iklim kosullar1 hakkinda daha 6nce mevcut olmayan veya sistematik bigimde toplanmayan
yeni veri noktalar1 iretmektedir. Tarim teknolojisi saglayicilart ise bu verileri
toplayabilmekte, bir araya getirebilmekte, hesaplayabilmekte ve ekonomik degere
dontistiirebilmektedir (Fraser, 2019, s. 893). Bunun yan1 sira {iriin gelisimi, girdi kullanima,
makine performansi, liretim siire¢leri, tasima ve depolama kosullari ile tiiketici faaliyetleri de
gida meta zincirinin farkli agamalarinda kullanilan dijital araclar aracilifiyla veri haline
getirilebilmektedir (Prause ve digerleri, 2021, ss. 645-6, 649). Prause, Hackfort ve Lindgren
bu farkli uygulamalarin ortak egilimini, gida zincirinin tamaminda biiyiik miktarda verinin
cikarilmasina ve analiz edilmesine yonelik artan bagimlilik olarak tanimlamaktadir (2021, s.

645-6).

Fraser’e gore hassas tarim uygulamalar1 aracilifiyla elde edilen veriler, tarim teknolojisi
saglayicilart tarafindan toplanabilmekte, birlestirilebilmekte, islenebilmekte ve satis konusu
héline getirilebilmektedir. Boylece iireticiler tarimsal iiriinle birlikte giderek artan miktarda
veri de iiretmektedir. Birden fazla ¢iftlikten elde edilen verilerin bir araya getirilmesi, s6z
konusu verileri tohum ve kimya sirketleri, makine {ireticileri, agronomik danigmanlar,
kooperatifler ve sigorta sirketleri bakimindan ekonomik bir kaynaga doniistiirebilmektedir.
Fraser’in “veri kapma” kavrami, ise tarim teknolojisi saglayicilarinin iireticilerin meydana
getirdigi verileri toplama ve kullanma bakimindan ayricalikli bir konum kazanmasina,
iireticilerin verileri lizerindeki denetimlerini kaybedebilmesine ve bu verilerden tiretilen deger
veya gelirin {reticilerle paylasiimamasina dikkat ¢ekmektedir (Fraser, 2019, ss. 893, 895-6,
899-900).

Verilestirme, tarimsal gercekligin ndtr ve eksiksiz bigimde dijital ortama aktarilmasi olarak
anlasilmamalidir. Bronson ve Knezevic, biiylik verinin belirli toplumsal ve teknik baglamlar
icerisinde insanlar tarafindan cer¢evelendigini ve yorumlandigini; verilerin kendiliginden
mevcut olmayip iretilmesi gerektigini vurgulamaktadir. Bu dogrultuda yazarlar, tarimsal
verilerin tliretim, depolama ve kullanim kosullarinin belirlenmesine kimlerin katildigi, hangi

tir verilerin toplanacagma kimlerin karar verdigi ve bazi tarimsal sistemlerin maddi
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gercekliklerinin nicel veri toplama araclari ile temsil edilip edilemeyecegi sorularini giindeme
getirmektedir (Bronson & Knezevic, 2016, ss. 2-3). Bu sorulardan hareketle verilestirme,
yalnizca mevcut gercekligi kaydeden teknik bir islem degil, tarimsal gergekligin belirli
yonlerini Olgiilebilir ve miidahale edilebilir héale getiren secici bir siire¢ olarak

degerlendirilebilir.

Bununla birlikte verilestirme, ekonomik diizeyin ya da gida rejiminin edilgen bir yansimasi
olarak diistiniilmemelidir. Fraser, hassas tarim uygulamalarinin giftlik faaliyetlerine iliskin
verilerin izlenmesini ve yonetilmesini kolaylastirdigini; bu verilerin teknoloji saglayicilart
tarafindan toplanarak analiz edilebilir ve ekonomik degere doniistiiriilebilir hale getirildigini
gostermektedir (Fraser, 2019, ss. 898-9). Prause ve arkadaslar1 ise dijital finans
uygulamalarinda cift¢ilerin kredi degerliliginin ¢iftlik faaliyetleri ve ¢evresel veriler iizerinden
hesaplandiginit ve bu uygulamalarin disipline edici sonuclar dogurabildigini belirtmektedir
(Prause ve digerleri, 2021, s. 648). Bu oOrnekler, verinin iiretim, finansman ve denetim
iligkilerinin maddi bir bileseni haline gelerek ekonomik diizeyin isleyisini kosullandirdigini

gostermektedir.

Verinin kosullandirict etkisi, tek basina yeni ekonomik iligkiler yaratmasindan degil; miilkiyet
haklari, kullanict s6zlesmeleri, platformlar, algoritmalar ve sirket stratejileriyle
eklemlenmesinden kaynaklanmaktadir. Kullanicit sdzlesmeleri sirketlere ¢iftlik verilerini
toplama ve kullanma imkani verirken, veri sahipligi, erisim, mahremiyet ve giivenlik
sorunlarint da giindeme getirmektedir (Fraser, 2019, ss. 895-6, 899-900). Tarim-gida
sirketleri bu verilerden ekonomik deger iliretmekte ve {ireticiler lizerindeki denetimlerini
giiclendirmektedir (Prause ve digerleri, 2021, ss. 651-2). Bu baglamda gida rejimini bagimsiz
olarak belirlemeyen verinin; ancak miilkiyet ve platform iligkileri cergevesinde

orgiitlendiginde rejimi ilkesel olarak kosullandirdigi sdylenebilir.

Ayrica belirtmek gerekir ki verilestirme sadece ekonomik iligkilerle degil, hukuki ve
kurumsal diizenlemelere de bagli olarak bicimlenir. Ciftlik yonetim sistemlerinin gida
giivenligi, sertifikasyon standartlarina ve sdzlesme sartlarina uygun belgeleme islevi tagimast,
hukuki ve kurumsal iligkilerin verilestirme bolgesinin kurulusuna katildigini; verilestirmenin
de standartlarin uygulanmasini teknik olarak kosullandirdigini gostermektedir (Fraser, 2019,

ss. 898-9; Prause ve digerleri, 2021, s. 650).

Platformlagma
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Prause ve digerleri ile Carolan tarafindan giicli bir sekilde iizerinde yogunlasilan
“platformlagma” kavrami ise bu c¢aligmada dijitallesmenin bir diger unsuru/siireci olarak
belirlenmis olup kavram; gida zincirindeki aktorlerin, hizmetlerin, verilerin ve ekonomik
islemlerin dijital altyapilar araciligiyla birbirine baglanmasini ifade etmektedir. Ciftlik
yonetimi, girdi satisi, agronomik danigmanlik, kredi, sigorta, iiriin ticareti, lojistik ve
perakende gibi farkli faaliyetler ayn1 platform ekosistemi igerisinde biitlinlestirilebilmektedir.
Prause, Hackfort ve Lindgren, dijital platformlarin tarimsal iiretimden ticaret, tasima,
depolama ve perakendeye kadar gida meta zincirinin farkli asamalarinda kullanildigini

gostermektedir (Prause ve digerleri, 2021, ss. 645-6).

Platformlar yalnizca aktorler arasindaki iletisimi kolaylastiran tarafsiz aracilar degildir.
Platformu isleten sirket, sisteme erisim kosullarini, hangi hizmetlerin birbiriyle
iliskilendirilecegini, hangi verilerin toplanacagini ve kullanicilarin hangi segeneklerle
karsilasacagin1  diizenleyebilmektedir. Platformlasma bu nedenle ekonomik iliskilerin
sirketlerin denetimindeki dijital altyapilarda merkezilestirilmesini ve platform sahibinin

koordinasyon kapasitesinin genislemesini ifade etmektedir.

Platformlasmanin aldig1 bi¢im, sirketlesmis gida rejiminin sirket yogunlasmasi, finansallagma
ve dikey biitiinlesme egilimleri igerisinde belirlenmektedir. Biiyiik tarim-gida sirketleri
platformlar1 yalnizca yazilim satigindan gelir elde etmek i¢in degil, tohum, pestisit ve tarim
makineleri gibi temel iiriinlerini desteklemek, kullanici verilerini toplamak ve tireticileri kendi
iriin ekosistemlerine baglamak amaciyla da gelistirmekte veya satin almaktadir. Boylece daha
once ayri alanlarda gergeklesen girdi satisi, liretim yonetimi, danigsmanlik ve veri analizi ayni

sirket altyapisi icerisinde biitliinlesebilmektedir (Prause ve digerleri, 2021, ss. 647-9).

Bununla birlikte platformlasma, sirketlesmis gida rejiminin ekonomik iliskilerinin edilgen bir
yansimasi degildir. Girdi satin alma, liretim planlama, kredi kullanma, {iriin satma ve
standartlara uyumu belgeleme gibi faaliyetler aym1 platform iizerinden yiritiildiigiinde,
ekonomik islemlerin gergeklesme bi¢imi platformun teknik mimarisi tarafindan
kosullandirilmaktadir. Her tekil platform bdylece yalnizca piyasadaki aktorlerden biri degil,
aktorler arasindaki iliskilerin gergeklestigi altyapinin diizenleyicisi haline gelebilmektedir

(Carolan, 2020, s. 1041; Prause ve digerleri, 2021, ss. 648-9).

Carolan, dijital tarim platformlarini ¢iftciler, algoritmalar, makineler, iirlinler, mekanlar ve
iretim pratikleri arasindaki iligkileri drgiitleyen sosyo-teknik bilesimler olarak ele almakta ve

bu bilesimin farkli noktalarinda ortaya cikan kilitlenme egilimlerine dikkat ¢ekmektedir
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(Carolan, 2020, s. 1041). Bu yaklasim, platform giiciiniin yalnizca sirket miilkiyetine veya
pazar payma dayanmadigini; veri formatlari, yazilim ve donanim uyumluluklar: ile
platformun giindelik {retim pratiklerine yerlesmesi yoluyla da isledigini gostermektedir.
Boylece platformlar, {ireticilerin bagka bir sisteme ge¢mesini zorlastirarak ekonomik

bagimlilig: tiretimin teknik drgiitlenmesi igerisinde kurumsallastirabilmektedir.

Dolayistyla platformlar, ekonomik diizeyi veya gida rejimini bagimsiz olarak
belirlememektedir. Platformlarin kurulus bi¢imi; sermaye yatirimlari, sirket stratejileri, fikrl
miilkiyet iligkileri ve veri diizenlemeleri ile belirlenirken; kurumsallasan platformlar da
ekonomik islemlerin gerceklestigi altyapiyr diizenlemektedir. Platformlarin veri akiglarina,
teknik uyumluluklara ve giindelik iiretim pratiklerine yerlesmesi, sirket yogunlasmasi, dikey

biitiinlesme ve iiretici bagimlilig: gibi iligkilerin yeniden tiretimini kosullandirmaktadir.
Algoritmik yonetisim

Algoritmik yoOnetisim, bu calisma baglaminda verilestirilen iiretim ve dolasim siireglerinin
algoritmik sistemler araciligiyla siniflandirilmasi, degerlendirilmesi, tahmin edilmesi ve
yonlendirilmesi ifade etmektedir. Bu terim Prause ve digerlerinde, finansallasma baglaminda
dijital teknolojilerin alabilecegi bir form olarak Gruin (2019)’den alinarak kullanilmistir.
(2021, s.648) Ancak genel olarak diisiiniildiigiinde tarimsal faaliyete iligkin her dijital sistem;
iiriin se¢imi, ekim zamani, sulama, giibreleme, pestisit kullanimi, hasat, depolama,
fiyatlandirma, kredi tahsisi ve satis zamani gibi konularda tavsiye veya otomatik karar
iiretebilmektedir. Algoritmik yonetisim bu nedenle verinin yalnizca saklanmasi ya da sadece

finansal se¢ilim ile ilgili degildir; tarimsal faaliyetin biitliniinii ilgilendirir.

Algoritmik sistemlerin hangi amaclara gore ¢alisacagi, sirketlesmis gida rejiminin ekonomik
diizeyi igerisinde belirlenmektedir. Kapitalist tiretimin karlilik ilkesi dolayiminda verimliligin
ylikseltilmesi, girdi maliyetlerinin azaltilmasi, isgiicii performansinin Ol¢iilmesi, riskin
hesaplanmasi, tedarik siirelerinin kisaltilmasi ve satislarin artirilmasi, algoritmik modellerin
baslica optimizasyon hedefleri olarak ortaya c¢ikmaktadir. Ekonomik ve kurumsal olarak
algoritmalarin teknik isleyisi tanimlanmaktadir. Bu tanimlama ¢ercevesinde 6rnegin (Prause
ve arkadaglarinin degindigi) dijital finans uygulamalari, {reticilerin kredi degerliligini
(psikometrik veriler, ciftlik faaliyetleri ve c¢evresel kosullara iliskin veriler iizerinden)
hesaplamaktadir (2021, s.648). Boylece krediye erisim, yalnizca banka ile iiretici arasinda
gerceklestirilen bir degerlendirme olmaktan c¢ikarak, iireticinin davraniglarin1 ve ¢iftlik

faaliyetlerini sayisal kategorilere doniistiiren tekno-algoritmik bir siire¢ haline gelmektedir.
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Algoritmik yonetisimin “dijital Taylorizm” baglaminda emek ve tiretim siire¢lerinde de ortaya
cikma potansiyeli, vardir. Ciftlik yonetim platformlarinda islerin  6lgiilmesi,
standartlagtirilmasi ve siirekli gdzetim altinda tutulmasi, tarimsal emek iizerinde yeni denetim
bicimleri yaratmaktadir. Bu durum da tarimsal emegin vasifsizlasmasina ve yerel tarimsal
bilginin ikincillesmesine yol acabilecek bir tehlike tasimaktadir (Prause ve digerleri, 2021, s.
649). Ciftcilerin deneyime, yerel ekolojik kosullara ve kusaklar boyunca aktarilan bilgiye
dayanan kararlar, sirketler tarafindan gelistirilen veri modellerinin onerileriyle yer degistikce
algoritma giderek dogrunun tek ve mutlak 6l¢iitii haline gelebilecektir. Atasoy’a gore veriyle
yonetisimin giderek artan egemenliginde algoritmaya atfedilen ‘“ahlaki giiven” sayesinde
ciftciler kararlarini bireysel olarak degil, sirketlerin, danismanlarin, platformlarin ve kamusal
kurumlarin olusturdugu aglar icerisinde almaktadir (2025, 1299). Bu cercevede teknik,
tarafsiz ve siyaset dis1 olarak sunulan uzmanlik bilgisinin belirli hedefleri depolitize etmesinin
(Atasoy 2025, 1304) algoritmik yonetisimin siyasal ve kurumsal boyutunu giiclendirdigi iddia
edilebilir.

Ancak belirtmek gerekir ki algoritmalarin tasarlanmasi, optimizasyonu, kosullanmasi; hukuki,
ekonomik, siyasal ve kurumsal tercihlere baghdir. Atasoy algoritmik modellerin biiyiik veriyi
tarafsiz bigimde temsil etmedigini; hangi gostergelerin secilecegi, hangi bilgilerin
sayisallastirilacagi ve hangi verilerin model disinda birakilacagi konusunda se¢ici oldugunu
belirtir (2025, 1297-8). Prause ve arkadaslarmin gosterdigi gibi agik kaynakli, iireticilerin veri
tizerindeki denetimini koruyan veya agro-ekolojik iiretimin ihtiyaglarina gore gelistirilen
sistemler farkli yonelimler tasiyabilmektedir. (Prause ve digerleri, 2021, ss. 650). Algoritmik
yonetigimin farkli kurumsal ve teknik diizenlemeler altinda farkli etkiler tiretebilmesi, dijital
teknolojik orgiitlenmenin yapisal olarak belirlendigini; ancak somut teknik big¢imlerinin ve

sonuclarinin tek, zorunlu ya da kaginilmaz olmadigin1 gostermektedir.

Dolayistyla denilebilir ki tarihsel olarak belirlenen algoritmik yonetisim rejimin yeniden
iiretilmesi geregi ekonomik zorunluluklar ve politik ideolojik secimler tarafindan belirlenir.
Ancak algoritmik sistemler de rejimin bu kendini varedisinde hangi iireticinin krediye
erisecegini, hangi {irlinlin yetistirilecegini, ne miktarda girdi kullanilacagin1 ve emegin nasil
denetlenecegini yonlendiren maddi bir kapasitesi ile ekonomik yapir dolayiminda rejimi

kosullar.

Degerlendirme
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Verilestirme, platformlasma ve algoritmik yonetisim, yapisallifin 6zgiilliigii geregi farklh
iilkelerde, iiriin zincirlerinde ve kurumsal baglamlarda farkli yogunluklarda ortaya ¢ikabilen
0zerk unsurlarin eklemlenmesi olarak diisiiniilmelidir. Bu unsurlar sirketlesmis gida rejiminin
ekonomik diizeyi igerisinde isleyen dijital teknolojik 6rgiitlenmenin farkli ugraklar: olarak ele
alinmas1 gereken ekonomik {iretim pratiginin terimleridir. Bu pratik geregince bu unsurlar
hammaddelerini doniistiiriirler. Verilestirme, tarimsal {iretim ve gida dolasimi igerisindeki
faaliyetleri  kaydedilebilir, karsilastirilabilir  ve  hesaplanabilir ~ veri  nesnelerine
dontstiirmektedir. Platformlasma, bu verileri tlreten aktorleri, hizmetleri ve ekonomik
islemleri belirli dijital altyapilar icerisinde birbirine baglamakta ve merkezilestirmektedir.
Algoritmik yonetisim ise toplanan verileri siniflandirma, puanlama, tahmin ve tavsiye liretimi

aracilifiyla iiretim, finansman, emek ve dolasim kararlarina doniistiirmektedir.

Verilestirme, platformlarin islemesi i¢in gerekli bilgisel kaynagi liretmektedir. Platformlar,
farkli ¢iftliklerden, makinelerden, ticari islemlerden ve hizmetlerden elde edilen verileri ortak
bir altyapida bir araya getirerek algoritmik degerlendirmeyi miimkiin kilmaktadir. Algoritmik
sistemler de trettikleri tavsiyeler, tahminler ve siniflandirmalar araciliiyla daha fazla iiretim
faaliyetinin Ol¢iilmesini ve platform {izerinden yiiriitiilmesini tesvik edebilmektedir. Bu
unsurlarin  eklemlenmesiyle dijitallesme, teknolojik oOrgilitlenmenin ekonomik diizey
icerisindeki etkililigini genisletebilmektedir. Ug siirecin eklemlenmesi, dijital teknolojik
orgiitlenme ile sirketlesmis gida rejimi arasindaki belirlenim ve kosullandirma iligkisinin
somutlagtirilmasin1 saglamaktadir. Dijital teknolojik oOrgiitlenme, gida rejiminin ekonomik
diizeyinden bagimsiz bir diizey degildir; ekonomik diizey igerisinde olusan 6zgiil bir bolgedir.
Bu boélgenin hangi amaglara yoneltilecegi, hangi aktorlerin denetiminde kurulacagi ve hangi
teknik bicimleri alacagi; 6zel miilkiyet, sermaye birikimi, finansallagma, sirket yogunlasmasi,
fikri miilkiyet ve kiiresel meta zincirleri gibi ekonomik iligkiler tarafindan
yapilandirilmaktadir. Ekonomik diizey, gida rejiminin diger diizeyleriyle eklemlenmis
durumdadir. Bu nedenle dijital teknolojik oOrgilitlenme yalnizca dar anlamdaki ekonomik
gereksinimler tarafindan belirlenmemektedir. Hukuki diizenlemeler, devlet politikalari,
kurumsal standartlar, jeopolitik iligkiler ve dijitallesmeye yonelik ideolojik yonelimler de bu
orgiitlenmeyi Ustbelirlemektedir. Bununla birlikte dijital teknolojik orgiitlenme, kendisini
belirleyen ekonomik iliskilerin edilgen bir yansimasi degildir. Verilestirme, ekonomik
faaliyetlerin hangi yonlerinin Ol¢iilebilir ve karsilastirilabilir hale gelecegini; platformlasma,
aktorler ve islemler arasindaki iliskilerin hangi altyapilar lizerinden yiiriitiilecegini; algoritmik

yonetigim ise iiretilen verilerin hangi odlgiitlere gore ekonomik kararlara donistiiriilecegini
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diizenlemektedir. Boylece dijital teknolojik drgiitlenme, bir bdlgesi oldugu ekonomik diizeyin
iiretim, dolasim, finansman, bilgi ve denetim iligkilerinin ger¢eklesme bi¢imini maddi olarak
diizenlemektedir. Bir iistbelirlenim olarak diislintilmesi gereken bu diizenlenmisligi sayesinde
ekonomik iligkiler biitiinii, kurucu bir terimi oldugu gida rejiminin kosullayicisi olarak islev
goriir. Gida rejimi, ekonomik diizeyin yapi icerisindeki konumunu ve tarihsel bi¢imini
belirlemekte; ekonomik diizeyin bu yapilanist da dijital teknolojik orgiitlenmenin kurulusg
kosullarin1 bigimlendirmektedir. Dijital teknolojik orgiitlenme ise ekonomik iliskilerin hangi
aygitlar, veri big¢imleri ve koordinasyon mekanizmalar1 aracilifiyla isleyecegini
diizenlemektedir. Ekonomik diizey gida rejiminin kurucu bir terimi oldugundan, dijital
teknolojik orgiitlenmenin ekonomik diizey iizerindeki kosullandirict etkisi rejimin biitliniiniin
yeniden {iretimine dolayimli olarak katilmaktadir. Dolayisiyla dijital teknolojiler, ne
sirketlesmis gida rejimini disaridan doniistiiren 6zerk giiclerdir; ne de ekonomik iligkilerin

higbir 6zgiil etkililigi bulunmayan basit araglaridir.
Sonug

Tarimsal dijitallesmeye dair literatiirii gida rejimi yaklagimi ¢ergevesinde ele alan bu calisma,
teknolojiyi, rejime disaridan etki eden bagimsiz bir neden veya ekonomik iligkilerin edilgen
bir sonucu olarak goérmeden; gida rejiminin iginde konumlandirmistir. Bu dogrultuda gida
rejimi; yapisalct baglamda celigkili bir temel birlik olarak varsayilmistir. Teknolojik
orgiitlenme ise bu yapiyla ayni statiide bulunan bagimsiz bir diizey olarak degil, iiretim,
miilkiyet, vb. iliskiler gibi gida rejiminin ekonomik diizeyi igerisinde ama ekonomik diizeyi

tarihsel olarak kuran 6zgiil bir bolge olarak tasarlanmigtir.

Bu baglamda yapilan karsilastirmali tarihsel analiz gostermektedir ki, dogrusal bir teknik
ilerleme giizergahi izlemeyen teknolojik oOrgilitlenme her rejimin 6zgiil birikim, miilkiyet,
devletlerarasi diizen ve emek iliskileri icerisinde farkli bir bi¢im kazanmistir. Birinci gida
rejiminde ulagtirma, depolama ve mekaniklesme teknolojileri kolonyal-yerlesimei tarim
bolgelerini  Avrupa sanayi merkezlerine baglamig; ikinci rejimde mekaniklesme,
kimyasallagsma ve Yesil Devrim teknolojileri devlet destekli ulusal agro-endiistriyel yapilarin
kurulusuna katilmistir. Sirketlesmis gida rejiminde ise biyoteknolojik miidahale artmus, fikri
miilkiyet ve dijital altyapilarla eklemlenmis ve iiretim siireclerinin ulusotesi sirketler
tarafindan daha yogun bi¢imde koordine edilmesinin oOnii agilmigtir. Bu farklilagsma,

teknolojinin rejimlerden bagimsiz bir gelisme manti§ina sahip olmadigini; rejimsel yapinin
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teknolojik Orgiitlenmenin kurulus kosullarin1  belirledigini, kurumsallasan teknolojik

orgiitlenmenin de rejimin maddi isleyisini kosullandirdigini ortaya koymaktadir.

Paralel olarak dijital gelisme; sirketlesmis gida rejiminin ekonomik diizeyini meydana getiren
ozel miilkiyet, sermaye yogunlasmasi, finansallagma, fikri miilkiyet, sirket egemenligi ve
kiiresel meta zincirlerinden bagimsiz degildir. Dijital teknolojilerin hangi problemlere
yoneltilecegi, kimler tarafindan gelistirilecegi, verilerin kimlerin denetiminde bulunacagi ve
dijital hizmetlerin hangi kurumsal bicimler altinda sunulacagr bu iligkiler icerisinde
belirlenmektedir. Bununla birlikte, ekonomik diizey de gida rejiminin diger kurucu
diizeylerinden bagimsiz olmadigi i¢in dijital teknolojik drgiitlenme, hukuk, devlet politikalari,
diizenleyici standartlar, ideolojik sOylemler ve jeopolitik iligkiler tarafindan da

belirlenmektedir.

Calismada dijital teknolojik orgilitlenmenin isleyisi verilestirme, platformlasma ve algoritmik
yonetisim olmak iizere birbiriyle baglantili ili¢ unsur/siire¢ lizerinden incelenmistir. Bu
unsurlar bir altyapilasma mantig1 i¢inde farkli baglamlarda farkli bicimlerde eklemlenebilen
analitik ugraklar olarak diisiiniilmelidir. Verilestirme, tarimsal faaliyetleri kaydedilebilir ve
hesaplanabilir veri nesnelerine doniistiirmektedir. Platformlagma, aktorleri, hizmetleri, verileri
ve ekonomik islemleri belirli dijital altyapilar igerisinde bir araya getirmektedir. Algoritmik
yoOnetisim ise toplanan verileri iiretim, finansman, emek ve dolagim kararlarin1 yonlendiren

siiflandirma, tahmin, puanlama ve tavsiye araglarina doniistiirmektedir.

Ug siirecli ayrimin temel islevi, gida rejimi ile dijital teknolojik orgiitlenme arasindaki
belirlenim—kosullandirma iligkisini somutlagtirmaktir. Sirketlesmis gida rejimi ekonomik
iligkilerde var olurken, bu varolus verilestirme, platformlagsma ve algoritmik ydnetisim
unsurlart ile kosullanmaktadir. Ekonomik diizeyi belirleyen bagimsiz bir neden olmayan
dijital teknolojik Orgilitlenme bu yolla {iiretim, dolasim, finansman, bilgi ve denetim
iligkilerinin isleyisini diizenleyen maddi bir kapasiteye sahiptir. Ekonomik diizeyin gida
rejiminin kurucu bir terimi olmasi nedeniyle bu kosullandirma, rejimin yeniden iiretimine

dolayl1 olarak katilmaktadir.

Bu yaklagimla temel amag, dijitallesme olgusunu kavrarken hem teknolojiyi mutlak
belirleyici olarak sabitleyen teknolojik determinizmden hem de dijital aygitlar1 yalnizca
sermayenin Onceden kurulmus amaclarim1 uygulayan etkisiz araglar olarak degerlendiren
teknolojik indirgemecilikten uzak bir bakis acis1 sunabilmektir. Bu bakis agisi ¢ergcevesinde

dijitallesme (ve tabii teknoloji) bir iliskisellik bi¢imi olarak toplumsalligin maddi isleyisine
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yerlestirilerek ve onlarin gergeklesme imkanlarini ve sinirlarimi  diizenleyen bigimde
kavranmigtir. Bu anlamda teknolojik orgiitlenme toplumun yeniden
iiretilmesinin/orgiitlenmesinin bir parcasidir. Bu yeniden iiretimin bir araci/parcasi olarak
dijital teknolojiler; 6zel miilkiyet, sirket yogunlasmasi, finansallagma ve kiiresel meta
zincirlerine dayali temel iligkileri biiylik 6lciide siirdiirmekte; ayni zamanda veri temelliikii,
platform denetimi ve algoritmik yonlendirme araciligiyla bu iligkilerin igleyis bi¢imlerini gida

rejimininin hayatiyetini miimkiin kilacak bicimde doniistiirmektedir.

Sonug olarak teknoloji ile gida rejimi arasindaki iligki, iki bagimsiz alan arasindaki karsilikli
etkilesim bi¢iminde degil; yapi, diizey ve bolge baglantist {izerinden yapinin terimlerinde
ickin olarak varodugu bir metonimi iliskisi igerisinde kavranmalidir. Gida rejimi ekonomik
diizeyin tarihsel konumunu belirlemekte; ekonomik diizey icerisindeki dijital teknolojik
orgiitlenme de bu diizeyin maddi isleyisini diizenleyen bir yapi etkisi olarak rejimin yeniden
iretimine katilmaktadir. Bu kavramsallastirma, dijital tarimi yalnizca yeni araglarin
yayginlagsmasi olarak degil, sirketlesmis gida rejiminin ekonomik iligkilerinin teknik, bilgisel

ve Orgiitsel bi¢imlerde yeniden diizenlenmesi olarak analiz etmeyi miimkiin kilmaktadir.
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CYBER SECURITY IN THE AGE OF ARTIFICIAL INTELLIGENCE
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Declaration”

With the acceleration of digitalization, cyberspace has become one of the most important
areas of competition between states, economic conflicts of interest and social interactions.
Especially when evaluated in the context of the developments in the last 10 years, the increase
in the dependence of critical infrastructures on digital networks, the transfer of public services
to online platforms and the fact that artificial intelligence (AI)-supported technologies have
become an integral part of daily life have revealed that cyber security is not only a technical
issue, but rather one of the basic components of national and international security. Today's
cyber attacks are no longer considered only as isolated incidents targeting information
systems, but also as multidimensional security problems that directly affect economic
stability, democratic processes, critical infrastructures and national security strategies of

states.

Al has brought about a paradigm shift in the field of cybersecurity in recent years. While
rapid advances in machine learning, deep learning, and especially generative Al applications
have significantly increased defense capacity in threat detection, anomaly analysis, incident
response, and malware analysis, they have also brought new risks such as automating
cyberattacks, preparing advanced phishing campaigns, synthetic media production, and rapid
exploitation of vulnerabilities. Therefore, Al should be considered not only as a protective
technology or a new threat source in terms of cyber security, but also as a dual-use strategic

technology that transforms the nature of competition between attack and defense.

However, it would be an incomplete approach to evaluate the impact of Al on cyber security
only through technological developments. The real transformation lies in the fact that Al is
changing the functioning of the international security environment by increasing the speed,
scale, level of autonomy and uncertainties of cyber conflicts. Many cyber operations, which
traditionally required high technical expertise, significant financial resources and long

preparation processes, can be carried out at lower costs, in less time and on a larger scale

* Prof. Dr. At International Relations, ATU, merendor@atu.edu.tr
* The opinions expressed belong to the authors only and do not reflect the official position of the institutions they
are affiliated with.
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thanks to Al This situation facilitates the access of not only states but also organized crime
organizations, terrorist organizations, private companies and individual actors to advanced

cyber capacities, thus reshaping the distribution of cyber power.

In this context, the main issue in the age of Al is not whether the technology will be used in
the field of cyber security. The main question is how this technology will be managed in a
way that supports international peace and security, in line with which normative principles it
will be limited, and with which governance mechanisms will new risks be controlled. The
widening gap between the pace of development of technological innovations and the
compliance capacity of international law, ethical principles and institutional regulations
constitutes one of the most important security problems of today. Therefore, the relationship
between Al and cybersecurity should be considered not only as a technical transformation but
also as a structural issue that shapes the future of international governance, strategic stability,

and global security architecture.
How is AI Changing the Character of Cyber Conflicts?

The transformation in the field of cyber security is often explained through new attack
techniques or advanced defense tools. However, the impact of Al is much deeper than adding
a new dimension to existing cyber threats. The real change is manifesting in the way cyber
conflicts are conducted, in the capacity of the actors and in the nature of strategic calculations.
In other words, Al transforms the speed, scale, autonomy and accessibility of existing threats

rather than creating an entirely new threat landscape in cyberspace.

In the past, carrying out an advanced cyber operation required high technical expertise, long
preparation processes, strong financial resources and qualified human resources. State-
sponsored advanced persistent threat groups have therefore been at the top of the cyber power
hierarchy for many years. Today, generative Al and large language models significantly
facilitate the processes of generating code, analyzing security vulnerabilities, preparing
phishing content, and developing malware, even for actors with a certain amount of technical
knowledge. This indicates a new trend that can be expressed as the democratization of cyber
operations. Of course, Al alone does not create an advanced attack capacity, but it lowers the
barriers to entry by reducing the need for technical knowledge and makes it possible for a

wider group of actors to access advanced cyber tools.
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This transformation not only increases the diversity of actors, but also radically changes the
pace of cyber operations. Al-powered systems can analyze network traffic in real-time,
automatically detect security vulnerabilities, and manage attack or defense processes without
human intervention under certain conditions. Thus, the time between decision-making and
implementation is getting shorter and shorter, and interactions that take place in seconds or
even milliseconds push the limits of human control. This increases the risk of false alarms,
erroneous judgments or involuntary escalation, especially in times of crisis. In this new
environment where speed gains strategic importance, the capacity of decision-makers to

evaluate events and develop appropriate reactions is gradually narrowing.

Another element that Al is transforming is the scale of cyber operations. While phishing
attacks carried out with traditional methods are prepared for a certain number of targets,
generative Al can produce messages that can be sent to millions of people in a short time,
grammatically correct and tailored to the target. Similarly, synthetic audio and video
technologies increase the persuasiveness of social engineering attacks and make
disinformation campaigns aimed at manipulating public opinion more effective. Therefore, Al
strengthens not only attacks targeting technical systems but also cognitive security threats
centered on the human factor. This development demonstrates that cybersecurity is no longer
merely a matter of safeguarding networks and information systems, necessitating a broader
understanding of security that encompasses the preservation of the information ecosystem and

societal trust.

However, the impact of Al is not limited to its attack capacity alone. The same technologies
also provide significant advantages in the field of defense. Analyzing large datasets, detecting
anomalous network behavior, processing threat intelligence, and automating incident response
processes allow defenders to achieve significant gains in speed and accuracy. Especially in
the protection of critical infrastructures, Al-supported early warning systems can identify
patterns that human operators may have difficulty noticing and enable faster reactions to

possible attacks.

Yet, this does not mean that there is a definite superiority between attackers and defenders.
On the contrary, Al emerges as a technology that constantly increases the tempo of
competition instead of making one of the parties permanently advantageous. As defense
systems become stronger with Al, attackers develop more complex and adaptable methods

using the same technology. Thus, a constantly renewed and accelerating technological
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competition cycle is formed in the field of cyber security. This cycle dictates that security can
no longer be achieved through static measures, necessitating defense approaches that

continuously learn, adapt, and innovate.

As a result, the most important impact of Al on cyber security is not that it gives the offensive
or defense side an absolute superiority. The real transformation lies in changing the strategic
logic of cyber conflicts. The fact that operations are becoming faster, more autonomous, more
scalable and more uncertain raises new questions in a wide range of areas, from threat
perceptions of states to crisis management, from deterrence strategies to international
cooperation mechanisms. Therefore, understanding the impact of Al on cybersecurity requires
not only following technological developments but also analyzing how these developments

are reshaping the international security order.
Governance Gap, Attribution Problem, and the Future of Cyber Deterrence

The effects of Al in the field of cyber security are often evaluated through the increase in
technical capacity. However, the real importance of this technology in terms of international
security stems from the difficulty of existing governance mechanisms in adapting to the new
dynamics created by Al-supported cyber operations. In other words, the main problem we
face today is not the technological progress itself, but the inability of the legal, institutional
and normative framework to regulate this progress to develop at the same pace. This situation

creates a "governance gap" that is getting deeper.

Cyberspace is an environment that inherently extends beyond national borders and in which
numerous non-state actors operate. Al makes this structure even more complex. Today, not
only governments but also technology companies, organized crime organizations, private
security firms, open source developer communities, and individual actors can access Al-based
tools and use them for different purposes. In such an environment, it is becoming increasingly
difficult to ensure security only with state-centered approaches. Cybersecurity is no longer
just a military or technical issue, but a multidimensional security area at the intersection of

public policy, international law, private sector management, and digital governance.

One of the most important consequences of Al-supported cyber operations is that it further
complicates the citation problem, which has been one of the main problems of cyber security
literature for many years. It is already technically and politically difficult to determine the

exact identity of the attacker in cyber attacks. Attacks are routed through servers located in
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different countries, using third-party infrastructure, or conducted through proxy actors,
making it difficult to determine responsibility. Al takes this uncertainty to a new level.
Adaptive malware, attack systems that can make automatic decisions, and algorithms that can
generate synthetic digital traces can make it possible to deliberately hide the source of the
attack or produce false evidence that makes different actors look guilty. This situation directly

affects not only technical analysis processes but also political decision-making mechanisms.

The deepening of the citation problem has important consequences in terms of cyber
deterrence. The classical understanding of deterrence is based on the ability to identify the
potential attacker, increase the cost of the attack, and provide a reliable response when
necessary. Yet, when there is a high level of uncertainty about the perpetrator of the attack,
the credibility of the threat of retaliation weakens and the deterrence mechanism loses its
effectiveness. The speed, automation, and anonymity provided by Al-powered cyber
operations make this issue even more pronounced. States are often forced to make political
decisions without being able to definitively identify the actor behind the attack, which can

lead to either unnecessarily harsh reactions or passive approaches that weaken deterrence.

More importantly, the increasing use of Al in decision support systems poses new risks in
terms of crisis management. Today, many governments use Al-based analysis systems in the
detection, prioritization and evaluation processes of cyber threats. Although these systems are
capable of processing large amounts of data in a short amount of time, algorithmic errors,
incomplete data sets, or deliberate manipulations can result in inaccurate threat assessments.
Especially in times of international crisis, the unquestioned acceptance of an erroneous
warning generated by Al by human decision-makers can increase the risk of miscalculation.
In such a scenario, the issue is not merely a technical error but a vulnerability that could

directly impact strategic stability.

For this reason, cyber security discussions in the age of Al cannot be carried out only on
attack and defense capacity. The real issue is how to develop the institutional and normative
capacity to manage the effects of Al on the international security architecture. Today,
although the rules of international law regulating the behavior of states, norm development
studies carried out within the United Nations, and various regional initiatives are important
steps, they are far from comprehensively solving the problems posed by Al-supported cyber

operations. In particular, issues such as algorithmic responsibility, accountability of Al
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systems, the limits of autonomous cyber operations, and the role of the private sector in

international security remain significantly unclear.

Therefore, maintaining strategic stability in the age of Al is not only possible by developing
more advanced defense technologies. At the same time, it is necessary to strengthen
confidence-building measures between states, establish common norms, develop information
sharing mechanisms, and institutionalize multi-stakeholder governance models involving the
private sector. Otherwise, the gap between technological developments and governance
capacity will gradually widen, which will deepen the uncertainty in cyberspace instead of
reducing it. The main challenge faced in the age of Al-supported cyber security is not to
achieve technological superiority, but to manage technological transformation with common

rules and institutions that will support international stability.
The Future of Cybersecurity in the Age of Al: Bridging the Governance Gap

While Al-powered cybersecurity discussions focus on the pace of technological innovations,
they often push the institutional and political consequences of this transformation to the
background. However, the factor that will be decisive in terms of international security is not
how much AI will develop, but within the framework of which rules, principles and
governance mechanisms this technology will be used. The main problem experienced today is
that technological capacity has surpassed international governance capacity. Therefore, the
top priority of the coming period is to develop an inclusive and applicable governance

framework that will reduce the risks posed by Al-powered cyber operations.

The first element of such a framework is the updating of international norms. While the
principles developed to date regarding responsible state behavior in cyberspace provide an
important foundation, they fall short of covering new problem areas such as the autonomy of
Al-powered systems, algorithmic decision-making processes, and synthetic content
generation. In particular, clearer international principles need to be developed regarding the
conditions under which states will assume responsibility in Al-based cyber operations, the
legal nature of Al-supported decisions, and the limits of autonomous attacks on critical
infrastructure. In this context, rather than a new and comprehensive international treaty,
updating the existing normative framework according to the needs of the Al age seems to be a

more realistic and feasible approach.
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Secondly, it is inevitable to strengthen the understanding of multi-stakeholder governance.
Technology companies, cloud service providers, cybersecurity firms, and open-source
software communities play critical roles in the development and operation of Al technologies.
Therefore, the future of cyber security cannot be shaped solely by diplomatic negotiations
between states. Multi-stakeholder mechanisms that increase information sharing between
public institutions, the private sector, academia and civil society, develop common standards
and ensure coordination in times of crisis will be one of the basic elements of security in the

age of AL

Third, the international community needs to expand confidence-building measures to include
the Al dimension. Communication channels and crisis management mechanisms similar to
those developed in the nuclear field during the Cold War are becoming increasingly important
for cyberspace. Especially considering the potential of Al-powered cyber operations to lead to
misunderstandings, misattribution, or involuntary escalation, communication channels that
enable rapid information sharing between states, joint white review processes, and crisis

management protocols can contribute to maintaining strategic stability.

In addition, the security of AI systems should become an integral part of cybersecurity
discussions. While today's attention is largely focused on how Al is used in cybersecurity, Al
systems themselves are exposed to various cyber threats, including data poisoning, model
manipulation, prompt injection, and model theft. For this reason, in the future, the "cyber
security of AI" approach will become one of the basic components of national security

strategies as well as "cyber security with AI".

Lastly, policymakers need to adopt a balanced approach between technological optimism and
security concerns. Al is an important technology that, when used correctly, strengthens cyber
defenses, increases the resilience of critical infrastructures, and enables public institutions to
respond faster to threats. However, the same technology can increase the impact of
cyberattacks, make disinformation more convincing, and complicate the management of
international crises if adequate control mechanisms are not established. Therefore, the main
purpose of security policies should not be to limit the use of Al, but to ensure that this use
takes place in accordance with the principles of transparency, accountability, human control

and international law.
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Conclusion

Al is not only a technology that develops new tools in the field of cybersecurity but is also at
the centre of a structural transformation that is reshaping the functioning of international
security, the distribution of power and the dynamics of strategic stability. The most distinctive
feature of this transformation is that it makes cyber operations faster, more scalable, and more
autonomous, while at the same time increasing uncertainty. In particular, the deepening of the
attribution problem, the increasing influence of algorithmic systems in decision-making
processes, and the ease of access to advanced Al tools by non-state actors necessitate a re-

evaluation of existing security approaches.

The biggest challenge posed by Al for international security is not the technology itself, but
the growing mismatch between technology and governance capacity. In other words, the main
problem of today is not a "technology gap", but a "governance gap". If this gap cannot be
closed, AI may become a factor that increases strategic uncertainty and weakens international

stability, rather than a tool that strengthens cybersecurity.

Therefore, success in the age of Al will be possible not only by producing more advanced
algorithms, but also by developing common norms that will guide the use of these algorithms,
strengthening international cooperation, and integrating technological innovations with a
governance approach that prioritizes human safety. The future of cyberspace will largely
depend on the ability of the international community to manage this capacity within the
framework of common rules and shared responsibility, rather than the technical capacity of

Al
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DIGITAL IDENTITY AND STATE OF CITIZENS' PRIVACY IN PAKISTAN
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Declaration”

In March this year, the National Database and Registration Authority (NADRA), which is
responsible for regulating government databases in Pakistan and managing the registration
records of the citizens, clarified that the digital national identity card has the same legal status
as the physical identity card (Radio Pakistan, 2026). The digital identity card is seen as a sign
of modernisation. However, in Pakistan, data breaches continue to occur periodically. The
absence of a comprehensive personal data protection law further compounds the situation.
This opinion piece explains how the Pakistani government’s gradual adoption of digital
authoritarian practices is converting the digital identity infrastructure into a political

architecture of visibility.

The Constitution of Pakistan recognises the right to privacy as a fundamental right under
Article 14(1). The text refers to the privacy of the home. However, legal judgments in
Pakistan have made it clear that ‘home’ should not be taken in the literal sense (Amin &
Hassan, n.d.). Therefore, the concept of the right to privacy under the Constitution has been
broadened to places beyond the home where a person is presumed to be free from invasion.
However, the right to privacy under the Constitution is not an absolute right. Various court
judgements have given a specific and limited interpretation to the phrase “subject to law” as

mentioned alongside the right to privacy under Article 14(1).

In Pakistan, there are primarily four stakeholders who are directly related to the privacy of
citizens in one way or another. The four stakeholders are state actors, local firms, the public,
and foreign actors. The government is considered the most important stakeholder in ensuring
citizens’ privacy owing to its political dominance. It is also the principal driving force in
promoting policy and legal developments regarding citizens’ privacy. By possessing the main
decision-making power, the government controls the pace of policy and law implementation.
Therefore, the government is primarily responsible for formulating personal data protection

law to protect citizens’ privacy.

*

Fahad Nabeel is the Chief Executive Officer of Geopolitical Insights, a Pakistan-based research consultancy
firm. fahadnabeelfn@gmail.com.
* Artificial intelligence (AI) was not used in this study. All responsibility rests with the author.
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Local firms are also considered stakeholders in safeguarding citizens’ privacy. The local firms
primarily focus on economic growth using digital means. However, it has limited influence
compared to foreign firms in shaping the policy or legal measures the government takes to
protect citizens' privacy. On the other hand, foreign forces generally consist of governments,
corporations, non-governmental organisations, civil society, and influential individuals. EU
officials have highlighted the importance to regulating digital spaces in Pakistan by ensuring
the right to privacy and other human rights (European External Action Service, 2021). The
US Chamber of Commerce have commented on Pakistan’s latest personal data protection bill
by objecting to provisions affecting data transfers, localisation, government access, and
business compliance. Digital rights organisations and other foreign entities regularly offer
their perspectives on Pakistan’s approach towards formulation of personal data protection and
securing citizens’ privacy and remind Pakistani officials of their international commitments to

rights to privacy and other fundamental rights coupled with the right to privacy.

The public is the fourth major stakeholder and the weakest one. The public is relatively
powerless in influencing the setting of the legislative agenda. The absence of a personal data
protection law in the country means that citizens have no legal protection if their personal
data is unlawfully processed or breached. There is generally a limited understanding of
privacy and personal data protection awareness among the public. Likewise, there is no
prominent influencing actor, either in legacy or social media, who talks about personal data
rights protection. People have generally come to know of the importance of privacy and
personal data protection through news coverage of data breaches. Local digital rights
organisations and civil society regularly highlighted the issues in Pakistan's proposed data
protection framework and how it is inconsistent with Pakistan's commitments to the right to

privacy under the international human rights regime (Digital Rights Foundation, 2023).

According to Surfshark, Pakistan currently ranks 48" globally in the ranking of global
personal data breaches. Since 2004, more than 28.2 million email accounts have been
breached, and nearly 83 million data points, e.g., full names, genders, etc., have also been
compromised. There is a 103 per cent increase in the first quarter of this year compared with
the last quarter of 2025. This indicates the urgency that needs to be demonstrated to protect
the personal data of Pakistani citizens. Personal data breaches, occurring periodically,
contribute to a surge in cybercrime across the country. Last year alone, more than 150,000
cybercrime-related complaints were made, and citizens suffered financial losses of about Rs.

2.7 billion (about US$9.7 million). Every third educated Pakistani has become a victim of
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cybercrime. Educated Pakistanis are observed to have mainly become victims of hacking,
cyber bullying, and cyber harassment. 58 per cent educated Pakistanis believed that the state
should be involved in surveilling every citizen for social security. However, 72 per cent
educated Pakistanis are not in favour of state authorities having unfettered access to citizens’

data.

In the past two decades, five personal data protection bills have been prepared. The first such
attempt was made in 2005 when a bill was prepared. However, the bill was never tabled in
parliament, and no reason was given for not doing so. Some believe that the draft was too
weak (Digital Rights Foundation, 2020). After 13 years, another similar effort was made in
the form of the ‘Personal Data Protection Bill 2018’ (Ministry of Information Technology and
Telecommunication, 2018). However, the bill was largely plagiarised from the Malaysian
Personal Data Protection Act 2010 (Personal Data Protection Act 2010, 2010). Revised bills
were presented again in 2020 (Ministry of Information Technology and Telecommunication
[MoITT], 2020) and 2021 (National Telecom Computer Emergency Response Team, 2021).
The latest bill draft was presented in 2023 (Ministry of Information Technology and
Telecommunication, 2023) and continues to remain under discussion for parliamentary
approval. The recently released ‘Data Governance Policy 2026’ draft does not give a
timeframe for when a personal data protection law will be introduced. While a comparative
analysis of personal data protection bills is beyond the scope of this piece, it is important to
note that, from the 2021 bill onwards, the proposed data protection law's relationship with
other laws is of a 'bare minimum' standard. In other words, if there exists another applicable

law on the subject, then the provisions with the stricter impact shall prevail.

Pakistan’s journey towards a proposed personal data protection law is largely rooted in its
colonial past. The framing of privacy in various personal data protection bills is largely
inspired by the Government of India Act, 1935. Under the 1935 Act, the colonial state was
entitled to keep its intelligence, deliberations, and records confidential. At the same time, the
citizens were given no right to protection from state information-gathering or surveillance
(Government of India Act, 1935). Beyond the 1935 Act, Pakistan's approach to a proposed
personal data protection law has a colonial genealogy and draws inspiration from various

other colonial-era laws.

The current data protection bill draft reveals that it will substantially elevate the level of

personal data protection by laying out a basic regulatory framework with only minimally
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acceptable enforceability, primarily driven by national security concerns and the needs of
digital economic growth. However, the state prefers a lenient personal data protection
strategy, as it remains the leading power in regulating personal data protection. It will

continue to treat 'national security' as a paramount priority.
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GELENEKSEL ISTIHBARATIN SINIRINDA SiBER OPERASYONLAR: MOSSAD’IN
HiZBULLAH’A YONELIK CAGRI CIHAZI SALDIRISI
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Ozet

Bu calisma, geleneksel istihbarat yontemleri ile siber operasyonlar arasindaki etkilesimi
incelemeyi amaglamakta olup, temel arastirma sorusuna odaklanmaktadir: Fiziksel ve dijital
unsurlar1 biinyesinde barindiran hibrit siber operasyonlar, geleneksel istihbarat uygulamalarin
ne Olclide doniistiirmekte ve bu doniisiim uluslararasi giivenlik dinamiklerini nasil yeniden
sekillendirmektedir? Bu soruyu yanitlamak iizere calismada, nitel vaka analizi yontemi
benimsenmis; Mossad’in Hizbullah’a yonelik gerceklestirdigi ¢agr1 cihazi saldirisi, agik
kaynak istihbaratt (OSINT) verileri, giivenlik raporlar1 ve ilgili akademik ¢aligmalar
cercevesinde incelenmistir. Analiz sonucunda ulagilan temel bulgu, siber operasyonlarin artik
yalnizca istihbarat toplama veya elektronik gbézetleme araci olmaktan ¢iktig1; tedarik zinciri
zafiyetlerinin istihbarat Orgiitleri tarafindan operasyonel bir silah olarak kullanilmasiyla,
dogrudan fiziksel ve stratejik sonuglar doguran bir gii¢ unsuru haline geldigi incelenmektedir.
Calismanin 6zgilin katkist ise, ¢agri cihazi saldirisim1 yalnizea teknik bir vaka olarak ele
almanin 6tesinde hem geleneksel istihbaratin hem de siber operasyonlarin hibrit model olarak
biitiinlestirilmis bir yap1 haline geldigini analiz etmektedir. Bu baglamda ¢alisma, siber
operasyonlar ile geleneksel istihbaratin kesisiminde ortaya ¢ikan ikilemler ve stratejik

belirsizlikler tartisarak, gelecekteki arastirmalar i¢in kavramsal zemin hazirlamay1
hedeflemektedir.

Anahtar Kelimeler: Geleneksel Istihbarat, Siber Operasyonlar, Mossad, Hizbullah, Giivenlik
Dinamikleri, Cagr1 Cihazi Saldirisi
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Abstract

This study aims to conduct an in-depth examination of the interaction between traditional
intelligence methods and cyber operations, focusing on the following central research
question: To what extent are hybrid cyber operations which incorporate both physical and
digital elements—transforming traditional intelligence practices, and how 1is this
transformation reshaping international security dynamics? To answer this question, the study
employs a qualitative case study methodology; the Mossad’s pager attack against Hezbollah
was examined within a comprehensive framework through a critical discourse analysis of
open-source intelligence (OSINT) data, security reports, and relevant literature. The key
finding resulting from the analysis is that cyber operations have moved beyond serving
merely as tools for intelligence gathering or electronic surveillance; by exploiting supply
chain vulnerabilities as an operational weapon, they have become a power factor that directly
produces physical and strategic consequences. The study’s original contribution lies in
analyzing how, beyond treating the pager attack merely as a technical case, both traditional
intelligence and cyber operations have merged into an integrated hybrid model. In this
context, the study aims to lay the groundwork—both conceptual and methodological for
future research by discussing the dilemmas and strategic uncertainties that arise at the

intersection of cyber operations and traditional intelligence.

Keywords: Traditional Intelligence, Cyber Operations, Mossad, Hezbollah, Security
Dynamics, Pager Attack.

Giris

Geleneksel istihbarat, bilgi toplama ve diismanin faaliyetlerini Onceden tespit etme
faaliyetleridir. Bu nedenle istihbarat orgiitleri uzun zamandir gizli ve dogrudan insan
kaynaklar1 yahut teknik yontemlerle operasyonlar yapmaktadir (Lowenthal M. M., 2020).
Fakat teknoloji hizla gelisirken, siber alanlar yeni bir operasyon bolgesi olmaya baslamistir.
Siber operasyonlar; bilgiye erisim, veri degisikligi, iletisim kesintisi gibi amaglarla
yapilmaktadir. Bunlar, geleneksel yontemlere gore daha ucuzdur, daha az fiziksel tehlike
barindirir ve daha gizli sekilde gergeklestirilebilir. Bu durum, istihbarat faaliyetlerini
genisletmis ve operasyonlarin seklini degistirmistir. Ayrica, istihbarattaki bu degisim, kamu
ve 0zel sektor arasindaki is birliklerinin artmasina da neden olmustur (Daricili & Erendor,

2021). Bu is birlikleri, kaynaklarin daha verimli kullanilmasini ve siber tehditlere kars1 daha
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etkili onlemler alinmasini saglamaktadir. Yeni yaklagimlar, istihbarat toplama siireglerini

doniistiirmekte ve siber alanlarda daha fazla veri analizi yapilmasina olanak tanimaktadir.

Siber istihbarat operasyonlariin geleneksel istihbarattan farki, fiziksel miidahale yerine dijital
miidahale ve manipiilasyonlarin tercih edilmesidir. Ayrica, siber ortamlar genigleme ve
anonimlik acisindan avantaj saglamakta; bu da operasyonlarin kim tarafindan
gerceklestirildigini tespit etmeyi zorlastirmaktadir. Ancak, bu yeni ortam ayni zamanda
uluslararas1 hukuk ve etik kurallar agisindan cesitli tartismalar1 da beraberinde getirmektedir.
Geleneksel istihbarat yontemleri genellikle agik¢a tamimlanabilir smirlar ve kurallar
cergevesinde yiiriitiiliirken, siber operasyonlar bu simirlarin 6tesine gegerek etik ve hukuki

kurallarin sorgulanmasina neden olmaktadir (Cohen, 2024).

Buna karsilik, geleneksel yontemlerin sinirlart karmasik ve erisim gilicligli arz eden
hedeflerde yetersiz kalabilmekte olup, siber operasyonlar bu noktada dnemli bir alternatif
olarak goriilmektedir. Dolayisiyla hem geleneksel hem de siber istihbarat faaliyetleri, ulusal
giivenlik politikalarinin vazgecilmez unsurlari haline gelmis, birbirleriyle etkilesimi ve
sinirlart  siirekli olarak yeniden tanimlanmistir (Lowenthal M. M., 2016). Bu siirecte
teknolojik altyapiya ve hukuki g¢erceveye uygun hareket etmek, operasyonlarin basariyla

sonuclanmasi agisindan 6nem arz etmektedir.

Arastima sorusunda belirtildigi iizere hibrit siber saldirilar, geleneksel istihbarat metodlarin
degistirmektedir. Fakat bu tamamen yeni teknolojiler geleneksel istihbaratin yerini almig
demek degildir. Cagr1 cihazi saldirilarinda, insan istihbarati, karsi istihbarat, paravan sirketler,
tedarik zincirine sizma, teknik miihendislik ve uzaktan tetikleme tek bir operasyon icinde

biitiinlesmistir.

Calismada, nitel vaka analizi yontemi benimsenmistir. Ornek olay olarak, Mossad’in
Hizbullah’a yonelik gerceklestirdigi ¢agri cihazi saldirist segilmistir. Bu vakanin tercih
edilmesinin nedeni, siber miidahale ile fiziksel sonu¢ arasindaki dogrudan bagi en g¢arpici
sekilde sergileyen yakin donem istihbarat operasyonu olmasidir. Veri toplama siirecinde agik
kaynak istihbarati (OSINT) verileri, akademik ¢alismalar ve uluslararasi giivenlik raporlari

kullanilmistir.

Bu ¢alisma, mevcut literatiirden farkli olarak, siber operasyonlar1 sadece bir ara¢ olarak degil,
geleneksel istihbaratin ayrilmaz parcasi olarak kabul etmekte ve cagri cihazi saldirisi 6zelinde

siber istihbarat operasyonlarinin kavramsal c¢ergevesini istihbarat disiplinine kazandirmay1
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hedeflemektedir. Calismanin 6zgiin katkisi, bu tiir hibrit saldirilarin sadece teknik bir
miidahale degil; ayn1 zamanda geleneksel istihbaratin gizlilik, giivenilirlik ve istihbarat
dongiisii agamalarini nasil yeniden tanimladigini sistematik olarak ortaya koymasidir.
Boylece,  gelecekteki  akademik  c¢alismalara  siber  istihbarat  faaliyetlerinin

degerlendirilebilmesine katki saglamay1 amaglamaktadir.
Geleneksel istihbarat ve Siber Istihbaratin Etkilesimi ile Farklihklar:

Modern ¢atigma ortaminda istihbarat disiplini, jeopolitik rekabetin evrimiyle birlikte yapisal
bir doniisiim gecirmektedir. Tarihsel olarak sekillenen geleneksel istihbarat, ulusal glivenligi
tehdit eden unsurlar1 tespit etmek i¢in insan istihbarati (HUMINT), sinyal istihbarati
(SIGINT) ve cografi istihbarat (GEOINT) gibi belirli fiziksel ve beseri kanallara
dayanmaktadir (Troy Mattern, 2014). Geleneksel istihbarat faaliyetleri genellikle sinirli insani
ve teknik araglar kullanarak belirli bolgesel veya ulusal tehditleri tespit etmek ve karsi
onlemler gelistirmek amaciyla yiiriitiilmektedir. Bu yontemler, uzun yillara dayanan giivenlik
geleneklerine dayanmakta olup, genellikle somut istihbarat toplama, insan kaynagiyla

operasyonlar ve teknik izleme gibi temel unsurlara odaklanmaktadir (Johnson, 2010).

Siber istihbarat ise modern teknolojinin sundugu dijital altyapiy1 kullanarak gizlilik ve hizlilik
avantaj1 saglamaktadir (Gioe, 2020). Siber alan, geleneksel yontemlere kiyasla daha genis
capli ve karmagik tehditleri tespit edip engellemeye imkan tanimakta olup, operasyonlarin
sanal ortamlarda yiiriitilmesi, fiziksel smirlarin Otesine gegme esnekligi sunmaktadir.
Geleneksel ve siber istihbarat arasindaki temel farklardan biri, siberin bir “ama¢” m1 yoksa
“ara¢” m1 oldugu tartismasinda yatmaktadir. Mark Lowenthal’a (2020) gore siber, bash
basina yeni bir istihbarat disiplini (INT) degil; tipki uydular gibi ¢esitli istihbarat tiirlerini
miimkiin kilan ve biitlin toplama disiplinlerinin ortak paydasi olan bir teknolojidir (Austin,

2025).

Bu iki alan arasindaki temel farklar, uygulama bicimleri ve arag¢ setleriyle iliskilidir.
Geleneksel istihbarat genellikle fiziki takip ve iletisim dinleme gibi yontemlerle calisirken,
siber operasyonlar dijital izleri kullanir ve ¢ok daha hizli iletisim ve bilgi akigina olanak
saglar. Ayrica, siber operasyonlar, genellikle anonimlik ve sizma kabiliyetleriyle 6ne ¢ikar; bu
da geleneksel istihbarat yontemlerine kiyasla daha az goriiniir ve daha az dogrudan miidahale
gerektirir (Devanny, 2021). Bu baglamda, siber alanin dogasi, geleneksel istihbaratin
sinirlarint agsmasina ve yeni nesil tehditlerle karst karsiya kalmasma neden olmaktadir

(Cunliffe, 2021).
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Bununla birlikte, her iki yaklasimin da amag¢ ve hedefleri benzerdir; ulusal giivenligi
saglamak, potansiyel tehditleri onceden tespit etmek ve karst Onlemler gelistirmektir
(Bonfanti, 2018). Ancak, siber operasyonlarin hizli gelisimi ve teknolojik karmasikliklari,
geleneksel yontemlerin tstiinliiklerini ve sinirlarint yeniden sorgulamaya yol agmaktadir. Bu
nedenle, modern giivenlik yapilari, her iki alanin entegrasyonunu ve uyumunu saglayarak,
kars1 karsiya kalinan tehditlere karsi daha etkili ve esnek stratejiler gelistirmektedir. Birlikte
kullanim hem fiziksel hem de dijital tehdit ortamini kapsayan biitiinsel bir giivenlik

yaklagimint miimkiin kilmaktadir (Kravetz, 2025).
Mossad ve Hizbullah: Tarihsel Gelismeler ve Operasyonel Baglamda Onemli Noktalar

Mossad ve Hizbullah arasindaki iligki, bolgesel giivenlik dinamikleri ve istihbarat faaliyetleri
acisindan oldukca karmasik ve kokliidiir (Hazbun, 2026). Mossad, Israil’in istihbarat kurumu
olarak, 1949 yilinda kurulduktan sonra, bdlgedeki giivenlik ¢ikarlarini koruma ve tehditleri
onleme amactyla ¢esitli operasyonlar yiirtitmiistiir. Mossad’in 6zellikle Hizbullah ile olan
miicadelesi, tarihsel siire¢ iginde 6nemli bir yer tutmaktadir. Hizbullah, Liibnan’da 1980’lerin
basinda ozellikle, 1982 Israil’in Liibnan’1 isgali sonras1 Sii direnis hareketi olarak ortaya
¢ikmis ve hizla bdlgesel etkisini artirarak Iran tarafindan desteklenen giiclii bir yap: haline
gelmistir. Iran’in direnis ekseni doktrininde &nemli yer tutan Hizbullah, iran’in direnis
eksenindeki vekil giiciidiir (Gok, 2021). “Direnis Ekseni, Iran liderligindeki devlet ve devlet
dis1 aktorlerin bir koalisyonudur. ABD, Israil ve miittefiklerine giiclii bir sekilde kars1 ¢ikan
aktorlerden olusur (Cingdz, 2024).” Bu yapinin faaliyetleri, Israil’in giivenligine dogrudan
tehdit teskil etmektedir ve bu nedenle Mossad’1n askeri ve istihbarat operasyonlar1 bu bolgede

yogunlagmustir.

Iki taraf arasindaki iliskiler, zaman zaman gizli operasyonlar ve kars1 saldirilar seklinde
seyretmis; Mossad, Hizbullah’in hassas bolgelerine sizmayir ve istihbarat toplamay1
amaglayan c¢esitli misyonlar gerceklestirmistir (Heavy Nala Estriani, 2023). Zaman igerisinde
istihbarat miicadelesi sadece bilgi toplama sinirin1 asmis, aynt zamanda teknik operasyonlar
ve siber saldirilarla yeni bir boyut kazanmistir (Bonfanti, 2018). Ozellikle, Hizbullah’mn
iletisim altyapilarina kars1 gerceklestirilen siber operasyonlar ve 6zel cihazlar kullanimu,
karsilikli gizli savaglarin bir pargasi olmustur (Sobelman, 2025). Bu baglamda, Mossad’in
bolgedeki faaliyetleri, politik ve askeri hesaplarin yani sira teknolojik gelismeleri de yakindan

takip ederek, diisman unsurlarin iletisim ve komuta siire¢lerini bozmak iizere tasarlanmistir.
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Sonug olarak, Mossad ve Hizbullah arasindaki tarihi ve operasyonel baglam, bdlge giivenligi
ve istihbarat taktikleri acisindan dikkat c¢ekici bir ornek teskil etmektedir. Her iki taraf da
kars1 tarafi zayiflatmak adina cesitli taktiklere ve teknolojik araglara bagvurmus, bu da
bolgedeki catigsmalarin sinirlarint hem fiziksel hem de siber alanlarda genisletmistir. Bu
iligkiler, geleneksel tislerin tesine gecerek yeni savas alanlarini ve teknikleri igermekte olup,

bolgedeki giic dengelerine yon vermeye devam etmektedir.
Cagn Cihazi Saldirisinin Teknik Ozellikleri

Liibnan’da 2024 yilinda yasanan ¢agr1 cihazi patlamalari, siber-fiziksel giivenlik alaninda esi
benzeri goriilmemis bir saldir1 olarak degerlendirilmektedir. Bu olay, giinlik hayatta
kullanilan elektronik cihazlarin fiziksel birer silaha doniistiiriilerek toplumsal panige ve ciddi
zayiatlara yol agabilecegini gostermistir. Saldirilar, 17 ve 18 Eyliil 2024 tarihlerinde iki dalga
halinde gergeklesmistir. ilk dalgada Hizbullah iiyeleri tarafindan kullanilan binlerce c¢agri
cihazi (pager) es zamanl olarak patlatilmis; ertesi giin ise ikinci bir dalgada telsizler ve diger
bazi1 elektronik cihazlar hedef alinmistir (AlBadawi, 2025) . Olaylar sonucunda 42 kisi
hayatin1 kaybetmis, 3500°den fazla kisi yaralanmistir. (C. Sheng, 2024).

2024 Liibnan saldirilarinin operasyonel basarisi, geleneksel siber saldirilarin 6tesine gecerek
donanim ve yazilimin es zamanli manipiile edildigi karmasik bir teknik tasarima
dayanmaktadir (Crypto Museum, 2024). Calismanin bu kisminda, Hizbullah tarafindan
kullanilan Gold Apollo AR-924 model ¢agr1 cihazlarinin nasil birer kinetik silaha
donistiiriildiigli acgiklanmaya calisilacaktir. Cagri cihazi saldirisinin tasarimi ve teknik
ozellikleri, operasyonun basariyla gerceklestirilmesi adina detayli ve hassas miihendislik
caligmalar1 gerektirmistir. Bu tiir saldirilar genellikle hedefin iletisim altyapisindaki zayif
noktalar1 istismar ederek, gizlilik ve sizma kabiliyetlerini artirmayi amaclar. Saldirida
kullanilan ¢agri cihazi, siradan bir iletisim aracindan farkli olarak, 6zel olarak tasarlanmis ve
manipiile edilmis yazilim ve donanim unsurlarini igermektedir (Cohen, 2024). Saldirida hedef
alinan ana donanim, Tayvan merkezli Gold Apollo firmasinin lisansiyla iiretilen ancak
paravan sirketler (BAC Consulting ve Norta Global) araciligiyla tedarik zincirine sokulan
AR-924 model alfaniimerik ¢agri cihazlaridir (Sarker, 2025). Teknik incelemeler, bu
cihazlarin standart donaniminin milimetrik bir hassasiyetle modifiye edildigini ortaya

koymustur:
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Batarya Modifikasyonu: Cihazlarin igerisine yerlestirilen LI-BT783 model 6zel tasarim
lityum-iyon bataryalarin katmanlar1 arasina, yaklasik 3 ila 6 gram miktarinda askeri siif

PETN (Pentaeritritol tetranitrat) patlayict dolgusu yerlestirilmistir (Crypto Museum, 2024).

Fiziksel Gizleme: Patlayici diizenegi, standart X-ray taramalar1 veya gorsel denetimlerle fark
edilemeyecek sekilde batarya iinitesinin i¢ine ve Koruma Devre Modiilii (PCM) ile entegre
bicimde gizlenmistir. PETN gibi plastik patlayicilarin diisiik atom numarasi, yogunluk tabanl
tarama sistemlerinde kontrast farki yaratmayarak tespit edilmesini neredeyse imkansiz

kilmistir (Crypto Museum, 2024).

Teknik anlamda, cihazin tasariminda minimal bilesen kullanimi ve yiiksek tasinirlik 6n
plandadir. Calisma esnasinda fark edilme riskini azaltmak adina, diisiik giic tiiketimi ve sessiz
iletisim modlari tercih edilmistir. Ayrica, saldirida kullanilan ¢agri cihazi, sifrelenmis ve anlik
veri aktarim yeteneklerine sahip olacak sekilde gelistirilmistir. Ayni zamanda, cihazin
uzaktan kontrol edilebilmesi ve gilincellenebilmesi, operasyonel esneklik saglamaktadir

(AlBadawi, 2025).

Saldirida kullanilan cihazlarin {iretiminde yiiksek uzmanlik seviyeleri ve 6zel malzemeler
kullanilir. Bu malzemeler, gizlilik ve dayaniklilik acisindan yiiksek standartlara sahiptir.
Ayrica, iletisim sirasinda olusturulan sinyallerin tespiti ve engellenmesi i¢in anti-dinleme ve
anti-tespit mekanizmalar1 entegre edilmistir. Bu teknik ozellikler, operasyonun ileri diizey
elektronik karistirma ve miidahale teknikleriyle desteklenmesini miimkiin kilar (Sarker,
2025). Sonug olarak, ¢agri cihazi saldirisinin tasarimi ve teknik bilesenleri, hedef alinan
yapida ciddi hasarlara yol agmistir. Elektronik cihazlarin da fiziksel bir silaha doniisebilecegi

gercegi, siber giivenlik ve istihbarat alaninda son derece 6nemli bir gelisme olmustur.

Cagr1 cihazi operasyonu yalnizca bir siber saldir1 degildir; insan istihbarati, hedef analizi,
aldatma, tedarik zincirine sizma, donanim manipiilasyonu ve fiziksel sabotajin biitiinlestigi

hibrit bir istihbarat operasyonudur.
Sorunlar ve Sinirhliklar

Eyliil 2024°te Liibnan’da yasanan ¢agri cihazi patlamalari, modern giivenlik anlayislarinin
bilgi temellerini ve teknolojik aletlerin 6zne-nesne iligkisi i¢indeki yerini koklii bir bicimde
sorgulayan, karmasik ve ¢ok tarafli bir kriz olarak tanimlanmaktadir. Bu olay1 besleyen en
derin teknik ve sistemik sorun, kiiresel iiretim sistemlerinin giderek daha fazla modiiler hale

gelmesi ve cografi olarak dagilmis alt yiiklenici aglarina baglanmasiyla ortaya ¢ikan tedarik
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zincirinde kontrol dengesizligidir. Ciinkii giiniimiiz iiretim ortamlarinda tasarim, prototip
olusturma, parca tedariki, montaj ve lojistik siire¢leri arasindaki neden-sonug bagi, araya giren
cok katmanli taseron iliskileri yliziinden giderek daha belirsiz bir hale gelmekte; bu da kontrol
mekanizmalarinin etkisizlesmesine ve ulusal giivenlik acisindan onemli olan teknolojik
iiriinlerin biitiinligliniin dogrulanamamasina neden olmaktadir (Buchar, 2024). Bu durum,
geleneksel siber giivenlik yaklasimlarinin sadece yazilim tehditlerine odaklanan dar
kapsamini asarak, donanim diizeyinde ve iiretim asamasinda Onleyici miidahaleyi zorunlu

kilan yeni bir giivenlik anlayisinin ingasini giindeme getirmektedir.

Operasyonel riskler arasinda yanlis hedefleme, siber saldirinin yayilmasi ve beklenmedik
sonuglarin ortaya c¢ikmasi yer alir. Yanlis tespitler, hassas bolgelerde sivil altyapiyr veya
masum bireyleri hedef alma riski tasir; bu da hem etik hem de hukuki agidan ciddi sorunlara
yol agar. Ayrica, siber saldirilarin izlerinin kaybolmasi veya saldirganin kimliginin tespiti
zorlugu, operasyonun siirdiiriilebilirligini ve sorumlulugun belirlenmesini giiclestirir (Kravetz,

2025).
Sonug

Geleneksel istihbarat ve siber operasyonlar arasindaki siirlarin belirsizligi, modern giivenlik
ortaminda yeni bir anlayis gerektirmistir. Bu baglamda, teknik ve operasyonel yaklagimlarin
entegrasyonu, istihbarat toplama ve miidahale siireclerinde artan bir onem kazanmistir.
Mossad’in Hizbullah’a kars1 yiiriittiigii ¢agr1 cihaz1 saldirisi, bu entegrasyonun somut bir
ornegini teskil etmektedir. Bu operasyon hem geleneksel yontemlerin hem de siber araglarin
kullanilmasiyla, bilgi edinme ve kars1 tarafin iletisim altyapisini hedef alma agisindan yeni
standartlar belirlemistir. Saldirinin tasariminda, yiliksek hassasiyetli teknikler ve detayli
planlamalar 6ne ¢ikarken, operasyonun basarisi risk yonetimi ve uyum konularinda dikkatli
bir denge kurulmasimni zorunlu kilmistir. Giivenlik Onlemleri ve savunma stratejilerinin
gelistirilmesi ise, olasi saldirilarin 6niinii kesmek ve ulusal ¢ikarlar1 korumak amacryla stirekli
giincellenen bir siirectir. Sonug olarak, geleneksel istihbaratin siirlarini genigleten ve siber
alanin sundugu imkanlar1 en iyi sekilde kullanan operasyonlar, modern giivenlik
paradigmasinin temel unsurlarii olusturmaktadir. Bu gelismeler hem ulusal hem de
uluslararasi giivenlik ortaminda yeni denge ve dengeli politikalarin tesis edilmesine ihtiyag

oldugunu gostermektedir.

Calismanin temel bulgulari, Mossad’in Hizbullah’a yonelik ¢agri cihazi saldiris1 6zelinde,

hibrit operasyonlarin iki stratejik sonu¢ dogurdugunu gostermektedir. Tedarik zincirinin
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yalnizca bir lojistik unsur degil, dogrudan operasyonel bir silah olarak kullanilabilecegini,
siber miidahale ile geleneksel insan istihbaratinin i¢ ige ge¢mesinin, stratejik etkisini

artirdigin1 kanitlamistir.

Calisma tek bir vaka analizine (Mossad-Hizbullah ¢agri cihazi saldirisi) dayanmakta olup,
operasyonun perde arkasindaki istihbarat karar alma siireclerine ve gizli teknik detaylara
dogrudan erisim imkan1 bulunmadigindan, bulgular biiyiikk olgiide agik kaynak verileri,
giivenlik raporlart ve ikincil literatlirle sinirlidir. Netice olarak, geleneksel istihbaratin
siirlarin1 genisleten ve siber alanin sundugu imkanlar1 birlestiren operasyonlar, modern
giivenlik anlayisinin 6nemli parcalarini olusturmaktadir; bu gelismeler hem ulusal hem de
uluslararas1 gilivenlik ortaminda yeni denge ve dengeli politikalarin kurulmas: ihtiyacinm

zorunlu kilmaktadir.
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Declaration”

The work titled "Cyber Security in the Age of Artificial Intelligence and Autonomous
Weapons" is an academic study that aims to examine the concepts of artificial intelligence
(AI) and autonomous weapon systems, two critical dimensions that often remain in the
background of the field of cyber security from a distinct perspective. While evaluating these
phenomena through an interdisciplinary approach, the book aims to achieve an international
character by incorporating contributions from academics from various countries and
geographic regions. The first edition of the work was published by CRC Press in 2025. The
book's editor, Mehmet Emin Erendor, is an academic whose work is centered on the field of
International Relations; his research interests include cyber security, terrorism, the Turkic

world, Turkish foreign policy, and international organizations.

General Framework Of The Study

This study primarily employs an interdisciplinary approach to address the impacts of artificial
intelligence (AI), autonomous weapon systems, cyber warfare, intelligence technologies, and
new modes of warfare on international security, law, and ethics. The book does not limit itself
to explaining technological advancements; rather, it aims to discuss how Al is transforming

the nature of warfare and redefining the role of humans within it.

The compilation of chapters by various authors provides the work with a rich and

multidimensional content, allowing for a comprehensive evaluation of the subject from

* ATU, Lisansiistii Enstitiisii, Uluslararas Iliskiler Boliimii, Adana, Tiirkiye, mufideonr@gmail.com.

* In this study, artificial intelligence was used solely to assist with language editing and the refinement of
writing. The research and analysis were conducted entirely by the author, and she assumes full responsibility for
the content of this work.
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diverse perspectives. One of the work’s prominent arguments is the analysis of the
transformation created by Al technologies in the security and defense sectors. It reveals that
the wars of the future will be shaped not merely by human will, physical force, and traditional
military capacity, but also by data, algorithms, autonomous systems, and digital
infrastructures. In this context, the study evaluates the use of Al in the military sphere not
solely as a technological progression, but as a multidimensional security issue with strategic,

legal, ethical, and political consequences.

Contributing significantly to the literature, the work offers the reader both a critical
perspective and promising suggestions on how technology can be utilized in the interest of the
public. It contains important implications for professionals working in public institutions, law
enforcement, and the technology sector, as well as for academics and students researching
international relations, security studies, and law. The study comprehensively addresses how
Al-supported autonomous weapon systems shape the future of warfare, how these systems
transform human decision-making processes, and the new dynamics they create for
international security. By including examples related to current trends and technological
developments, the work enriches the narrative, allowing for the evaluation of subjects based

on concrete events.

In the work, the ethical, legal, and accountability dimensions regarding the use of autonomous
weapon systems are highlighted. The debates arising from the authority of machines to make
decisions on the battlefield in terms of human rights, international humanitarian law, and the
ethics of war are examined in detail. Furthermore, the role of Al in data management,
algorithmic decision-making, threat analysis, and strategic planning is evaluated, emphasising
that the wars of the future will be shaped by information, data, and technological superiority

rather than just physical power and traditional military capacity.

Overall, the work demonstrates that Al and autonomous systems are transforming the
understanding of security in international relations, reshaping the actors, methods, and
decision-making mechanisms of war. Within this framework, the study provides a
comprehensive and critical analysis of how the future security environment might evolve by
evaluating the military advantages of Al alongside its ethical, legal, and strategic

consequences.
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Evaluation of The Study

When evaluated within its general framework, the work provides a robust and
interdisciplinary contribution to security studies by demonstrating that Al and autonomous
systems are transforming the nature of warfare. By addressing different fields such as
cybersecurity, intelligence operations, data management, strategic planning, international law,
and ethics within a common theoretical framework, the study shows that modern warfare is
shaped not only in physical conflict zones but also in digital and algorithmic planes. In this
regard, the work fills a significant gap in the literature by examining the phenomenon of Al,
which is gaining increasing importance in security studies through a comprehensive

perspective.

The chapters specifically dedicated to autonomous weapon systems, cyber warfare, and Al-
supported intelligence mechanisms offer in-depth analyses of the future of warfare at both
technical and conceptual levels. The work convincingly demonstrates that these technologies
are not merely tools to increase military capacity; they have become fundamental elements
that reshape decision-making processes, accountability relations, and the international
security architecture. Furthermore, the emphasis on the role of Al in strategic planning and

operational processes significantly enhances the study's analytical power.

Moreover, the work does not settle for explaining the transformation of war solely through
technological developments; it also comprehensively evaluates the ethical and legal
dimensions. The problems arising from autonomous weapon systems regarding international
humanitarian law, the ethics of war, and principles of accountability are addressed with a
systematic approach. Thus, the study successfully merges technical analysis with normative

evaluation.

Additionally, relating the approaches of classical war theorists, such as Clausewitz, to today's
Al-based technological transformation increases the work's theoretical depth and contributes
to the evaluation of war studies within a historical continuity. This approach establishes a
meaningful bridge between classical security theories and contemporary technological
developments, strengthening the conceptual richness of the study. In conclusion, the work is
extremely valuable for its multidimensional approach to the transformation of war in the age
of Al, its ability to bring different disciplines together within a common analytical

framework, and its holistic evaluation of technical, strategic, legal, and ethical dimensions. In
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this respect, the book not only makes a significant contribution to the existing academic
literature but also provides a strong theoretical and analytical framework that can guide future

security and war studies.

Conclusion

The issues addressed in this study artificial intelligence, autonomous weapon systems, cyber
security, intelligence technologies, and ethical and legal debates offer a broad and multi-
layered perspective on understanding the transformation of the contemporary international
security environment. In this sense, the work provides an interdisciplinary analysis that goes
beyond merely examining technological developments to encompass the political, legal, and

ethical dimensions of war.

In this context, the book first provides a strong theoretical infrastructure for undergraduate
and graduate students studying international relations, political science, security studies, and
law. At the same time, for professionals working in military strategy, defense policy, cyber
security, and intelligence, it serves as an important reference source for understanding the
impacts of Al-based technological transformation on security policies. Furthermore, for
researchers working on Al and data technologies, the work provides the opportunity to
evaluate these technologies from a holistic perspective not just as engineering components,
but as factors affecting international politics, security, law, and society. For academics, it
serves as an important reference by encouraging interdisciplinary research, bringing together
different theoretical approaches, and providing a comprehensive perspective on current

security debates.

Ultimately, the work appeals to a wide readership in both theoretical and practical aspects; it
stands out as a valuable reference for students, researchers, academics, and policymakers who
wish to understand the transformation of the concept of security and war in the age of
artificial intelligence. From a personal evaluation perspective, the work is highly eye-opening
due to its comprehensive content and interdisciplinary approach. One of its strongest
attributes is its treatment of Al's role in security not merely as a technological development
but as a strategic element affecting the functioning of the international system and the security
architecture. The sections regarding autonomous weapon systems, cyber warfare, and Al-
supported intelligence technologies are both explanatory and thought-provoking for

understanding current security debates. The authors' ability to link technological
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developments with international relations theories, security policies, and strategic analyses
increases the work's academic value. Moreover, the fact that ethical and legal dimensions are
not overlooked comprehensively addressing the problems of accountability, human oversight,
and international humanitarian law regarding autonomous systems gives the study a balanced
and critical perspective. Overall, the work is a significant academic study that examines the
multidimensional transformation of war and the understanding of security in the age of Al,
successfully integrating theoretical and practical discussions. In this respect, the book can be
considered a guiding reference for researchers, students, and practitioners who wish to

understand the future security environment.
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Introduction

The Italian philosopher Luciano Floridi, regarded as the founder of the fields of philosophy of
information and digital ethics, is a pioneering thinker who has redefined the relationship
between technology, artificial intelligence and ethics throughout his academic career. After
completing his education at La Sapienza University in Rome and the University of Warwick,
he spent many years at the University of Oxford, where he founded the Digital Ethics
Laboratory. He currently continues his work as director of the Digital Ethics Centre (DEC),
which he established at Yale University, and as a professor at the University of Bologna.
Floridi not only develops philosophical theories but also advises institutions such as the
European Union on technology policy; in 2022, he was honoured with Italy’s highest state

honour in recognition of his immense contributions to the literature and to global Al ethics.

Human history has undergone—and continues to undergo—profound shifts in mindset driven
by scientific and technological revolutions. Nicolaus Copernicus ushered in a cosmological
shift by removing humanity from the center of the universe; Charles Darwin established an
evolutionary continuum by dethroning humanity from the pinnacle of the biological kingdom;
and Sigmund Freud sparked a psychoanalytic revolution by shaking the belief in the
transparency of the purely rational mind. In his work The Ethics of Information (2013),
Luciano Floridi characterizes the revolution in information and communication technologies
(ICT)—pioneered by Alan Turing—as the Fourth Revolution, one that redefines humanity’s
place in the universe and its very nature. The transformative effects of Information and
Communication Technologies (ICT) on the human condition, social structure, and perception

of reality constitute one of the most fundamental philosophical issues of the twenty-first

* kosger346@gmail.com
* The author acknowledges the use of Gemini for proofreading and language editing purposes during the
preparation of this manuscript. The final content was reviewed and approved by the author.
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century. Luciano Floridi’s work The Ethics of Information offers a comprehensive,
systematic, and innovative macroethical framework to address the ethical challenges posed by
this technological and ontological transformation. As the second volume of the four-volume
Principia Philosophiae Informationis series—which lays the foundations of the philosophy of
information—the work begins with the thesis that classical anthropocentric (human-centered)
or biocentric (life-centered) ethical theories fall short in resolving the complex problems of

the information age.

Floridi argues that humanity is currently in a hyperhistorical phase. In this phase, social well-
being and development are directly dependent on the successful management of information
cycles. In this era, in which technology is restructuring the world not only epistemologically
but also ontologically (re-ontologization), Floridi develops an ‘“e-nvironmental” approach,
arguing that all information entities possess an intrinsic moral value. In assessing the
historical process, the author notes that we have moved beyond the historical era that began
with the recording and transmission of information; in this period, referred to as the zettabyte
era, people now experience an “onlife” (online life) in which digital and analog boundaries
have dissolved. This study examines Floridi’s work by first providing a detailed summary of
all sixteen chapters, followed by a thorough book review of the work’s philosophical

architecture.

This work aims to achieve certain objectives in order to systematize the conceptual
foundations of information ethics. The meta-theoretical objective defines the nature, methods,
and issues of information ethics, while the introductory objective helps the reader understand
concepts related to computer ethics. The analytical objective, meanwhile, focuses on
addressing theoretical questions regarding the philosophical and ethical implications of
information and communication technologies. To achieve these objectives, the work presents
a broad scope of analysis, ranging from the philosophy of being to complex global ethical

1SSues.
Abstract

If a classification is to be made, the first five chapters of the book begin by laying an
ontological foundation for the problem of situating ethics in the wake of the information
revolution. The book features a first chapter that examines the information revolution—the
fourth revolution in humanity’s understanding of its own nature, following the Copernican,

Darwinian, and Freudian revolutions—which emerged with Alan Turing. The author argues
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that humans are not beings who stand motionless at the center of the universe (pre-
Copernican), are completely detached from other living beings (pre-Darwinian), or are
transparent, purely rational entities (pre-Freudian). On the contrary, he contends that they
have become interconnected “inforgs” within a global information ecosystem called the
“Infosphere.” By ontologically restructuring our environment and erasing the boundary
between the digital and analog worlds, ICTs create a hyper-historical state of existence. In the
zettabyte age—reached as a result of the accumulation of information—concepts such as

ownership, virtual entities, and autonomous systems have emerged.

In the second chapter, the author examines the development of the concept of Information
Ethics within the framework of the Source, Product, Target, and Macroethics model. This
evolution, illustrated through the example of Alice—an ethical failure—demonstrates how the
nature of information is perceived. Arguing that the first three stages (Source, Product, and
Target) are reductionist, the author positions Information Ethics in the fourth stage as a
holistic macroethical theory in its own right. This transformation requires accepting

information as an ontological entity.

To deepen his philosophical analysis, Floridi introduces the concept of Levels of Abstraction
(LoA) in the third chapter, borrowing it from the formal methods of computer science. The
analysis of a system and the properties attributed to it are directly dependent on the set of
observable variables selected—that is, the LoA. Floridi uses this method to redefine the
concept of telepresence. He rejects the standard model, which defines telepresence as an
epistemic failure—the inability to distinguish between the real and the virtual. Instead, he
defines telepresence as the successful observation of an entity in a distant field of view at a
specific LoA. Furthermore, by distinguishing between forward and backward telepresence
based on the direction of the action, it enables a clearer understanding of privacy issues in

situations such as the use of CCTV cameras.

In the fourth chapter, Floridi establishes Information Ethics as an ontocentric (entity-centered)
and patient-oriented (focused on those affected by actions rather than the agent) macroethical
theory that views all entities as information systems. He explains the homogeneity of entities
by referring to the state of Nothingness or the corruption of being as metaphysical entropy. By
extending his ecological approach to the information universe, he introduces the principle of
ontological equality, which states that every entity deserves respect, even at the most minimal

level. Finally, by evaluating the relationships between information ethics and virtue ethics,
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deontology, and consequentialism, issues such as vandalism, bioengineering, and death are

examined through an e-environmental analysis.

In the fifth chapter, the author addresses the ongoing foundationalist debates regarding the
academic status of Computer Ethics. While some approaches view Computer Ethics as a
temporary pedagogical method or an adaptation of existing philosophical theories to new
problems (applied ethics), Floridi adopts a radical approach. He argues that the problems
created by ICTs are unique; therefore, there is a need for a new philosophical discipline with

ontological foundations—namely, Information Ethics as a branch of macroethics.

In the sixth chapter of the book, Floridi harshly criticizes Kantian axiology, which confines
ethical debates to human reason. He emphasizes that approaches which accept rationality as
the sole criterion of moral respect are insufficient for grasping the wholeness of the
Infosphere and that well-being. The fundamental axiom of the Ethics of Information is as
follows: Everything that exists—whether natural or artificial—possesses a minimum intrinsic
moral value and holds the right to development simply by virtue of being an object of
knowledge. This ontocentric approach expands the horizons of environmental ethics beyond

biological life to include inanimate digital entities as well.

The class of moral agents is expanded beyond its traditional boundaries to include
autonomous artificial intelligence systems (Artificial Agents—AA) that lack consciousness or
free will. Floridi and Sanders state that for an entity to be considered an agent, it must meet
three criteria at a specific Level of Abstraction (LoA): interactivity, autonomy, and
adaptability. Consciousness, mental states, or intent are not absolute prerequisites for moral
agency. This non-mental conception of ethics acknowledges that artificial systems can be the
source of actions that produce morally good or bad outcomes, while drawing a clear line
between the concepts of intent-based responsibility and accountability based on causal

impact.

If the world is an ontologically restructured Infosphere and we, too, are inforgs, what is
humanity’s moral role here? Finding the classical models of Homo Faber (Tool-Making Man)
or Homo Oeconomicus (Economic Man) inadequate, Floridi argues that humans are creative
agents who shape the world—that is, Homo Poieticus (Creator Man). While traditional virtue
ethics focuses on the individual’s construction of their own character, the information age
necessitates the moral construction of the goals of our actions and our environment—that is,

ecopoiesis. Movements such as the internet and open-source software serve as examples of
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poietically empowering ecosystems and maximize humanity’s potential as both an epistemic

agent and a moral constructor.

Understanding the nature of evil lies at the heart of the ethics of knowledge. Floridi adopts an
interpretation that does not define evil as a positive, essential entity. Just as in the Augustinian
tradition, evil is the absence of good or the corruption of being; in a computational context,
this corresponds to metaphysical entropy. The unjust destruction or corruption of knowledge
structures, data, and relationships constitutes fundamental evil. This concept allows us to
understand the phenomenon of artificial evil—harm caused to the environment by the

interaction of machines without human intent, yet without a malevolent agent behind it.

The Information Age creates a paradoxical state of moral anguish. Thanks to global
communication networks, people are constantly and instantly aware of evils, disasters, and
injustices taking place all over the world. However, when this high flow of information is not
supported by a commensurate capacity for intervention, good intentions—as a moral agent—
experience a profound tragedy. Floridi explains this situation by drawing parallels to the
character of Miranda in Shakespeare’s “The Tempest”, who helplessly watches a distant
shipwreck, and to Cassandra of Troy, who knew of impending disasters but lacked the power
to prevent them. While ICTs constantly confront us with evils we cannot resolve, creating a
sense of moral exhaustion and helplessness, initiatives such as the Copenhagen Consensus are
presented as strategies for coping with information through information itself. The author
examines human identity and the self through a computational architecture. Drawing on
Plato’s metaphor of the charioteer, Floridi questions how the self holds together multiple

layers and proposes the “Three Membranes” model.

Floridi offers a revolutionary approach to privacy debates. He notes that theories defending
privacy through classical property rights or spatial boundary violations fail to resolve the
problems created by data collected in public spaces (such as via CCTV cameras). Instead, he
argues that a person’s personal data is an ontological part of the individual and a building
block of the information architecture. Consequently, a privacy violation is not theft or a
boundary violation, but an attack on a person’s ontological integrity—a form of bodily
abduction or cloning. The frictionlessness of the infosphere leads to an uncontrolled flow of

data, directly threatening the construction of identity.

In networked hyper-societies, moral actions increasingly transcend the boundaries of the

individual agent. The concept of distributed ethics refers to the phenomenon where small
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actions—each of which might be considered morally neutral or insignificant on its own—
cumulatively combine through the network to produce massive macro-level consequences,
whether good or bad. In this context, Floridi develops the concept of “infraethics.” Infraethics
refers to mechanisms in society—such as trust, transparency, design, and communication
infrastructure—that are morally neutral in and of themselves; these elements act as systemic
catalysts that either facilitate or hinder the occurrence of distributed moral actions. Examples

of this include online crowdfunding and algorithmic systemic biases.

Institutions and businesses are considered macro-actors within the Infosphere. Floridi presents
the WHI (What, How, Impact) framework to facilitate the ethical analysis of institutional
structures. A company’s products or services (What), the methods and processes used to
produce them (How), and the ontological and ecological traces of these activities within the
Infosphere (Impact) must be evaluated together. This intersection of business ethics and
information ethics offers a new perspective on the distribution of responsibility within the

multi-actor network structures of the modern information economy.

The globalizing, increasingly interconnected, and synchronized information society raises the
issue of the universality of moral values. Floridi argues that simple communication ethics will
prove insufficient in this complex structure and that a transition to a profound global
information ethics is necessary. However, this does not imply the imposition of a hegemonic
universality. To ensure that cultural differences are preserved to the greatest extent possible—
unlike the necessary relationship between a lion and a gazelle—an ontological foundation of

trust must be established in which agents voluntarily agree not to destroy one another.

In the book’s concluding chapter, Floridi tests his philosophical system by providing
methodological responses to 20 fundamental criticisms directed at his theory over the past
decade. Among these criticisms are claims that the Ethics of Knowledge is a naturalistic
fallacy, that attributing value to all entities implies pantheism, that it confuses moral value
with moral respect, and that it is inapplicable because it dehumanizes. The author
demonstrates that the protection of entities in the Infosphere is not a mystical belief but a
logical and ecological necessity, and that his macroethical system is resilient against such

skeptical attacks.
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Analysis

Luciano Floridi’s “The Ethics of Information” is a monumental intellectual endeavor that
pushes the boundaries by treating information not merely as a communication process, a data
set, or semantic content, but as the fundamental ontological fabric of reality. The book does
not merely offer a practical prescription for resolving current debates in Computer Ethics or
Cyber Ethics (such as software ownership, artificial intelligence biases, or spam messages);
rather, it constructs a macro-structure that reinterprets Kantian ethics, Spinozist philosophy,

and Platonic epistemology in light of the information age.

The book’s greatest philosophical strength lies in its innovative ontology of technology.
While technology is often viewed as an artificial construct set in opposition to nature, Floridi
dismantles this classic dichotomy by equating the status of information entities. New terms
coined by the author—such as the Infosphere, Inforg, Metaphysical Entropy, Ontic Trust, and
Homo Poieticus—are the product of an effort to construct not merely a descriptive but also a

normative world.

In particular, the discussions on privacy in Chapter 12 make a significant contribution to the
existing literature. By shifting the focus of privacy away from a property-based foundation
and grounding it in the context of personhood, bodily integrity, and ontological identity, the
book offers legal and policy makers a much stronger line of defense against big data
collectors and technology companies in the public sphere. Similarly, the concept of
distributed ethics is vital for understanding the moral accountability gaps caused by today’s
multi-actor, simultaneous, and algorithm-driven networks of action. The analysis of how
structures that appear neutral can act as catalysts for major moral catastrophes or social good

is one of the sharpest observations of the social media age.

While the work possesses strong internal consistency, the conceptual barrier for the reader is
quite high. As Floridi himself states in the preface, this book is not a quick or easy read. For
readers with a weak philosophical background, the adaptation of mathematical/computational
terminology—such as Levels of Abstraction (LoA) and computational structural realism—to
philosophy is challenging. Furthermore, the issue of practical applicability arises in Floridi’s
ontocentric approach. While arguing that every entity of knowledge—be it an algorithm, an
inanimate stone, or a fictional text—possesses intrinsic value at a specific LoA may be
theoretically comprehensive, in practice it complicates moral prioritization during moments of

crisis marked by conflicting interests.
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To help readers overcome this challenge, the author has sought to enhance the text’s flow by
adding summaries at the beginning of each chapter and conclusions at the end, aiming to

bridge the traditional divide between analytics and philosophy.

This book serves as a foundational resource, particularly for philosophers, professionals in the
field of information technology, students with a high level of academic knowledge and strong
interest in the subject, and researchers interested in the social impacts of technology. It
develops a philosophical approach not only to practical technological issues but also to the
ethical challenges posed by the digital age. In addition, it offers theoretical responses to some
of today’s most debated topics (privacy and the accountability of artificial intelligence
systems). Although the book is not written in an easy-to-read style or with straightforward
content, it possesses the depth to be recommended to anyone curious about the fundamentals
of computer technology, big data, and artificial intelligence—as well as the topic of

information ethics—in our increasingly digital world.

In conclusion, Luciano Floridi’s The Ethics of Information is a monumental conceptual
framework designed to address the social, ethical, and existential issues shaped by technology
in the twenty-first century. The text does not merely establish practical legal rules to manage
the side effects of current technologies (such as data theft, artificial intelligence autonomy,
and censorship); it defines the very knowledge of reality, its environmental protection, and its

ethical construction as an ontological task.

By successfully synthesizing methodological abstractions derived from computer science
(LoA) with the metaphysical depth of classical Western philosophy (Spinoza, Kant,
Heidegger, Moore), Floridi provides a single, integrated perspective of the Ethics of
Knowledge to address a wide range of issues, from cybersecurity to artificial intelligence, and
from digital privacy to the climate crisis. Although his work faces harsh criticism in academic
debates—such as accusations of excessive inclusivity, the elimination of anthropocentrism, or
the fallacy of naturalism—it serves as a visionary guide for Homo Poieticus (the creative
human) existing within a digital ecosystem. The survival of the infosphere, the protection of
information entities from entropy, and the management of distributed ethics through
appropriate infrastructures are presented as both a moral responsibility and an ontological
destiny for humanity. Given that generative artificial intelligence, big data, and autonomous
systems will become even more prevalent in daily life in the coming decades—as the “onlife”

experience becomes the norm—the theoretical foundations laid by Floridi will continue to be
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one of the indispensable mainstream paradigms not only of technology ethics but of general

philosophical ethics as well.
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NOTES FOR AUTHORS / YAZARLAR iCiN NOTLAR

We would like to thank you for choosing to submit your paper to Cyberpolitik. In order to
fasten the process of reviewing and publishing please take try to read and follow these notes
in depth, as doing so will ensure your work matches the journal’s requirements.

All works including research articles, comments and book reviews submitted to Cyberpolitik
need to be original contributions and should not be under consideration for any other journal
before and/or at the same time.

All submissions are to be made online via the Journal's e-mail address:
cyberpolitik@gmail.com

The authors of a paper should include their full names, affiliations, postal addresses,
telephone numbers and email addresses on the cover page of the manuscript. The email
address of the author will be displayed in the article.

Articles should be 1.5-spaced and with standard margins. All pages should be numbered
consecutively. Please avoid breaking words at the end of lines.

The articles need to be between 5000 - 7000 words (including footnotes and references);
comments between 2000-4000 words (including footnotes and references); and book - article
reviews between 500 - 1500 words.

An abstract of up to 150 words should be added during the submission process, along with an
average of five keywords.

Authors should make a final check of their article for content, style, proper names, quotations
and references.

All images, pictures, maps, charts and graphs should be referred to as figures and numbered.

Sources should be given in full for images, pictures, maps, tables and figures.

Comments in Cyberpolitik
A comment is a short evaluation of an expert regarding new issues and/or development in
cyberpolitics.

Comments require journal's full reference style.

Book / article Reviews in Cyberpolitik
A book review should provide a fair but critical assessment of a recent (not older than 5

years) contribution to the scholarly literature on the themes and topics relevant to the journal.
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A book review for Cyberpolitik:

o Provides complete bibliographical references of the book(s) and articles to be reviewed.

e Summarizes the content and purpose of the book, focusing on its main argument(s) and the
theory, methodology and empirical evidence employed to make and support these arguments

e Critically assesses the author(s)’ arguments, their persuasiveness and presentation,
identifying the book’s strengths and weaknesses

e Presents a concluding statement that summarizes the review and indicates who might
benefit most from reading the book

Book / article reviews should be preceded by full publication information, in the following
form:

Education for Peace: Politics of Adopting and Mainstreaming Peace Education Programs in
Post-Conflict Settings by Vanessa Tinker, Academica Press, 2015, $81.62 (Hardcover), ISBN
978-1680530070.

The reviewer's name, affiliation and email address should appear, on separate lines, at the top

of the review, right after the bibliography of the book/article.

Journal style

Authors are responsible for ensuring that their manuscripts conform to cyberpolitik's reference
style.

Reference style of Cyberpolitik is based on APA 6th Edition.
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