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EDITORIAL PREFACE: REWISITING CYBERSECURITY

Dear Readers,

We are delighted to present the 18th issue of the Cyberpolitik Journal, marking another
milestone in our ongoing journey, which began nearly a decade ago. It is a privilege for us to
continue to explore the complexities and nuances of the digital world, a domain that grows
exponentially with each passing day. As new technologies emerge and the digital landscape
evolves, we remain committed to examining and understanding these developments within our

limitations, seeking insights that help us navigate this ever-expanding sphere.*

In an era where digital technologies are seamlessly integrated into every facet of our lives,
cybersecurity has become a paramount concern. The rapid pace of innovation in cyberspace has
brought about unprecedented opportunities, but it has also introduced new vulnerabilities that
require urgent attention. As our reliance on interconnected systems deepens, the risks of
cyberattacks and data breaches have escalated, posing significant threats not only to individuals
but also to organizations, governments, and entire nations. The importance of revisiting and
rethinking cybersecurity practices has never been more urgent, as the evolving threat landscape

demands that we continuously adapt to new challenges and technologies.

The complexity of modern cyber threats calls for a multifaceted approach to cybersecurity, one
that not only addresses technical solutions but also incorporates ethical, legal, and policy
considerations. In this issue of the Cyberpolitik Journal, we explore the intersection of
cybersecurity and artificial intelligence, highlighting how emerging technologies can both
enhance and undermine digital defenses. The contributions reflect the growing need for global
collaboration and the creation of robust frameworks that promote security while safeguarding
privacy and civil liberties. It is clear that cybersecurity is no longer solely a technical issue but
one that requires cooperation across disciplines and borders to ensure the safety and resilience

of digital infrastructures.

* This editorial preface is modtly generated by Al
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As digital threats continue to evolve, so too must our strategies for defending against them. This
issue underscores the critical importance of reimagining cybersecurity in a rapidly changing
world. From nation-state actors engaging in cyber warfare to the increasing sophistication of
ransomware attacks, the articles featured here delve into the strategic, ethical, and policy
challenges posed by the digital age. By revisiting cybersecurity with a focus on innovation,
responsibility, and international cooperation, we can build a more secure and resilient digital

future.

This issue brings forth a collection of thought-provoking articles that illuminate various
dimensions of the cyber world. From the theory of IR to cyber sovereignty, from cybersecurity
to security strategis and from cybersecurity regulations in Malaysia to cyber attacks on

Hesbollah’s pager explosions.

This issue of Cyberpolitik Journal features an engaging array of research articles, opinions, and
interviews that address the most pressing and thought-provoking topics in the digital realm. As
the digital landscape evolves at a rapid pace, it is essential to critically evaluate the ethical

implications of these changes, and our contributors have done so with insight and rigor.

One of the key themes explored in this issue is the intersection of cyberspace and geopolitical
conflict. In the article "Cyberpolitical Spaces in the Contested Narrative of PHL-China
Maritime Dispute™, Santos examine how digital technologies influence international relations
and territorial disputes, specifically focusing on the South China Sea. The research highlights
the complex relationship between cyberspace and sovereignty, illustrating the growing

importance of digital platforms in shaping global political narratives.

In "What Kind of Theory of International Relations in the Context of Cyberspace?", Kurnaz
delves into the evolving field of international relations, proposing a new framework for
understanding how digital spaces interact with traditional statecraft. This theoretical exploration
offers critical insights into how cyberspace is altering power dynamics, diplomacy, and state

sovereignty in the modern world.

The article "Cyberspace and Nation-State: Revisiting Sovereignty” extends this conversation

by revisiting the concept of sovereignty in the digital age. The piece provides a nuanced analysis

Cyberpolitik Journal Vol. 9, No. 18 www.cyberpolitikjournal.org
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of how nation-states navigate the complexities of governing both physical territories and the
expansive digital landscapes that transcend borders. Soker in the article challenges traditional
conceptions of state control and opens up important discussions about the future of governance

in cyberspace.

As digital technologies continue to shape the security landscape, "Al and Cybersecurity:
Navigating the Future of Warfare and Digital Defense™ examines the critical role artificial
intelligence plays in modern warfare and digital defense strategies. Karaguezian tries to explore
both the opportunities and risks that Al presents to cybersecurity, emphasizing the need for

robust ethical frameworks to guide the development and deployment of Al in defense systems.

In "Digital Diplomacy: The TRNC's Struggle for Recognition in Cyberspace"”, Safa analyzes
the role of cyberspace in the diplomatic struggle of the Turkish Republic of Northern Cyprus
(TRNC) for international recognition. This research highlights the significance of digital
platforms in advancing or hindering diplomatic efforts and underscores the challenges smaller

or unrecognized states face in the digital realm.

The article in Turkish, "Yapay Sinir Aglari ile Gii¢lenen Giivenlik Stratejileri: Modern Giivenlik
Yonetiminde Yapay Zekdanin Rolii ve Etkileri”, provides an in-depth exploration of how artificial
neural networks enhance security strategies in modern security management. This work
contributes valuable insights into the practical applications of Al in protecting critical

infrastructure and mitigating cyber threats.

In the Opinions section, "Cyber Security Act 2024: A Facelift to the Cybersecurity in Malaysia"
offers an overview of recent legislative changes in Malaysia aimed at improving national
cybersecurity. The article assesses the strengths and potential shortcomings of the new Cyber
Security Act, shedding light on the importance of legislative frameworks in protecting digital

infrastructures.

The discussion on "Sosyal Medya Ekseninde Ifade Ozgiirliigii" (Freedom of Expression in the
Context of Social Media) explores the complex relationship between freedom of speech and the
regulation of content on social media platforms. It addresses the ethical dilemmas surrounding
censorship, misinformation, and the role of governments and corporations in moderating online

speech.
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Our Article and Book Reviews section features thoughtful reflections on Diplomacy in the
Digital Age, which examines how diplomacy has evolved in the face of digital communication

technologies and the challenges they pose to traditional diplomatic practices.

Lastly, in the Academic Interviews section, "Siber Saldirilar Asimetrik Savasin Bir Par¢asidir”
(Cyber Attacks are a Part of Asymmetric Warfare) explores the growing threat of cyber warfare
in modern conflicts. This interview provides insight into the strategic use of cyberattacks by
state and non-state actors, highlighting the ways in which these new forms of conflict challenge

traditional military paradigms.

As we continue to face unprecedented ethical and practical challenges in cyberspace, these
articles offer critical perspectives that will aid policymakers, scholars, and practitioners in
making informed decisions. The diverse range of topics explored in this issue underscores the
importance of interdisciplinary approaches to understanding the ethical implications of digital
technologies. We hope this collection of research will spark further dialogue, reflection, and

innovation in navigating the evolving digital landscape with integrity and responsibility.

Nezir AKYESILMEN, Ph.D

Editor-in-Chief
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CYBERPOLITICAL SPACES IN THE CONTESTED NARRATIVE OF PHL-CHINA
MARITIME DISPUTE

Danilo Lorenzo S. Delos SANTOS*
Orcid: 0009-0009-4604-1602
Abstract

The ongoing dispute in the West Philippine Sea has proven to be one of the critical geopolitical
areas of concern in recent years. After decades of brewing tensions, the two nations have been
in a constant war of interest and clout through various forms of media and targeted audiences to
garner support and influence in the region and beyond. Over the decades, the game has shifted
both ways with the Philippines winning its arbitration case against China under the UNCLOS
(United Nations Convention on the Law of the Sea) in 2016 and the eventual and unforeseen
policy shift under a pro-China Duterte administration. This paper explores the narrative of the
ongoing tensions by comparing the cyberpolitical spaces using Lateral Pressure Theory in
discussing how the administration of Rodrigo Duterte shaped, framed, and transformed public
opinion and policy within the trajectories of geospatial, environmental, and cyberspace domains.
Key Words: West Philippine Sea, China- Philippines relations, Cyperpolitics, Lateral Pressure
Theory

Introduction

The contested waters of the West Philippine Sea or what is also known as the South China Sea
has been a hotly debated topic in the last decade. The tensions between the Philippines and
China have been escalating for the last two years (Center for Preventive Action, 2024) with
various physical altercations with the Chinese Coast Guard as well as the maritime militia

(Davidson, 2024) with their cabbage patch strategy (Heydarian, 2019

* PhD Student at International Relations at University of Pecs, Pecs-Hungary
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The current context of the conflict begs to transpose a question of the current milieu into popular
discourse regarding the spillovers of state tensions from the geospatial and environmental
domains towards cyberspace that is unbound by physical boundaries and arbitrary rules of
conduct. With the nature of cyberspace, the weaponisation of influence is used by state actors
as a viable tool to project legitimisation of promoted values and ideas.
International tensions in the West Philippine Sea highlights this spillover that are unforeseen
before in major international conflicts. Other than the ongoing one-upmanship between China’s
coast guard and the Philippine’s stand, cyberspace has been a realm in which the Philippines
have used to project its domestic policy into a transnational plane. The paper aims to answer
the question of how do state actors express national interest through various projections of
power and influence in the realm of cyberspace. Also, the exploration of the topic will use the
regime under Duterte and how the government cascades national interest in geospatial and
environmental nexus through cyberpolitical means as a basis of comparison and using the
current tensions of the west Philippine Sea as a case test for the Lateral Pressure Theory.
Overarching Question: “How did the Duterte administration control the narrative of the

West Philippine Sea tension within his administration?

Sub-questions:
1. What are the issues framing used by the Duterte administration in advancing the
government’s agenda across the three domains of cyberspace, geospatial, and environmental
nodes?
2. What are the critical narrative nuances created under his administration and how did it
impact public opinion?
3. How can the Philippine government promote the national agenda through the lens of
Lateral Pressure Theory in the case of the West Philippine Sea tensions?
4,

Literature Review

Lateral Pressure Theory in Retrospect

The advancement of technology has created new landscapes and dynamics of power interaction
between actors in international relations. International Relations theorizing has been lagging
behind in making sense of the undercurrents surrounding the utilization of technology in the

advancement of State agenda and national interest (Foulton & Meibauer, 2024). While the study
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of the impact of cyberspace has been arich field of interest, studies that decrypt and explain the
intersection of emerging geopolitics of cyberspace seen in various platforms and mediums.
Lateral Pressure Theory has experienced a resurgence in the literature notably in 2012 as the
seminal work on cyberpolitics and the study of international relations was published.
Fundamentally, it establishes the relationship between state characteristics and patterns of
behaviour in the international level as well as the root and effect of the action in the larger
scheme of international relations (Choucri and North, 1989). The looming challenge for
International Relations practitioners is to make meaning for the seemingly complex nature of
conceptual and definitional basis (Akdag, 2023). This compounds to the reality that cyber
policy and government policies aims to aid its main aim to protect threats from the spread of
false information and narratives (Tarhan, 2023).

Focusing commonly on the external effects of state action and its transformative properties
outside state territory, it is the initial step in understanding the dynamics of state politics in an
outward exogenous direction similar to the economic expansion of Simon Kuznets (Lundberg,
1971). State to state interaction through this understanding is borne from the intersection of
interests resulting in engagements that could lead to either cooperation or conflict.

Combining Lateral Pressure Theory and the politics of cyberspace highlights the asymmetric
and borderless nature of conflict and warfare with the absence of international law causing a
vacuum in cyberspace (Schmitt, 2017). This also is despite past efforts such as the Tallinn
Manual that had not resolved the issue (Schmitt, 2013). Due to the lack of a stable international
law, states through various non-military means can directly affect another nation-state without
accountability due to the lack of legal frame enabling punitive measures to violators.

The complexity surrounding cyberspace is rooted on the seven unique characteristics that it has
such as temporality; or the ability to enter high politics, physicality; which is how cyberspace
transcends physical limits, permeation; corresponding to its fluidity such as the trait to sustain
changes and reconfigurations, participation; that reduces barriers to political expression,
attribution; which obscures identity and lastly, accountability; that bypasses existing
mechanisms (Choucri, 2012).

As one of the primary theories in explaining the effect of cyberspace to state power and global
affairs, Lateral Pressure Theory places itself as the best alternative to assess the current tensions
not only seen in tangible physical altercations but what has now translated to online one-
upmanship that is discreet, clandestine, and manipulative while at the same time being
ubiquitous, unrelenting, and constantly threatening. Illustrating this threat, Choucri advances

the theory by anchoring the domains in three categories notably the more traditional geospatial,
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the newly surging
(Choucri, 2017).
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Figure 1: New complexity for human security

Source: Choucri & Agrawal (2017)
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= Conflict G ns
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Choucri’s fundamentals of sustainability & security highlights the anchors of international

relations geopolitical space through the three domains that while are static, are considered to be

the initial steps for theoretical development in relation to the dynamic change of state affairs

and trajectories of interaction. On the other hand, it is also accepted by the proponents that

global priorities are also headed towards reversing the arrows into lowering the risks in the

premise of co-evolution of international relations and cyberspace. However, the perceived

reversal of the arrows is assumed to be a net positive effect and needs further understanding in

its application such as with the West Philippine Sea.
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Figure 2: Reversing arrows for human security
Source: Choucri & Clark (2019)

The study advances the literature by using the theoretical lens in understanding the dynamics
of lateral pressure across and between the other adjacent domains as well as the domestic effects
of lateral pressure to the subjects of the government.

The research intends to test the theory on how cyberspace has been a critical tool for a state to
both project national interest and at the same time influence domestic discourse with its framing
and issue nuancing to similar result by pivoting external interest and reintroducing it to public
discourse.

It posits Choucri’s fundamental framing of state profiles that are defined by real and cyber
personas necessitating for the development of systems to unlock the paradox if real profiles
echo what is seen in cyberspace or as depicted in this study as the issue nuancing that are shown
in the government owned and controlled media outlet Philippine News Agency (PNA).

Under the Duterte administration, the government has utilized its primary media resources that
spans TV, Radio, Newspapers, and Cyberspace. This paper explores the cyberpolitical realm,
and specifically the contents within the Philippine News agency website which is the primary
source of government news and information and analyses three major cyberpolitical spaces of
geospatial, environmental, and cyberspace domains in Lateral Pressure Theory.

Aquino’s Arbitral Win to Duterte’s China Pivot

During the early years of the Aquino administration, China has positioned itself as the aggressor
in the South China Sea with Chinese Navy vessels seen with building activities in the West

Philippine Sea (Lee-Brago, 2011) which was the precursor to various summons and questioning
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for the Philippine government over China’s ominous presence around the Philippine maritime
territory in various incidents and levels of severity (Yann-huei & Zou, 2014). Midway in his
leadership on 2012, Aquino sings a new order to rename the South China Sea waters within the
Philippine Territory to the West Philippine Sea in a move to establish territorial claims in the
islands under considerable threat (South China Sea Morning Post, 2012). These, among many
symbolic acts and strategies were a constant item in news outlets during Aquino’s tenure and
were of considerable importance to the buildup leading to the Philippine’s breakthrough in the
West Philippine Sea. Aquino’s statecraft was tested in the early years of his tenure where the
Philippine government was active in accumulating popular support in the region. Mainly
Aquino achieved this feat by using both state and non-state actors and track two diplomatic
channels (Ibarra, 2024).

It was in 2016 under Aquino’s final year of leadership when the Philippines experienced a
landmark win in the West Philippine Sea row with an arbitration win concerning the historical
rights and claims of China in the disputed islands (Permanent Court of Arbitration, no). The
Permanent Court of Arbitration has ruled in favour of the Philippines after three years of
initially lodging the proceedings under Annex VII of the United Nations Convention on the
Law of the Sea (UNCLOS).

While this decision sets the foundations of the Philippines primary claim, the Aquino
administration was able to effectively use existing diplomatic tools and avenues to draw
attention to the growing tensions and amass support from its regional neighbours not only in
the ASEAN (Ramos, 2018) but also in Asia and the Quadrilateral Security Dialogue (QUAD)
through the use of hard balancing strategy using military modernization, alliance building, and
the reliance on international law (De Castro, 2024).

During the succeeding 2016 National Elections, it was evident that Aquino’s efforts has trickled
down to the populace as evidenced with the increased preference of voters towards a leader
who will protect the Philippine territory against aggressors as seen in the final pre-election poll
regarding the concerns of voters and their preferences on which issues to address (Pulse Asia,
2016).

Comparatively, domestic concerns predominantly were the most urgent worries of the public
with local governance issues, social services, and economic balancing were cited. Local
security also placed higher in the list with corruption, law enforcement, and illegal gambling
all coalesce together under the umbrella of domestic peace and security. Outside threats such
as territorial security, overseas worker welfare and climate change preparedness ranked the tail

end of the important issues that the public wanted to address after Aquino’s tenure. Notably,
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8% of the respondents have placed a premium on territorial integrity on the public survey by
Pulse Asia running up to the elections.

MOST URGENT NATIONAL CONCERNS FOR
A PRESIDENTIAL CANDIDATE TO ADDRESS: OVERALL
January 24 - 28,2016 / Philippines
(Multiple Response, up to 3 allowed / In Percent)

Base: Registered voters with biometrics

[ LOCATION ] [ CLASS
NATIONAL CONCERNS |NCR| BL | VIS | MIN ‘ |AEC| D | E |
38 36
36 42

Improving/increasing the pay of workers 35 47 38 27 39 39
Curbing the widespread sale and use of illegal drugs 32 34 a1 34 37 30
Controlling inflation 30 28 32 3 29 28 Ea 30
Fighting graft and corruption in government 30 26 3 26 34 37 3 24
Reducing poverty of many Filipinas 29 34 3 2% 24 25 20 3l
Creating more jobs 26 34 28 27 16 23 25 30
Fighting criminality 24 22 23 23 30 33 24 23
Enforcing the law on all whether influential or 20 17 21 18 22 19 20 19
ordinary people
Increasing peace in the country 12 9 15 12 10 18 12 13
Curbing the spread of illegal gambling like jueteng " 7 5 15 18 8 10 15
Stopping the destruction and abuse of our environment 10 7 9 13 10 8 10 "
D the integrity of ippine territory 9 9 6 7 12 8 8
against foreigners
[ ing giving early i 8 13 9 7 5 8 8 7
for typhoons, floods, landslides and other
disasters/calamities
Protecting the welfare of OFWs 7 8 7 5 7 5 7 5
Speed of responding to the needs of those [ 7 8 5 5 9 6 9
affected by typ and other di iti
paring to face any kind of i 4 3 4 4 5 5 4 5

Table 1: Issue preferences of voters in the 2016 Philippine National Elections
Source: Pulse Asia (2016)

Though it did not place as one of the highest issues, the emergence of it as one of the primary
concerns has been directly borne from the combined efforts of Aquino’s line agencies and
diplomatic efforts that echoed within public sentiments. The arbitration win has been
championed by the international community as a significant cog in the balance of power in Asia
as a small island nation has successfully used international law and its channels to defend itself
from the aggression and bullying of a rising military power that is China (Campbell, 2016).
The Philippines’ victory however was short-lived after the win of the populist candidate
Rodrigo Duterte which signalled a drastic turnaround in the narrative with China contrary to
his initial claims of a hard-nosed independent foreign policy stance (Wong, 2020).

Built on lofty promises and goals, Duterte’s cult of personality signalled a tough stance with
China in the initial phases of his campaign such as the infamous promise to use a jet-ski to
commute to the disputed island territories and plant the Philippine flag (Politiko, 2016). This
stance on the other hand did not last long when Duterte slowly transitioned from a hard-nosed
peddler of his own brand of “independent foreign policy” which he notes as “neutrality” by

delinking the Philippine foreign policy agenda from the United States towards a familiar bias
with China (Valeriano, 2023).
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An example of his projected false neutrality is the soft stance of his administration despite the
blatant claims of China on the disputed islands by naming it as part of a new administrative
district in the Kalayaan group of islands (Rocamora, 2020).

Initially, Duterte’s transition were noted as merely a “strategic play” to not further escalate
tensions in the West Philippine Sea, however, his dalliance with China had a significant purpose
because of its role with his banner project ‘Build, Build, Build’. Duterte’s major infrastructure
push piggybacks with China’s aspirations for regional clout through Xi’s Belt and Road
Initiative (BRI) amounting to $24 Billion which was initially based on 13 government to
government contracts and was officially inked just several months after Duterte’s official tenure
(Fernando, 2020). Other than the Philippines, other ASEAN member states mirrored Duterte’s
pivot to China such as Laos but it has been widely known that from an economic perspective
the China’s BRI while connects countries, it largely favours China (Voros & Somsack, 2020).
After grand ambitions of a banner project based on the traditional economic pump-priming
model (Department of Budged Management, n.d), Duterte’s joint projects with China
consequently failed due to various reasons (Baclig, 2022) and most markedly were severely set
back by the 2020 pandemic as well as the mercurial relations in the West Philippine Sea that
did not find enough clarity under his leadership (Rand Corporation, 2021). Eventually,
Duterte’s gamble with China failed due to the inefficacy of his own brand of statecraft
articulated on hedging and political leveraging with no apparent solid grounding (De Castro,
2022).

Duterte’s failed legacy with was obvious at the tail end of this administration after the
Philippine public still remained cautious of the territorial disputes with 7% of respondents based
on urgent concerns poll of Pulse Asia on June 2022 (Pulse Asia 2022). This result is a testament
to the voter’s preference of a President that prioritizes national security as part of a candidate’s
leadership platform and a confirmation to the perception that Duterte’s administration has failed
to address it within his tenure in office.

Curiously, it also seems to disregard any significant impact that the Duterte government has
done in trying to displace the issue from public consciousness with a 7% showing and merely

dropping by 1% from its 2016 record.

Issue % % of Issue | % from

Change Preference | 2016

in 2022
Inflation -27% 57% 30%
Cyberpolitik Journal Vol. 9, No. 18 www.cyberpolitikjournal.org 194

194

<< Winter 2024

/,
N\

<



Increase pays for workers +7% 45% 38%
Poverty reduction +4% 33% 29%
Job Creation +3% 29% 26%
Corruption in government -20% 20% 30%
Enforcement of the law -5% 15% 20%
Fighting criminality -10% 14% 24%
Promotion of peace in the country -2% 14% 12%
Provision of assistance for livelihood projects | N/A 14% N/A
due to COVID 19

Problem of involuntary hunger N/A 12% N/A
Tax reduction N/A 9% N/A
Environmental destruction reduction -3% 7% 10%
Support to small entrepreneurs and businesses N/A 7% N/A
Defending the integrity of the territory against | -1% 7% 8%
foreigners

Controlling of the spread of COVID-19 N/A 7% N/A
Protection of the welfare of OFWs -2% 5% 7%
Prevention of terrorism -1% 3% 4%

Table 2: Comparison of issue preferences of voters in the 2016 and 2022 Philippine National
Elections

Source: Pulse Asia (2016), (2022)

Noticeably, some issue concerns were missing in the 2022 iteration of the survey with drug
problem, disaster preparedness was no longer seen as part of major issue concerns with
Filipinos and were displaced mainly of issues focused on post-pandemic recovery, COVID-19
control, and hunger.

These new concerns are directly due to the black swan event of the pandemic and were
necessary for most Filipinos to solve. Though mainly the list has not changed much and mostly
the majority of concerns remain as key issues that are in need to be resolved such as worker
pay, inflation, graft and corruption, law enforcement, and worker protection.

The absence of significant changes from the start of Duterte’s reign to the end of his leadership
on the issue of the West Philippine Sea signals an important space in the literature in answering

what the cyberspace strategy employed, how the government framed its agenda, and finally
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why is it that there was no significant effect in the issues preferred to be tackled by the voting
public at the end of his term.

Re-thinking Cyberpolitical Spaces and Threats

The Philippines as a small island state has largely been considered as an underdog in this
conundrum. In recent events, there has been an increasing need to echo the evolution of
cyberspace and the importance it has in international relations. The West Philippine Sea
tensions exacerbate this point with the convergence of cyber and disinformation activities (Ona,
2024). The threats posed by outside entities can easily derail domestic politics by manipulating
popular discourse in legal channels such as, but not limited to applications, media, and the
internet.

While cyberspace was formerly considered to be a place where low politics are prevalent and
therefore does not affect state position or agenda in the early years of the internet. Choucri’s
interpretation of the Lateral Pressure Theory has asserted the poignant structure of
cyberpolitical affairs, it is argued that the established threats to security nexus have now evolved
with the ossification of the geospatial, environmental, and cyberspace spaces. Its illustration
and example of this is the Current tensions of the Philippines and China.

A major manifestation of this merger of the geospatial and environmental to the cyberspace
front is China’s spending on alleged cyber-information operations amounting to $10 billion
annually based on the 2021 study of Rand Corporation (Beauchamp-Mustafaga & Hornung,
2021). Through the Strategic Support Force of the People’s Liberation Army (PLA) and its
affiliate units, China was able to carry on its propaganda efforts beyond the borders of its own
territory towards other actors which carry offensive and defensive capabilities.

It was reported that an existence of colloquially called as the 50-cent army are utilized as
keyboard trolls and warriors to push propaganda, fight alternative views online, and report on
would be dissenters and groups (Lau, 2016). According to various reports, the 50-cent army are
composed of 500,000 to 2,000,000 members and are summoned to redirect and deflect critical
opinion and promote those that are in line with the state message (Intelligence Insight Group,
n.d).

The existence of the 50-cent army emphasizes the need for states to be cautious of cyberspace
and with devious forms of non-combative warfare whose damage is intangible and hidden. The
war of ideas has now taken cyberspace and the weaponization of the keyboard is in full force
with the creation of military units whose full aim is to deceive public opinion to carry-on alien
interests that are beyond the targeted state’s control or national interest. In this regard, Choucri’s

differentiation of the three geopolitical spaces no longer hold true as cyberspace now transcends
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geospatial and environmental interest with the weaponization of the information in the internet.
Duterte’s case presents a peculiar case whereby he himself have shown drastic efforts to ease
in China’s interest within the context of national interest and foreign policy agenda as seen in
the official releases of the PNA. This reimagines Choucri’s model by inserting traversing
arrows from geospatial and environmental domains towards cyberspace as demonstrated by

state action and cyber operations.

Geospatial

Territorial incursions in PH territory/ Arbitral ruling
High Foreign structures and ships on disputed islands
Barring of vessels in economic zone and maritime
militia presence

Improvement of military capabilities for territorial
defense

Destruction of ecosystem
Overfishing and pillaging of marine resource
Election tampering Energy and liquified natural gas deposits
Cyberespionage/ Data Hacking Low
State sponsored bots and trolls in cyberspé‘@é‘" B ——

. nvironmental
Data hacking ——
State propaganda (9-dash

High

Cyberspace JJ{I-Iigh State vaemperations

Domestic/ foreign

Figure 3: Application of Lateral Pressure Theory in the West Philippine Sea

As it was discussed in the last parts of the research, Duterte’s legacy was hinging on China’s
infrastructure push and therefore inevitably affecting his government’s stance on certain issues
by branding his government’s decoupling from the United States as ‘independent foreign
policy’. This though did not hold true because his pro-China proclamations were apparent from
the start and seemingly did not follow any strategic logic (Strangio, 2024). It therefore,
inevitably in the best interest of his administration to align with China’s interest and sacrificing
domestic interest in the disputed islands by cloaking his pro-China stance as an independent
strategy and brand.

A clear display of this partnership is the Philippine Communications Operations Office (PCOOQ)
who serves as the primary media arm of the president has sent numerous media practitioners
under their agency to China to learn ‘state-media’ approach being used under China (Pechora,
2018). With this formal partnership, it is apparent that the government under Duterte’s rule
wanted to emulate China’s strategy in controlling and influencing the populace. Yet, allegedly,
Duterte’s strategic use of social media manipulation has been widely reported even before he
won the presidency with the use of paid online trolls that parallel China’s 50-cent army with
the use of 400-500 cybertroops (Bradshaw & Howard, 2017). This however does not show a
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direct link whether Duterte has had help from China, yet it is highly speculated that Duterte’s
campaign has had significant help from foreign entities (Reuters,2021). It also does not help
that under Duterte’s tenure, efforts to diminish the impact of fake accounts and cybertrolls were
rejected by himself citing possible constitutional concerns despite it having a potential impact
in helping with surveillance and national security (France 24, n.d).

Due to the allegations and apparent linkages with China’s influence on Duterte prior and during
his tenure as president, it further challenges the literature in how Lateral Pressure Theory sees
Duterte’s recalibration and re-introduction of foreign interest into domestic public discourse.
The state in this re-conceptualization of Lateral Pressure Theory advances the initial notions
and suggestions of Choucri and other proponents of the theory to explore the ongoing relational
changes between the geopolitical spaces within cyberpolitics. The application of the Lateral
Pressure Theory not only to discuss the extension of state interest in the three spaces but also
as a tool of the state to recalibrate national agenda and form it to their own brand casts a new

level of analysis and vulnerability in democracies.

Methodology

The study used primarily qualitative research utilizing content analysis through thematic
categorization and desk research using primary and secondary data sources. Focusing on
government owned and controlled media namely, the PNA over the span of the administration’s
tenure of governance from 2016-2022. It will not on the other hand include non-government
media outlets, sites, and applications or via third party companies, groups, and civilian

journalist sources.

Analysis and Discussion of Results

Tale of the Web: Duterte’s Strategy in the West Philippine Sea

Based on the extensive thematic research done on over 901 official media releases and articles
regarding the West Philippine Sea from 2016-2022 officially posted in the government’s
official news agency the Philippine News Agency website, it is apparent that the Duterte
administration has tried its best to deflect, and reframe the West Philippine Issue towards a

more welcoming foreign policy model.
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Table 3: Thematic content analysis of articles from 2016-2022 under the Duterte administration
tackling the WPS

After an extensive review of the PNA website, out of a total of 901, 615 tackled the core topics
and issues in the West Philippine Sea while others are considered to be indirectly linked to the
PHL-China issue which ranges from weather reports, local news, holidays pronouncements
among other fluff pieces. Among the 615 reports, the top three issues were on the territorial
dispute and arbitration dominated the headlines with a total of 244 articles, followed by the
building of structures in the disputed islands with a total of 110, and lastly, the improvement of
military capability and capacity with 92 posts.

Following these results, the preference remains to push for geospatial narratives having 83.25%
followed distantly by the environmental domain with 16.26% and lastly, cyberspace taking in
a mere 0.49%.

Domain Percentage
Geospatial 83.25%
Environmental 16.26%
Cyberspace 0.49%
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Table 4. Percentage total per cyberpolitical domain

Further analysing the thematic differences in the articles, it was understood that the Duterte
administration has pushed for the pro-China bias significantly in the arbitral ruling specially in
the first half of his tenure as president 2016-2019. The core messaging in these articles indicated
a stance of appeasement and the delegitimization of the arbitral ruling totalling to 152 articles.
On the contrary, the government also have balanced this by publishing articles that pushed for
national interest with 297 published pieces that reinforced and promoted Philippines’ stance in
the region. On the contrary, pro-Philippine messaging was mostly carried out by cabinet
officials and leaders while pro-China rhetoric mostly came from the executive branch under
Duterte and his office. This division indicates internal factions within as divisive groups clashed
on national agenda and positioning on foreign policy despite claiming a supermajority within
his administration (Romero, 2016).

The environmental field placed second in the list and were filled with pro-China stance in
advancing the possibility of oil and mineral mining partnerships in the disputed territory. Again,
this pattern was prevalent in the early years of the administration with repeated calls for
partnerships in the WPS which was angled to show how the arbitral ruling should not be given
credence and benefit a possible boost to the country’s economy. Meanwhile, an issue connected
to national security also showed a pro-China slant pertaining to overfishing which shares the
common bias with oil exploration positioned as a possible partnership with China and therefore
aiming in diluting the Philippines’ claim. One vague issue that the government had varying
stances on was the marine protection and destruction of the ecosystem with contrasting claims
of protection and partnerships proposed with China who was also painted as the primary
violators in the area. Given these, the environmental domain shows how the government used
the environment as a leverage for economic gain and soften public opinion against China’s
aggression.

Lastly, cyberspace did not make a significant showing in the overall count however has
supported the notion that cyberspace should no longer be seen as a static domain but a variable
that boosts other geopolitical spaces in cyberspace. In this case, cyberspace was no longer just
a separate issue area but a catalyst to other cyberpolitical spaces.

The application of lateral pressure theory has to be challenged and revisited with the premise
that the core definition of the cyberspace area should not be limited to cyberattacks or issues
but should also be seen as a variable that boosts other agenda and issue concerns. Cyberspace
in this case also has shown that it is now a tool more than just a categorization or an arena where

low and high politics coexist.
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Due to the increased access to the internet and the lowered barrier of entry, cyberspace has now
evolved to a preferred vehicle for influence. No longer is cyberspace confined to illicit acts
since now, pushing agenda in the internet does not need to be overt and forced, now, influence
can be had if the heads of state are compromised or influenced by external actors. State agenda
effects in cyberspace is no longer a one-way exogenous path and should be understood as a
reflection of lateral pressure to its citizens.

Domestic Control Through Lateral Pressure

Using content analysis through thematic categorization of content within the PNA, a common
strategic model is revealed and created. Within it, the methods on how a state can use lateral
pressure not only to project its national agenda but also to recalibrate the issue and reframe
existing stances towards drastically polarizing biases.

The study propositions that the Duterte has used three significant facets of media reframing
namely under the actions of Curtailment, Constriction and Containment and hereby will be
called Lateral Pressure Reframing. It is argued that the Lateral Pressure Theory discounts
discontinuity of regimes among democratic countries such as that of the Philippines. With weak
party affiliations and ideals, Philippine politics is idealistic and have been in constant state of
flux among the leaders it has had in the last two decades. The study espouses the need for the
theory to include the state’s power to intervene and reframe state agenda to another bias with

the use of cyberspace in controlling geospatial and environmental facets of domestic and

foreign policy.
Strategy Goal
Curtailment Curtail public opinion and dissenting voices from gaining

popular traction in the populace by framing them as

enemies of change, progress, and national security.

Application:

Often used in geospatial issues, the divisive strategy has
been seen in numerous cases by creating division
between his supporters and those who are dissenting in
his leadership due to the ease of framing geospatial

narratives of traitors to the state.
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Constriction

Constrict inflammatory issues regarding the government
by deflecting accountability through plausible deniability
to other agencies, groups or individuals away from the

executive branch or the government.

Application:

The environmental nexus was used in this aspect as it was
observed with diplomatic protests which are
environmentally related against China whereby former
Department of Foreign Affairs Teodoro Locsin Jr. was
called upon by the executive branch as the main
proponent of the diplomatic protests delinking from the

president and his office.

Containment

Control the narrative by using extreme examples that
would spread fear and doubt to the populace if an
alternative solution was followed which is contrary to his
government office. Containment transcends the
geospatial and environmental domains since it is also
used to ensure constant control of the narrative ensuring
a net positive framing in favour of the government and its

institutions.

Application:

Cyberspace was used in this campaign with Duterte
projecting a defeatist narrative of ‘having no other
choice’ or face harsher consequences such as that of the
threat of war with China in his press releases, personal
interviews, and live official pronouncements covering all

three domains of geospatial, environmental as well as

cyberspace.

Table 5: Lateral Pressure Reframing in application to the West Philippine Issue
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The observed application of the theory as studied in the official press releases on the West
Philippine Sea has shown a pattern of state strategy that is aimed to reframe public opinion in
expense of national interest. A pro-China government such as in the case of the Duterte
administration has tried to pivot towards China just to have marginal effect in diminishing the
importance of the territorial dispute which will allow China to legitimize its claim in the islands
and maritime territory.

With the observed strategy and extension of the Lateral Pressure Theory, it is shown how
cyberpolitics and its geopolitics needs to again be recalibrated and extended to include the state
as a possible proponent of foreign interest. With Duterte’s bias and pro-China stance, it is an
example of the fragility of democracies with drastic policy shifts in accordance with the elected

personalities in countries with weak political institutions and parties.

Geospatial

Territorial incursions in PH territory/ Arbitral ruling
High Foreign structures and ships on disputed islands
Barring of vessels in economic zone and maritime
militia presence

Improvement of military capabilities for territorial
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Overfishing and pillaging of marine resource

Election tampering Energy and liquified natural gas deposits
Cyberespionage/ Data Hacking Low
State sponsored bots and trolls in cyberspd@¥’ -
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Figure 4: Proposed conceptualization of Lateral Pressure Reframing in the West Philippine Sea
It is acknowledged that further research needs to apply the extension proposed to the Lateral
Pressure Theory to test its fundamental integrity and viability in other contexts and cases.
Nonetheless, the study commits itself to the need to continually progress the literature in
accordance to the demands of the fast-evolving world narratives. The case presented in this
study sets the needed foundations for further inquiry and have shown the potential its theory as
a means of control not only exogenously as formerly thought but endogenously to pivot its own

citizens towards a new direction of governance.

Conclusions
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The West Philippine Sea’s narrative today under the Marcos regime can be reclaimed again by
reengaging the same template of cooperation and statecraft under the Aquino administration. A
concerted effort to reframe the geospatial arena as an immediate national threat to security and
environmental factors that need to be addressed as a global public good will be a much-needed
restart after Duterte’s sabotage of the momentum gained from Aquino III’s monumental arbitral
rule legacy. A coordinated endeavour will be crucial to flip the narrative back to the Philippines

and reinstate its rightful and legitimate claim unified with the international community.
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Abstract

Cyberspace, which has found a working ground within the framework of cyber policies on the
basis of international relations, constitutes a new field of study in International Relations
together with cyber attacks. In today’s world, cyberspace, which has such a transformative
effect on the communication and interaction of political and social formations with each other,
has also attracted the attention of the followers of the International Relations Discipline, which
naturally includes human relations, by affecting social, economic and political platforms.
Because cyberspace and all the concepts, theories and developments derived from it now affect
International Relations on a multidimensional basis. Therefore, how this new field affects
international politics within the framework of cyber policies, at what points it has the capacity
to transform or erode the discipline and in general how it affects the epistemological,
ontological and even methodological dimensions of the discipline are important. Indeed, when
it is considered that traditional International Relations theories and theorists are inadequate in
explaining the rapid change and transformation in cyberspace, the importance of the study
becomes apparent. In this context, this study will focus on the concepts, questions that need to
be emphasized in order to evaluate how IR theories explain and understand cyberspace and the
assumptions to be developed based on these questions. At the same time, on the basis of all
these issues, it will be evaluated how traditional theoretical approaches view cyberspace in the
IR plane and on which essential alternative cyber IR theories should be built.

Key Words: Cyberspace, International Relations Discipline, International Relations Theories

Introduction
The discipline of International Relations (IR) deals with all elements of the political field with

its interdisciplinary nature. The struggles and interactions of the actors with each other in the
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international system are the primary reasons for the diversification of these elements. Cyber
security and its reflections, which have found a ground in the context of international security,
are making themselves felt in the political arena in terms of changing world conditions. The
situation where the struggle for interests is the focal point has risen to the top of the agenda of
states that hold the distinction of being the main actors in the power struggle with cybersecurity
and related tools.

Of course, information wars and access to strategic information have historical pasts in terms
of security and international relations. However, despite the ancient power of information, it
can be said that the concepts of cyber power and cyberspace have emerged as relatively new
elements of power. Indeed, the literature on the impact of cyber warfare on IR has also begun
to form (Choucri, 2012: 1-14; Choucri and Clark, 2019; Foulun and Meibauer, 2024: 426-458).
Studies in which cyberspace is addressed and discussed in the context of IR and which now
have a working integrity under the name of cyber policies are increasing.! No matter how
controversial the concepts such as cyber warfare, cyber intelligence, cyber conflicts, cyber
deterrence, cyber power, which will be increased in number, are, it is a reality that international
actors diversify within the cyberspace and turn into instruments of influence in IR. The
cyberspace, which has risen in terms of international politics with the concepts in question and
their practical reflections, has also become an option with the concept of deterrence.

It is possible to say that the point that IR followers are most interested in regarding cyberspace
is the area where cybersecurity overlaps with national and international security (Burton, 2013:
216-218; Rid, 2012). Especially with the end of the Cold War, the transformation of the
perception of security and the replacement of traditional security elements with asymmetric
elements have increased the dimensions of the discussions on security. However, as far as can
be observed, almost all political and military conflicts have also developed a cyber dimension.
Therefore, technological developments affecting inter-state relations as well as social relations
have caused relatively radical changes in the discipline of IR (Akdag, 2023). Security, as the
area where these changes are most effective and where erosion is most felt, is taking a different
form every passing day. However, traditional IR theories and theorists are inadequate to explain
the rapid change and transformation in cyberspace. Therefore, in the cyber age, IR theories need

to offer a new perspective in explaining social, political, social and economic events.
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In this context, how can a bridge be established between cyberspace and international relations,
how can cyber security be reduced to the perspective of international relations and how can this
discipline be studied? It is known that MIT (Massachusetts Institute of Technology) has made
important publications especially in this interdisciplinary study. Based on these points, this
study will focus on the concepts and questions that should be focused on when constructing IR
theories related to cyberspace. At the same time, all these issues will be evaluated in terms of
how traditional theoretical approaches view cyberspace in terms of IR and on what grounds
alternative cyber IR theories should be constructed. In this direction, in the first part of the
study, how IR theories are put into practice as a new policy area in cyber policy will be
discussed, while in the second part, the approaches of existing IR theories towards cyberspace
will be discussed. In the third part, the questions and foundations on which it is possible to
produce an international relations theory regarding cyberspace will be discussed.

A New Policy Area for International Relations Theories: Cyber Politics

In today’s world where information revolutions have the potential to transform international
politics, the increasing impact of information and communication technologies and the internet
on many aspects of our daily lives has led to the need to bring cyber-focused approaches and
solutions to the challenges encountered. The digital universe has brought the question of how
to transfer traditional governance concepts to the new level in cyberspace to states. Because, as
mentioned before, developments and reflections originating from cyberspace affect IR in a
multidimensional way within IR. Actions and transactions in cyberspace have brought a
different dimension to both international relations as a type of relationship or practice, and to
IR as a discipline, and therefore have the potential to transform all concepts and sets of theories
related to the discipline. Revolutions originating from cyberspace have the potential to affect
international relations in three ways in terms of decision-making processes, information sharing
and diplomatic processes. First, by increasing and expanding the interests and discourses in the
international policy process, they make decision-making processes more complex and reduce
the state’s control in this process. Secondly, since it brings about the acceleration and
cheapening of information about a subject or development, it has an impact on the process and
results of managing information. Thirdly, it has also brought about the fast and cheap provision
of traditional diplomatic services to individuals, states and other non-state actors (Akyelismen,
2018: 175-176).

Nazl1 Choucri claims that combining Lasswell’s “definition of politics as the distribution of
values in society through an authority” with David Easton’s striking definition of “who gets

what, when and how” leads us to the most general and appropriate view of politics, valid in all
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contexts, times and places. Choucri, who adapted politics to the cyberspace, stated that with the
creation of cyberspace, a new area for the conduct of politics has been shaped and that we are
witnessing a new form of politics (Choucri, 2012: 4). The concept of cyber politics is also a
concept that is just beginning to be developed and is being worked on. Choucri states that the
concept of cyber politics is formed by the merging of two processes or realities. Namely, cyber
politics is combined as those that belong to human interactions (politics) surrounding the
determination of who will get what, when and how, and those that are possible by using a virtual
space (cyber) as a new area of contestation with its own forms and realities (Choucri, 2012: 4).
Cyberspace is another arena. It is a space created through technological innovation, allowing
users to engage in activities that are put into practice through digital spaces with spatial spaces
that exceed traditional regional, social and economic restrictions. Historically, access to and
participation in the cyberpolitics space was limited to the most powerful; the nature of the
enterprise and its organizational complexity limited the number of players. In contrast, access
to cyberspace is becoming available to more and more people around the world. Today, the
number of people with Internet access has reached billions (Meibauer et al., 2020: 268-295).
This space offers new opportunities for competition, contestation, and conflict as fundamental
elements of politics and the pursuit of power and influence.

It is important to understand the sets of concepts and theories that will be necessary to make
sense of this new area of politics and the effects of these sets on international politics and IR
theories. In this period that is close to the end of the first quarter of the 21st century, cyberspace
and international politics mutually affect each other. The IR discipline regarding cyberspace,
whose intensity, speed and impact have increased tremendously in this century, has not been
able to fully nourish on theoretical and conceptual grounds. Because IR theories under the
dominance of positivism have made their foundations on interactions in physical spaces/areas
(Dunne vd., 2013: 1-14). Physicality in IR also creates opportunities to expand power and
influence in international politics. Any physical space refers to the spheres of interaction that
create potential sources of power, influence and hegemony, information and markets in IR.
When the actions of one actor threaten the sovereignty, stability or security of other actors,
physicality becomes a significant variable in IR. Traditionally, the concept of physical space
has been closely linked to territoriality. Physical spaces have been shaped by the exercise of
pure physical power combined with competitiveness, innovation and a spirit of adventure.
Historically, only the politically and militarily powerful major powers have been able to
compete effectively in the conquest of territory and the exploration of outer space (Heywood,

2011: 4-8). These spaces have been marked by the physical spaces in which the quest for power
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lies. National prestige, international positioning, wealth gain and strategic advantage in military
competition have all been achieved through physical expansion into territory or the atmosphere.
Both colonialism and the space race, in their different ways, have controlled rather than leveled
the playing field. The space itself has been defined by the few states that can afford to play. It
Is cyberspace and the new arena of interactions that loosen this relationship (Choucri, 2012;
Akyesilmen, 2018).

However, when observed, threats originating from cyberspace have brought cybersecurity to
the top of the national security agenda. Therefore, it is essential to develop a comprehensive
and holistic understanding of cyber policy towards cyberspace. Because it is an area that will
create a new struggle and competition environment within international relations. In fact, this
area brings with it differences in terms of tools, methods and policies, unlike traditional areas.
The reflections of these differences on international relations and politics were put into practice
in the 2007 Estonia, 2008 Georgia hybrid war, 2010 Stuxnet attack on Iran and 2013 US
elections (Russ, 2008; Burton, 2013). Since these developments that will shape international
politics originating from cyberspace also bring about transformations, cyber policy is now
important.

WHAT KIND OF CYBER THEORY OF INTERNATIONAL RELATIONS?

With the civilianization of cyberspace, the nation state formation that emerged from the
Westphalia system was deeply affected (Choucri and Clark, 2019). It is possible to see the traces
of nuclear war and conflict in this new era that emerged with the end of the Cold War. The
threats that each historical, political and social formation (individuals, states and other non-state
actors, etc.) faces from cyberspace and their still unclear boundaries are clearly seen in
examples. Cyber attacks against a long-standing security alliance such as NATO and its
members in this new security environment provide important clues for the future (Bigake,
2014).

Therefore, it is a matter of curiosity how cyberspace, which manifests itself as a new field for
IR, will affect world politics, actors, facts and processes, and how it will affect the epistemology
and ontology of the discipline (Akyesilmen, 2018). Because the concept of cyber feudalism has
begun to be frequently mentioned in social sciences in general and in IR in particular.
Accordingly, the information revolution in the information age has flattened hierarchies and
intensified network organizations. It has been stated that in the information age of the 21st
century, centralized bureaucratic administrations will evolve into decentralized organizations
in the century in question, and that government functions will be undertaken by private sectors

and similar non-organizations (Toffler, 1990; Drucker, 1994). In addition, in the context of
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cyber feudalism, other writers have argued that as virtual communities and decentralized
organizations develop on the Internet, they will intersect with territorial areas and develop their
own governance patterns (Nye and Welch, 2014). Nation states will continue to exist, but their
importance will diminish and they will perhaps no longer be central to the life of societies.
People will be together through multiple and voluntary contracts and will join and leave
communities in a computer environment. These new communities and governance patterns that
overlap with each other will be a modern and more civilized world similar to the feudal world
that existed before the Westphalian state system became dominant. This world is also described
as cyber feudalism (Nye and Welch, 2014: 424). This area is relatively similar to the pre-
Westphalian period in terms of its nature and actor structure.

However, although it is an undeniable fact that discussions are being held in cyberspace
regarding borders, sovereignty, territoriality, security and many elements related to the state,
this situation leaves unanswered the questions of the vision of going beyond the nation state,
how the rights claims of virtual and geographical communities will clash and how violence and
security issues will be overcome (Nye and Welch, 2014). In this context, there is a need for a
theoretical and conceptual framework in the context of IR in order not to leave these questions
unanswered and to understand all kinds of outputs originating from cyberspace. In this century,
when cyberspace and IR have started to affect each other intensively, there are few and holistic
conceptual and theoretical frameworks in order to understand the mutual interaction and
processes.

Theorizing cyberspace in the context of IR is relatively new in the sense that cyberspace has
difficulty formulating broader policy and theoretical implications for international policy
patterns. This is primarily because politics in cyberspace and IR lack the conceptual and
theoretical tools to do so. This article argues that conceptualizing and theorizing cyberspace as
a policy area that will affect international relations can provide a better understanding of the
causal role and effects of the field in IR. Based on these points, it is necessary to present the
arguments of traditional IR theories, how these theories approach cyberspace, and the criticisms
about how these theories exclude cyberspace. Then, the importance of terminology in creating
alternative cyber International Relations theories will be emphasized.

Reading Cyberspace in Terms of Traditional IR Theories

Within this framework, it can be demonstrated that IR theories are compatible or incompatible
with cyber policies and cyberspace, both through this terminological plane that has begun to
become established and the research topics and questions in question. Of course, the effects of

cyberspace on the discipline have only just begun. The issue of how international relations
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theories interpret Cyberspace and whether their basic arguments in traditional international
politics are now accepted by this field has begun to be discussed. Can cyberspace and the
policies implemented in this field really transform international politics? The answers to the
question that IR theories will give will also reveal whether they are compatible with the
cyberspace environment. First of all, when the realist theory is considered, it is likely that this
theory will answer this question negatively. First of all, in order to find answers to these
questions, it is necessary to start with the evaluation of realist theory.

Realism, as a theory of IR that has a long history, has become popular especially after World
War 1l. Its important representative Hans Morgenthau stated that international politics is
governed by objective and universal laws based on national interests defined in terms of power.
He also points to human nature as the source of these laws. He stated that politics is abstracted
from moral and ethical values and social and economic aspects and even above them. Because,
according to Morgenthau, international politics is a struggle for power (Morgenthau, 1967: 25-
26). As can be understood from this introduction, the realist IR theory presents its foundations
on power, interest and human nature. Human nature is evil because it is selfish and inclined to
evil and thinks only of its own interests (Avci, 2024: 100). States, similar to people, think of
their own interests. This synchronized narrative both sees states as the main actors of IR and
reveals the conflicting character of IR.

In realism, power can be defined as the ability of an actor to make another actor do an action
that he does not want to do. Therefore, the power of a state can only gain meaning when
compared to the power of other states. Since power and power maximization are permanent
goals, the distribution of power is also important for realists. Therefore, the balance of power
in the international system is a subject that realists focus on. The balance of power is evaluated
more in terms of military power, and military alliances are seen as the basic dynamics of
creating and maintaining the balance of power. According to realism, this arithmetic defined in
terms of power is fixed and unchangeable. Since the realist theory reads IR as state-centered, it
argues that the basic norm of IR also acts according to the principle of sovereign equality. The
understanding of sovereignty in IR is the principle that shapes the nature of the relations of
states, which are the basic actors of the international system, with each other. As a reflection of
this expression of sovereignty, an outcome emerges in which states are equal to each other and
are not dependent on any higher authority. This is anarchy, one of the basic assumptions of
realism (Avci, 2023: 59-74).

After the 1970s, after criticisms of classical realism, the theory of neo-realism emerged within

IR under the leadership of Kenneth Waltz based on the deficiencies of the theory in question.
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Neo-realism basically focuses on the structure of the international system and the relative power
distribution within the system. Because according to neorealism, the reason for this reading is
that the determining element of the international system is anarchy (Avci and Morgigek, 2024:
105). So much so that when they read based on this element, they argued that states follow
similar policies despite being essentially different. In this respect, states differ from each other
only in terms of the capacities they possess. Neorealists, just like classical realism, strongly
argue that the system is anarchic (Waltz, 1979). This anarchic structure also reduces the
possibilities of cooperation between states. In such a system, states can only rely on themselves.
Therefore, states instrumentalize power in order to achieve their goals and ensure their security.
According to neorealism, states always try to increase their relative power with the fear that
exists in an anarchic environment within the self-help system (Mearsheimer, 2001: 2).
According to defensive realism, the balance of power formed by the mutual positioning of
material capacities determines state behavior in international relations. At the same time, the
distribution of material capacities creates the structure (Waltz, 1979: 97-99). In realist theories,
material capacities are the military capacity, which is the source of coercive power, and the
economic resources that feed this military capacity.

Therefore, the question asked in this title of the study is whether cyberspace and the policies
implemented in this area can really transform international politics, first of all, when the realist
theories (both realism and neo-realism) is considered, it is likely that these theories will answer
this question negatively. Because according to realism, states are still the main actors. Although
the anarchic environment in cyberspace provides opportunities for non-state actors to run
rampant, it also increases the power of states. Neo-realists construct cyberspace on a power
politics perspective, claiming that, even with new forms of power, struggles for state power will
be dominant, despite the fact that cyberspace poses a deep threat to the state system in terms of
transcending borders and eroding traditional security paradigms (Steinberg and McDowell,
2003: 197). In this vein, Rothkopf emphasizes that the realist politics of the future should be
built on cyberpolitics. According to Rothkopf, the actors are no longer just states, and
conventional power should be synthesized or strengthened with information power. The
powerful in cyberspace will continue to win, but the resources, tools, and measures of that
power will change significantly (Rothkopf, 1998: 326).

In fact, it is argued that the power hierarchy between states is similarly put into practice in
cyberspace. In cyberspace, major powers such as the US, China and Russia are at the top of the
list both in internet usage and in implementing cyber policies in this area. Although medium or

small-scale states have also made significant progress in accessing the information world in
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cyberspace, approximately 40% of internet users live in Europe and North America (Statista,
2024). In fact, the digital divide that will support the arguments of classical realists is a reality.
Of course, cyberspace has a decentralizing and equalizing effect on states, but will it equalize
power between countries? Based on these points and questions, realists can talk about a change
of style rather than a transformation originating from cyberspace in world politics. On the other
hand, in International Relations, cyberspace, as Choucri puts it, is a new area, but it is an area
that traditional practices and theories cannot fully address in terms of conducting politics
(Choucri, 2012: 9). In this context, when the cloth of realist theory is evaluated in terms of its
basic assumptions, Choucri's argument will be confirmed. Firstly, according to realism, the
assumption of being a holistic actor results in the resolution of the differences within the states
in a way that allows them to speak with a single voice to the outside world and to be accepted
as a single integrated unit against the world (Walker, 2011: 21-39). However, since the
cyberspace has a multi-dimensional and multi-actor structure, this basic assumption of realism
will not find a response. Another basic argument of realists is the understanding of national
security on the level of national interest. Here, again, it is seen that many actors, from the
security of individuals to the security of states, are the reference objects of security in
cyberspace. At the same time, states cannot ensure their security with the assumptions of
traditional security understandings.

The anarchy state of international relations, which is perhaps considered a cornerstone for
realism, is quite important. Likewise, even if some theses change in different versions of
realism, the anarchy phenomenon does not change. Non-state actors do not have much
importance. When observed, the situation does not change for cyberspace either. There is no
superior authority. All stakeholders can act freely within an anarchic structure. In other words,
an anarchy environment is also valid for cyberspace. However, the most important actor is not
only the state. Unlike realism, there are also companies and individuals in the anarchic
environment. Cooperation between stakeholders is important for cyber awareness and security
against attacks (Tarhan, 2017: 305).

As mentioned above in cyberspace, as in IR, the concept of anarchy is a determining factor.
However, their meanings differ from each other. In IR anarchy does not mean an environment
of chaos. Waltz defines anarchy as the determining principle of the international structure.
Anarchy is the situation where there is no authority only over sovereign states (Waltz, 1979:
88-93). Based on these foundations, realists accept the concept of anarchy as a given in its
definitions, where the state actor is the dominant and dominant actor in international relations.

On the other hand, in IR, anarchy is a regulating principle between sovereign states, while in
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cyberspace, it regulates the relationship between many actors. According to Choucri, cyber
anarchy is described as a chaotic environment where states are relatively weak, where the
individual, the state and the private sector coexist, and where there is no restrictive and superior
authority (Choucri, 2012: 233-236). According to Akyesilmen, cyberspace is more anarchic
than the current physical international system. Because, as the author states, there are
institutions in IR that will at least minimize or weaken international anarchy. However, there is
no such situation in cyberspace (Akyesilmen, 2018: 59). In addition, in cyberspace, unlike the
single sovereign state actor structure of IR, there is a multi-centered or multi-actor complex
structure. Due to this situation, the concept of anarchy has deepened even more with the large
number of actors with different qualities in cyberspace.

Another important concept in evaluating the relationship between realism and cyberspace is the
phenomenon of power, which also defines national interest. In realism, power is based on
physical and material elements such as economy, military force, geographical location and
population in the light of the above. Whereas in today’s information and technology age, actors
seem to resort to methods such as cyber espionage, cyber surveillance, cyber crimes, cyber
attacks and cyber warfare to gain power in the international arena. Unlike physicality,
cyberspace is man-made. Therefore, it can be changed by humans as Clarke and Kane stated
(Clarke and Knake, 2019: 6). The fact that cyberspace is man-made, unlike other areas, changes
geographical determination. Areas are no longer just physical structures that need to be
dominated. The redesign of the conflict area by humans and its dynamic feature create a multi-
layered and cyclical relationship in terms of the concept of power. There is a certain
dimensional quality in land, sea and air areas. These areas are also a sovereignty area. Space is
not included in this sovereignty area. However, all four areas have fixed qualities. Therefore,
the actors who will be in conflict, the attack methods that can be applied, and the weapon
capacity that will be effective are certain (Ulu, 2021: 324-343). Continuing from this context,
the elements of power are different in both areas. For realists, the elements of power are
military/political/strategic, but in cyberspace, power is information (Tarhan, 2016).

One of the essentials of ensuring security and preserving power in cyberspace is to ensure
information security. The primary goal of information security is to protect the confidentiality,
integrity and accessibility of information (Akyesilmen, 2018: 13). Because information is, in a
sense, the materialization of processed data (Tuomi, 1999:112). Today, cyber power is gaining
meaning by states on a more military basis. Here, the cyber power in question stems from
processing data with smart strategies and transforming it into artificial intelligence with

intellectual capital and infrastructure. Ralph Langner defined cyber power as “Cyber power is
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a society's organized capability to leverage digital technology for surveillance, exploitation,
subversion, and coercion in international conflict” (Langner, 2016). According to him, a society
wielding substantial cyber power can engage in a substantial number of actions: it can
economically exploit or undermine other nations; gather political and military intelligence more
efficiently than pre-digital espionage; interfere in foreign political discourse online, degrade an
adversary’s warfighting capabilities; sabotage critical infrastructure and industrial mass
production, and even cause mass casualties. All of this can be done through the clever
application of digital technology and without necessarily deploying military forces or human
spies (Langner, 2016). According to Nye, “cyber power can be used to create desired results
within cyberspace or to create desired results in other areas outside cyberspace by using cyber
instruments.” (Nye Jr., 2011: 123). Nye stated that cyber power can be used by an actor in the
hard power or soft power categories if desired. For example, critical infrastructure attacks can
be given as an example of hard power application. The ability of states or interest groups to
change the preferences of the target actor through social media can be a good example of soft
power application. As can be seen, cyber power cannot be measured with material capacities,
as in realist theories.

Another traditional IR theory is neoliberalism. Neoliberal theories, like realist theories, see the
state as the most fundamental actor in IR and consider power struggles and security as the most
important issue in IR. However, unlike realist theories, they argue that the influence of the state
has decreased with globalization and interdependence, while non-state actors continue their
existence by becoming stronger alongside states (Keohane and Nye, 2011). States are
increasingly entering into economic and political interdependence with each other in the
globalizing world. On the other hand, states are in governance with non-state actors and
multinational corporations in order to use their soft power. Liberals also state that the possibility
of war will decrease through trade and economic interdependence (Heywood, 2011: 40-42).
Neo-liberals also use the concept of anarchy in a way that is close to the definition of realist
theories, but argue that in anarchy, states are in a governance between themselves and other
actors, and that even in anarchy, states can cooperate to protect their own interests (Keohane
and Nye, 2011:16, Kenneth, 1985:1).

In addition to the foundations they make on the pure power concept of realism, neoliberals have
developed the concepts of soft power and smart power. Through soft power, an actor can aim
to change the preferences of the other actor by creating attraction (Nye, 2004: 5-7). This
attraction is provided by foreign policy, shared political values and culture (Nye, 2011: 83-84).

Smart power is the use of soft power and hard power together (Nye, 2004: 32). However, it
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thinks that the information universe in cyberspace will increase the role and function of
democratic states. Liberal theories believe that there will be a change in the nature of relations
between states with the spread of openness, transparency and democracy on this platform.
While neorealists see cyberspace as a threat to state power, neoliberals see it as a multi-currency
regime for collective governance or cooperation (Steinberg and McDowell, 2003: 216). Liberal
theory, just like realists, gives the position of the main actor in world politics to states. However,
questions regarding realism also come to mind for liberalism. Will the cyber platform really
provide an open market environment? Will non-state actors continue to be active in cyberspace?
How will international organizations, which are one of the basic concepts and assumptions of
institutional liberalism in solving global problems and in the field of cyber governance, come
into being? If they do, what will be the function of the organizations? Will there be a legal
system that actors will comply with in cyberspace? (Akyesilmen, 2018: 184). As can be seen,
it is clear that the liberal approach needs to reconsider its theoretical framework within IR in
terms of cyberspace.

In fact, liberal approaches can be a driving force in encouraging the development and
dissemination of political and social ideas, the existence of civil society, and the development
of transnational networks in terms of access to cyberspace. Liberal approaches can be applied
to understand international efforts to keep the issue of interstate cooperation on cybersecurity,
cyberspace governance, and arms control on the agenda (Eriksson and Giacomello, 2006: 230-
233). In addition, liberalism can help explain the behavior of non-international state units such
as civil society organizations, ethnic and national groups, cybercriminals, and cyberterrorism.
Because, as Eriksson and Giacomello state, cyberspace offers significant communication and
networking opportunities for humanity that are borderless and at the same time open to civil
society. The cyberspace platform is a pertinent example of complex interdependence and
integration through information, communication, and technology.

In addition to all these, the theory that draws the most harmonious portrait of cyberspace among
traditional IR theories is constructivism. This theory claims that elements such as identity and
culture affect a state's foreign policy. It is assumed that identity and international social
structures are mutually constructed and that the outcome of this affects interests. Therefore,
constructivism, unlike the two traditional approaches above, refers to social relations and argues
that anarchy is also constructed as a result of a social structure (Wendt, 1999).

In terms of cyber space this theory thinks that cyber policies developed in cyberspace have the
ground to transform international policies. So much so that, according to Nye and Welch,

according to some constructivists, cyberspace brings about the end of the hierarchical
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bureaucratic organization that emerged with the industrial revolution. Because this area, which
brings a decentralized structure, goes beyond the boundaries of territorial sovereignty areas and
develops its own governance mechanisms (Nye and Welch, 2011: 393). Therefore,
constructivist theory, which seems more harmonious in terms of developing a cyber theory,
should also take some questions as its basis in order to create its theoretical framework. For
example, what kind of effect can cyberspace and cyber policies have on the transformation of
identity, interests and norms?

All users of cyberspace exist with their identities in the same system with a method that
transcends time and space. These actors, who are in communication with each other, affect the
flow of history, the determination of the agenda, and the creation of perception on events and
facts with the data they upload to the system. The cybersecurity problems of cyberspace, where
international actors meet in the same system, lead states to play an active role in this system.
The fact that states interact with individuals, groups, organizations and societies in the same
universe pushes the discipline of International Relations to investigate the role of the identities
and interactions of actors in changing the system. The norms, institutions or theories of the
order to be established in cyberspace will be shaped by new approaches to be brought by
different disciplines. In this context, while trying to understand perception in cyberspace,
benefiting from different perspectives brought by constructivism will continue to contribute to
the research on how cyberspace will shape the future of International Relations (Keskin, 2019;
150).

An Indispensable Thing for Cyber IR Theory: Terminology

Terminology is the tool that social scientists have to carry out their research and explain the
results they have reached through it. However, when the social scientist moves on to the theory-
building process after this first step, terminology (linguistics) becomes a problem. Therefore,
terminology is also important for the theory that will be put forward on any political, economic
and social issue. At this point, the conceptual or terminological framework should be
established as the basis of the theoretical framework regarding cyber policies and cyberspace.
Terminology work focuses on the definition of field-specific knowledge structures and how
these are transferred in different communicative contexts (Sager, 1990). Therefore, terminology
in particular should be considered as a set of linguistic (lexical) units expressing a specific
specialized knowledge or field of activity concept that spontaneously takes shape during the
emergence and development of a field (Helleklev, 2006). Therefore, terminology generally
aims to provide the content of terms in certain fields, their organization and standardization,

and the creation of terms for new subject areas. Starting from these points, terminology requires
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a set of skills for a field of study. These are; i) the ability to determine terms that define concepts
belonging to a subject area ii) the ability to verify the use of terms in a subject area iii) the
ability to briefly define concepts iv) the ability to distinguish correct use from inappropriate use
v) the ability to suggest or discourage certain uses in order to facilitate open communication
and to establish effective communication and dialogue channels in the field of expertise (Condé,
1999: 1-22).

Conceptual infrastructures that can be referenced for knowledge accumulation come into play.
Because the conceptual tools needed to classify existing data and make them meaningful also
feed theoretical developments in a way. Because there is no integrity between the concept and
the fact in the assumptions about social and political phenomena, there is no consistency either.
Producing a theory of IR means associating conceptual tools with empirical observations. They
believe that this can be achieved best when various conceptual tools are available (Jackson and
Nexon, 2013: 550). Because the reality of the historical-political context becomes a knowledge
production and element only through concepts. Realities or facts are systematically dressed in
a consistent theory, approach and assumption patterns by means of concepts. With this set of
concepts, it can have more disciplined communication and dialogue tools based on a common
theoretical language and a common set of methods and evaluation standards based on a common
meta-theoretical perspective.

In the relations between cyber policy and IR theories, a certain terminological arsenal has also
begun to emerge. The first of these concepts is the unique anarchic nature of cyberspace. Just
as the international system is read through anarchic nature, the nature of cyberspace is anarchic
in terms of both the nature of action and the agency of the actors. Another conceptual arsenal
is the issue of actors. As is known, the most important element in international politics is the
issue of actors. In this context, although it is a matter of debate today, the international system
continues to read a state-centered actor in IR. However, this is not the case in cyberspace. In
today's world where cyberspace is rapidly globalizing, cyberspace is developing as a platform
where asymmetric threats, conflicts and insecurity will be experienced violently, in the context
of the actors and strategies it will bring to the international system. In short, cyberspace is a
multi-actor system. Another conceptual arsenal that will feed IR theories within cyber policy is
the issue of borders. Borders are flexible in this area. Therefore, cyberspace is the most powerful
area that erodes the traditional security paradigm and questions the structures of nation states
formed over borders.

Therefore, this conceptual arsenal will be of utmost importance in a cyber theory of IR to be

developed through cyber policy. In relation to this, the concept that will be considered important
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in developing a cyber theory of IR is sovereignty. Because, as mentioned before, non-state
actors are stakeholders in governing on this platform. Again, conflict types originating from
cyberspace differ in form from traditional conflict types. IR theories should be re-read in terms
of tools, purposes and methods. In addition, conceptual issues such as cyber power and cyber
deterrence should also be taken into consideration in a cyber theory of IR to be developed.
These two basic concepts of IR are also important for actors when putting forward cyber policy
in cyberspace. New power struggles and conflicts are possible in cyberspace devoid of any rule-
maker. For this reason, every actor, especially the state, resorts to cyber defense or capacity-
building power on this platform or can even form alliances in order to be strong. Theories that
will affect new security and defense parameters can be produced through these concepts.
Because this environment weakens the hierarchy both at the level of non-state actors and at the
level of weak states and makes asymmetric power relations visible.

It is possible to say that the issues that cyber policy researchers in IR are most interested in
regarding cyberspace are the points where cybersecurity overlaps with national and
international security and the conflict and competition areas exemplified above. Especially
following the end of the Cold War, the transformation of the perception of security and the
replacement of conventional security and conflict elements with asymmetric elements increased
the dimensions of relations and discussions regarding security. As far as can be observed, this
has also created a cyber dimension in almost all political and military conflicts. In this context,
how will the connections between cyberspace, cyberpolitics, international relations as a practice
and IR as a discipline be established, what will be the perception and place of cyberspace as a
space in IR, how is it possible to reduce cybersecurity to the perspective of international
relations and study it within this discipline? How do classical IR theories and their followers
interpret cyberspace and the developments stemming from it from a disciplinary perspective?
What kind of dimensions does this field with its unique characteristics add to the discipline?
Does the anarchic nature of cyberspace and the anarchic nature of IR have a structural effect on
the discipline? How will cyberspace, which erodes borders and shortens time, affect the
classical reading of IR based on sovereignty and territoriality? (Akyesilmen, 2018: 174). Who
are the actors, what are their actions and the outcomes of these actions? Who controls
cyberspace, where, how and when? What are the types of cyber conflicts and the dimensions
of cyber security? What are the types of management and governance in cyberspace? We can
start evaluating IR in the cyber age with this set of terminological lenses. Any of these factors
Is important on its own, but together they provide an important holistic contribution to theory,

policy and analysis. Of course, it is a fact that the characteristic features of international
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relations and cyberspace are quite different from each other in terms of Temporality,
Physicality, Permeation, Fluidity, Attribution and Accountability. Therefore, despite these
differences, while establishing a theory of cyber-international relations, it is useful for IR
advocates to focus on the following questions through these terminological arsenals.

Within this framework, it can be demonstrated that IR theories are compatible or incompatible
with cyber policies and cyberspace, both through this terminological plane that has begun to
become established and the research topics and questions in question. Of course, the effects of
cyberspace on the discipline have only just begun. The issue of how international relations
theories interpret cyberspace and whether their basic arguments in traditional international
politics are now accepted by this field has begun to be discussed. Can cyberspace and the
policies implemented in this field really transform international politics? The answers to the
question that IR theories will give will also reveal whether they are compatible with the
cyberspace environment.

Conclusion

The vast majority of discussions on cyberspace in IR are interpreted as a platform where social
and political units/actors in this area carry out cyber actions against other units/actors. Again,
when the cyber space literature in IR is examined in detail, it is stated that attacks and conflicts
originating from this area erode traditional definitions of concepts such as deterrence, security
and war and also change IR. Advocates of this idea generally argue that cyberspace has the
potential to fundamentally change IR. In the information and technology age of the 21st century,
it is indeed discussed that cyberspace has different notions of causality in the context of IR and
shapes the actions and foreign policy practices of states in international relations. The literature
on this subject has begun to develop theories about the conditions under which cyberspace and
cyber policies derived from it are important in IR, how all types of actors effective in this field
shape this field, and how cyberspace affects the interaction capacity of actors. This literature is
certainly important in terms of the relationship between cyber space and IR, but it has not been
able to eliminate two fundamental problems: the relative absence of cyber IR policies as a
collective field of study and the fact that IR adherents ignore the politics and theoretical
potential of further integrating cyber policies with IR theory and concepts. Most fundamentally,
this study attempts to provide a solution to both problems. As emphasized earlier, the
construction of the theoretical bridge between cyberspace, cyber policies and IR can be captured
in the existing conceptual language to be shared. The study contributes to the literature on
cyberspace and IR through cyber policies at three different levels. First, the study contributes

to the discussions put forward that IR should be expanded in terms of scope, content and subject.
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IR has generally ignored the issue of understanding and making sense of cyberspace and
policies, which are a field. From this point on, if IR adherents show an interest in cyber spaces,
they can produce theories and concepts that can reveal the empirical reality of social and
political realities. Related to this, the second contribution of the study is to provide an awareness
and a way to integrate cyber policies and cyberspace into IR as a collective field of study.
Because when the literature on this subject is examined, the cyberspace-IR relationship is at
risk of being theorized in disconnected ways through a small number of concepts (deterrence,
foreign policy tools, etc.). Of course, examining certain developments reflected in the
cyberspace or the effects of the cyberspace and the cyber policies of states does not
fundamentally create a problem and is also beneficial. On the other hand, on a practical basis,
this situation also carries the risk of IR followers who will work on cyber policies moving away
from cyberspace and ignoring the collective effects of their research for IR. Discussions on
cyberspace in IR have so far been far from a sustainable discussion on the nature or what
cyberspace is and its impact on international relations. However, when the economic, political,
social and cultural reflections reflected in cyberspace are conceptualized, it can be
systematically and generalizably revealed how cyberspace causally affects IR. This
conceptualization method can be functionalized in future studies in order to produce theoretical
frameworks based on assumptions and inferences in the basic areas of IR. Finally, the research
is also close to contributing to policy discussions. Political decision-makers will be able to take
cyberspace and cyber policies more seriously through the connection that will be established
between cyberspace and IR in the literature. The awareness that will be created in decision-
makers regarding cyberspace will eliminate the situation of ignoring cyberspace or confining it

to the area of low politics in IR.
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Abstract

This study deals with the issue of cyberspace’s effects to the sovereignty of nation-state in
international relations. First of all, the concept of sovereignty is revisited in IR by mentioning
its evolution and definition, explaining its elements and conditions, addressing theories and
approaches in short. Secondly, suppositions of “eroding sovereignty” are argued by explaining
arguments of various theorists. After that, arguments of “cyberspace’s strenghtening effects to
state” and “strenghtening state in cyberspace” are evaluated. As a result, the question of whether
cyberspace is strenghtening or weakening the state depend on what we mean by “sovereignty”.
It is concluded that while nation-state is not as “sovereign” as it was before in traditional means;
because we still live in a state-centric international system, because states are adapting to
changes in cyberspace day by day and because cyberspace is enabling states new tools to control

and monitor, there is a risk of “state centralization” of cyberspace.
Key words: Cyberspace, nation-state, sovereignty, international relations.
Ozet

Bu c¢alisma siber uzaym ulus-devletin egemenligine etkilerini tartismaktadir. Ilk olarak
gelisiminden ve tanimindan bahsedilerek, bilesenlerine ve sartlarina deginilerek, teorilere ve
yaklasimlara deginilerek egemenlik kavrami ele alinmistir. Ardindan, siber uzaym devlet
egemenligini asindirdigina dair arglimanlar, farkli teorisyenlerin goriislerine yer verilerek
incelenmistir. Son olarak, “siber uzayin devleti giiclendirici etkileri” ve “siber uzayda giiclenen
devlet” savunular1 degerlendirilmistir. Sonug olarak, siber uzayin egemen devleti giiglendirmesi
ya da zayiflatmasi hususu egemenligin nasil tanimlandigina baghdir. Calismada, ulus-devletin
—kavramin geleneksel anlamiyla- eskisi kadar “egemen” olmadig; ancak devlet-merkezli bir
uluslararasi sistemde yasadigimiz, devletlerin siber uzaydaki degisikliklere her gecen giin daha
1yl adapte olmalar1 ve siber uzayin devletlere izleme ve kontrol noktasinda yeni araglar

saglamasi nedeniyle siber uzayin “devletlestirilmesi” riskinin bulundugu sonucuna varilmistir.
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Anahtar kelimeler: Siber uzay, ulus-devlet, egemenlik, uluslararasi iliskiler.
Introduction

Sovereignty has been assumed as one of the fundamental principle of modern international
relations which is attributed to nation-state. In relation to that, it has always been an important
concept in International Relations (IR) since its establishment. While it seems a highly
controversial concept in terms of its definition and scope, some theorists argue even its
existence. When we look at the theoretical history of the discipline, we can see range of thoughts
from Classical Realism to Poststructuralism. Realism which accepted as the oldest school in
the discipline recognize “sovereignty” of nation-state and place it at the very center of
international relations. However, in 1970’s, with some developments and transformations in
international system, sovereignty brought into question especially by liberal scholars. With the
rising and strenghtening of constructivism and postmodern theories in 1980’s, scholars of IR
began to argue sovereignty with its “historical”, ‘“changeable” and “disciplining”

characteristics.

Community of IR is discussing sovereignty in relation to the cyberspace along with the issues
such as globalization, international organizations, human rights, environmental problems.
Although there is an inclination to suppose cyberspace is eroding sovereignty of state, some
theorists are emphasizing that it is too early to declare the weakening nation-state. This study
deals with the issue of cyberspace’s effects to the sovereignty of nation-state in international
relations. First of all, the concept of sovereignty is revisited in IR by mentioning its evolution
and definition, explaining its elements and conditions, addressing theories and approaches in
short. Secondly, suppositions of “eroding sovereignty” are argued by explaining arguments of
various theorists. After that, arguments of “cyberspace’s strenghtening effects to state” and

“strenghtening state in cyberspace” are evaluated.

1. What is Sovereignty?

Sovereignty and state are important terms in IR and in international politics both. The concepts
of nation-state and sovereignty are central to the study and practice of international relations
(Biersteker, 2006:157). And those two concepts are integrative and inseperable in modern
international relations. In this context, sovereignty can be defined as “a doctrine that nation-

states possess supreme authority and share chracteristics such as territory, authority and
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recognition” externally (Jackson, 2013:542) and “the independent and unfettered power of state
in its jurisdiction” internally (Weiss, 2016). It is assumed that sovereignty was identified to the

nation-state in Westphalian System and no other actor can have this privilage.

Sovereignty, as a concept, was introduced us by Jean Bodin who defined it as “absolute and
perpetual power” and in this case, the state is “the highest power of command” (Bodin,
2002:270). Even if this strict definition can be related to the age that Bodin lived, to be a
“sovereign state” today, there are also conditions which agreed upon such as: (1) a fixed
population, (2) living in a defined territory, (3) having a central government which (4)
recognized by other governments (Maier, 1991:241). While those conditions needed juridically,
nation-states practice their internal sovereignty by having monopoly of legitimate use of
violence as a supreme authority in their territory (Strange, 1999:345) and external sovereignty

by practicing two rules: “non-intervention” and “sovereign equality” (Aalberts, 2012:44).

Because it is one of the most used “words” in defining modern international relations,
sovereignty has been one of the “founding” concepts of the discipline of IR since it has
established. This situatiation can be related to the theoretical schools in the discipline. For
example, the oldest tradition of the discipline, realism that is essentially state-centric and
assumes the nation-state is the main actor in international politics, accept and use the concept
of sovereignty without question (Lewis, 2013:1). However, the narrative of “absolute”
sovereignty started to crumble with the recognition of states’ coexistence with the transnational
actors (Diez, et. al, 2011:217). With 1970’s, factors such as globalization, human rights,
international organizations, humanitarian intervention and environmental problems began to
challenge the sovereignty of nation-state (Havercroft, 2011:37-38). These changes brought the
rising of liberal and neoliberal theories in IR. But like realism, sovereignty is fundamental to

the international system in liberal theories too and it belongs to the state (Neack, 2007:23).

In realism and liberalism, sovereignty is “given” and “ahistorical” concept. After 1980’s,
constructivist and postmodern theorists began to question this concept. According to those
theorists, sovereignty is historically malleable rather than fixed concept that it was and can be
reconceptualized (Prokhovik, 2008: 1-2). For instance, Stephan Krasner described sovereignty
as “organized hypocracy” (Krasner, 1999). According to him, nation states’ sovereignty has
always been breached in history because principles of non-intervention and equality depend on
political power rather than being realities. For Thomas Biersteker and Cynthia Weber,

sovereignty is socially constructed and it has undergone important change and transformation
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throughout history (Biersteker and Weber, 1996:13). The postmodern scholar R. B. J. Walker
argued that sovereignty is one of meta-narratives! of IR that set binary pairs inside/outside and
hierarchy/anarchy in dichotomical sense that serving to design and control the discipline
(Walker, 2011).

As a result, sovereignty is a highly controversial concept in international relations. However,
“sovereign” nation states are still “main” actors in international relations and in the foreseeable
future, they seem to be stay so. The question that most of scholars in social sciences discuss
today is whether sovereignty of state is weakening or strenghtening by various factors. For
example, it is believed that, especially by liberal theorists, with the globalization, territoriality
and rule-making authority of state are being eroded (Hudson, 2004:89). And with the new
realities such as “cyberspace”, it can be predicted that this discussion is going to widen and

deepen.

2. Does Cyberspace Erode Sovereignty of State?: Not as “Sovereign” as It was Before

In 1996, John Perry Barlow, in his “Declaration of the Independence of Cyberspace”, as a
“person from cyberspace”, drew a libertarian picture about cyberspace. He declared that,
citizens of cyberspace’s virtual selves immune to sovereignty even as they continue to consent
to state’s rule over their bodies (Barlow, 1996a). According to him, the internet is too
widespread to be easily dominated by any single govenment. By creating a seamless global
economic zone, borderless and regulatable, the internet calls into question the very idea of
nation state (Barlow, 1996b). Although his prediction about the future of cyberspace viewed as
“impossible future (Morrison, 2009)” by some scholars and seem “romantic” today, his
arguments give us a point of view about early opinions related to cyberspace. Additionally, the
question of if cyberspace erode/undermine/weaken the sovereignty of nation-state is still one
of the frequently asked questions in IR recently.

Robert Jackson and Georg Sorensen pointed out that there are some activities that can bypass

states and render the concept of sovereignty questionable in international relations: ever-

! Meta-narratives impose particular worldviews and advance political projects hidden behind a claim to
nature and reason, as ideologies based on myths attempting to turn cultural particularities into universal truths
(Berenskotter, 2017:7).
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increasing international trade and investment; expanding multinational business activity;
enlarged NGO activities; increasing regional and global communications; the growth of the
internet; expanding and ever extending transportation networks; exploding travel and tourism;
massive human migration; cumulative environmental pollution; expanded regional integration;
the global expansion of science and technology; continuous downsizing of government;
increased privatization (Jackson & Sorensen, 2013:27-28). Effects of those activities to the state
and if state can adapt to these changes are fundamental questions in IR especially after Cold
War. And as it can be seen, most of them are related to cyberspace implicitly or explicitly.
Scholars who believe activities in cyberspace proceed to transcend to nation-state and there is
no way for state to adapt to these changes conclude that cyberspace is going to continue to erode

the sovereignty of state.

Theorists that claim cyberspace is undermining the sovereignty of nation state day by day focus
on restricted effects of cyberspace to the state now that it empowers and enables individuals
which is manifested through communication, expressed perceptions and organizations
(Choucri, 2012:14). According to David Johnson and David Post, cyberspace cut across
territorial borders and in the end weaken the sovereignty of state. Because cyber area constrains
“sovereign” governments in terms of power to control over behaviour, legitimacy to enforce
rules by destroying the link between territory and governing (Johnson & Post, 1999:3).
According to Nezir Akyesilmen, cyber space is weakening the sovereignty of nation-state
because of its anarchical nature, absence of territoriality, anonimity, developing cyber threats
and cyber conflicts, strenghtening of non-state actors, variety of asymetrical tools. And as a

result, cyberspace challenges the patronizing status of nation-state (Akyesilmen, 2018:187).

Stephan Kobrin argued that nation-state’s unquestionable authority become problematic in that
sovereignty is dispersing and getting decentralized over time (Kobrin, 2001). This dispersion
and decentralization bring along new conceptual and theoretical approaches. For example
governance is one of the most used concept to define cyberspace which require broader and
more collective decision-making than in a nation-state and it refers new order that
encompassing states and non-state actors; new geographic and functional entities in a power-
sharing framework (Weber, 2015:105). So, state is not the sole authority to regulate and control
in cyberspace, it is just an actor that is not as powerful as and as “sovereign” as in the physical

realm.
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So called “governance” in the postmodern world, according to Brian Loader, is characterized
by the weakening of the nation-state through the accentuation of the local and global dimensions
of human interaction (Loader, 2005:9). So sovereignty is being eroded from up and down both
by cyberspace. As Susan Brener argued, sovereignty is becoming much less monolithic and
more a matter of negotiation and coordination among lesser, perhaps more specialized entities
(Brener, 2014:165). Governance theorists use various labels to name this “polycentric”
composition of cyberspace and “networked governance”, “new medievalism”, “global issues
networks”, ‘“moebious-web governance”, “regime complex”, “hypercollective action”,

“fragmented sovereignty”, “quasi constitutionalism” or “new constitutionalism” are some of

them (Scholte, 2017:165-184).

Although “governance” of cyberspace is a fact for now, governments are making plans to
control and regulate cyberspace or at least trying to become more powerful in there. As Jan
Liidert noted that since they have realized the internet’s potential threat to state control reaching
in excess of its boundries, all countries —democratic or undemocratic- try to filter, regulate or
censor the flow of information in the internet. While they have some success in restricting the
flow of information in internet, as new forms of encryption and private networks are deployed,
it is obvious that restricting, controlling and filtering are going to become more difficult (Liidert,
2006:3). Because cyberspace is not territorial or territorially fixed system of rule and it is
conditionally inclusive and anarchic in essence (Liidert, 2006:3), states are not and can not be
as “sovereign” as they do in physical international relations. However, these arguements are
valid in terms of traditional meanings of sovereignty and if we think the concept in more

complex framework we can reach new findings and understandings.
3. Toward a Cyber Sovereignty of Nation-State?: Beware of “State Centralization”

Understanding and defining sovereignty with its traditional meaning is misleading effort in 21st
century. Because as it was explained above, traditional concept of sovereignty has never been
practiced in international relations. For this reason, as Nazli Choucri emphasized, sovereignty
should be understood with complex logic. She argued that it is a multidimensional concept
which can not be defined in territorial terms alone, and may extend beyond territorial bounds;
so boundries, shape and qualifications of sovereignty can change (Choucri & Mathieu
2007:403) As aresult, it is too early to accept that cyberspace is eroding and is going to weaken
sovereignty of nation-state. There are some views hypothesizing that cyberspace provides new

venues for state power, gives states new points of control and allows a focus on sovereignty
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and territoriality as the ultimate principles on which to justify moves of choice in cyberspace
(Choucri, 2012:14).

Jack Goldsmith and Tim Wu rejected the ideas that tell us cyberspace challenges to nation-
state. To them, the internet’s architecture had been shaped by the whims and obsessions of
powerful governments in the United State, China, and Europe. And questions of internet
governance had come to be chractarized by clashes among the great powers and their network
ideologies (Goldsmith & Wu, 2006: vii, viii). Some scholars thought that states have shared
interests in reducing risks from non-state actors, and have shown that sovereign states can work
together to deal with challenges that cross borders (McDowell, Nensey & Steinberg, 2014:237).
So, it can be inferred that cyberspace is or going to be state-centric. According to Joseph Nye,
even if the cyber domain is likely to see an increase in the diffusion of power to non-state actors
and network centrality, governments are still the strongest actors. He introduced us the

“cyberpower” which is a new dimension to state power (Nye, 2011: 151).

For some theorists, so called concept “governance” has to be questioned in terms of its’
decentralized connotations. Because, no matter how “decentralized” it is, the “governance”
processes have to interact with the existing international system, national politicians and
international organizations which take their authority from nation-states (Mueller, 2002:66-67).
When we consider terms such as “cyber sovereignty” which are commonly used in recent years,
we can see that cyberspace is not as “decentralized” as it seems. Protecting sovereignty in
cyberspace is a task for any government to ensure their “national security”” and they are claiming
that “sovereignty” should be the guiding principle of cyberspace (Shen, 2016:90). According
to Binxing Fang, cyber sovereignty is “natural” extention of state sovereignty in the cyberspace
and that’s why they continue to (try to) regulate activities in the cyberspace (Fang, 2018:52).
And it can be inferred from his thoughts that they have a right to do it. However, “cyber
sovereignty” is nothing but a “smoke screen” for the desires of states to monitor and control

people to render “fundamentally fragment” internet to “ordered” or “organized” space
(Schneier, 2016).

As Klaus Grewlich noted, governments are adopting to the challenges of information society
and global network; and questioning long-standing administrative law and regulatory traditions
(Grewlich, 1999:130). And this adaptation proceeds in practice, in theory, in discourse and in

internet. Ronald Deibert explains the situation in more detailed way:
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“Whereas it was conventional wisdom to believe that the internet’s technological
infrastructure was immune to control, today states and corporations are applying on
ever-increasing level of skill and technological sophistication to precisely that
mission... Although it is true that the internet helped unleash non-territorial forces and
flows that have helped redefine the landscape of global politics, the internet’s
architecture is now being hotly contested and an object of competing discources and
practices of securitization... Just as the domains of land, sea, air and space have all been
gradually colonized, militarized, and subject to interstate competition so too is the once

relatively unencumbered domain of cyberspace (Deibert, 2009:333-334).
Conclusion

Since 1970’s, lots of scholars from all branches of social sciences have argued the authority of
nation-state in international relations. With the addition of the issues such as cyberspace, this
discussion has broadened. Some have already declared the “end of nation-state” while others
have claimed more moderate conclusions such as “eroding sovereignty of state”. However,
when modern history from 16-17. century is reviewed, gradual extention of the authority of
nation-state can be seen. So it is too early to declare/predict/conclude the “weakening of nation-
state”. Thoughts that argue cyberspace is undermining “sovereignty of state” because it is
borderless; because it contains obstacles to control, regulate or monitor; because it empowers
individuals toward state are based on the traditional concept of “sovereignty”. However,
considering traditional sovereignty is based on territoriality and there is no “territory” in
cyberspace, the relation between cyberspace and sovereignty become blurred. Even if it can not
be denied that nation-state is not as “sovereign” as it was before in traditional meaning of the
term, sovereignty and place of nation-state in international relations in relation to cyberspace
should be analyzed in more profound and complex ways. Sovereignty is a malleable and
multidimensional concept, it is being transformed depending on political/economic/social
changes. That’s why, connection between effects of cyberspace to the “sovereignty” of state

can not be understood with traditional and basic meaning of the term.

States have the biggest capacity and facilities to adapt the changes of cyberspace. So rather than
prejudgementally supposing the “weakening sovereignty” or “end of nation-state” we should
try to understand changing dynamics that come along with cyberspace and beware of state’s
growing control over cyberspace. First of all, because we live in state-centric world, nothing

can be free from state’s influence. When we consider the terminology we use in terms of
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cyberspace, we can see the concepts which are familiar to us from state-centric IR such as
“cyber security”, “cyber conflict”, “cyber threats”, “cyber anarchy”, “cyber sovereignty” etc.
Those concepts are creating ground to construct and (re)produce state-centric cyberspace like
international relations. Secondly, it should not be forgotten that governments can adapt the
challenges of cyberspace. States are growing their influences on cyberspace and considerations
such as “cyberspace is going to end the supremacy of state” can make this process easier by
distracting focus from “subject” issue and feeding “need for security” which refer to state. As
a result states can have more proper grounds to improve their capacity to control and monitor
day by day. They are also revising their regulatory mechanism, technical infrastructure and
legislation. So, instead of asking cyberspace’s effects to traditional sovereignty, focusing on

changing features of sovereignty along with state’s growing influence on cyberspace can lead

us to more effective understanding.
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Al AND CYBERSECURITY: NAVIGATING THE FUTURE OF WARFARE
AND DIGITAL DEFENSE
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Abstract
The rapid advancements in artificial intelligence (Al) and cybersecurity are reshaping both
military and civilian landscapes. This article explores the use of Al in distinguishing military
targets and the inherent risks involved in its deployment, particularly regarding ethical issues,
misidentifications, and accountability. It also delves into the role of cybersecurity in preventing
cyberattacks, focusing on personal experiences in the field of security research. The article
reflects on the transformative journey from offensive operations to educational efforts,
emphasizing the growing importance of empowering individuals with the tools to protect
themselves from cyber threats. The discovery of critical vulnerabilities in widely used software,
like Microsoft Outlook, serves as a testament to the importance of ethical and practical
measures in cybersecurity. This piece offers a comprehensive understanding of how technology
intersects with security concerns and the potential consequences of its misuse in both military
and civilian contexts.
Keywords: Artificial Intelligence (Al) in Warfare, Cybersecurity Threats, Ethical Implications
of Al in Military, Advanced Military Technology, Al Target Recognition, Cyber Operations
(Cyber Ops), Microsoft Outlook Vulnerability.

Methodology

This study employs a qualitative research design, incorporating case analyses, literature
reviews, and expert interviews to explore the discovery of cybersecurity vulnerabilities and
their ethical implications, as well as the role of Al in military and civilian security. A case study
on the Microsoft Outlook vulnerability serves as a focal point, involving a document review of
Microsoft's disclosure process and a comparative analysis with other vulnerabilities. Ethical
considerations are assessed through a literature review and semi-structured interviews with
cybersecurity professionals. Additionally, a systematic review of recent literature on Al
technologies in military applications and discussions with experts provide insights into the
intersection of Al and cybersecurity. Thematic analysis of qualitative data allows for the
identification of key themes, contributing to a deeper understanding of responsible vulnerability

disclosure practices and the challenges associated with integrating Al into security frameworks.
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Introduction

The rapid development of artificial intelligence (Al) and cybersecurity technologies has had a
profound impact on both military and civilian sectors. These technologies have enabled
unprecedented advancements in warfare strategies, security systems, and digital
communication. However, their integration into military and civilian applications is not without
significant ethical challenges and potential risks.

Al, in particular, holds immense promise for revolutionizing military operations. Its ability to
process vast amounts of data quickly and make real-time decisions has made it an invaluable
tool for defense strategies. Al-powered systems are increasingly being used for target
identification, surveillance, and autonomous weapons. Yet, the use of Al in military
applications raises critical questions about the accuracy of target identification, the potential for
misidentification, and the ethical implications of autonomous decision-making in life-or-death
situations (Russell & Norvig, 2020).

In parallel, cybersecurity has become an essential component of modern security strategies,
particularly as the digital landscape becomes increasingly vulnerable to malicious actors. With
the rise of cyber warfare, the protection of critical infrastructure and national security systems
has never been more crucial. Cybersecurity professionals work tirelessly to identify
vulnerabilities in systems and protect against cyberattacks, often operating in high-stakes
environments where a single oversight could have far-reaching consequences (Healey, 2013).
This article explores the dual themes of Al and cybersecurity, focusing on their applications in
military contexts and their broader ethical implications. By drawing on personal experiences in
the cybersecurity field, it also reflects on the professional journey from offensive cyber
operations to more defensive, educational approaches. Additionally, the article highlights key
cybersecurity incidents, such as the discovery of vulnerabilities in major software systems like
Microsoft Outlook, underscoring the ongoing need for vigilance and ethical decision-making
in the digital age (Schneier, 2019).

Physics Behind Waves and Military Applications

At the heart of understanding AI’s role in military technologies lies a fundamental grasp of the
physics that governs various forms of wave propagation, including sound waves. The
transmission of sound waves through different mediums, for example, reveals how varying

densities of materials can affect the speed at which waves travel (Kinsler et al., 2000). In
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military applications, the behavior of these waves is integral to various technologies, such as
sonar systems, communication devices, and advanced surveillance tools.

The fundamental principles of wave propagation highlight how denser mediums lead to faster
transmission speeds; a concept that has been adapted in military technologies to optimize
communication in challenging environments (Morse & Feshbach, 1953). Whether it is
underwater sonar systems or air-based radar technologies, understanding the properties of wave
behavior in different media is crucial for improving detection and communication systems in
warfare. These technologies, in turn, rely on Al to enhance their effectiveness, whether it is
identifying a submarine via sonar waves or interpreting radar signals from enemy aircraft.
While the foundational principles of wave transmission might seem distant from the daily
concerns of military strategists, they play an integral role in the development of technologies
that power modern warfare. The use of Al in interpreting these signals, making real-time
decisions, and determining the precise nature of potential threats becomes ever more important
as the complexity of warfare increases (Russell & Norvig, 2020).

Artificial Intelligence and Military Targeting

One of the most promising applications of Al in modern warfare is in the field of target
recognition and identification. Al algorithms are increasingly being used to distinguish between
various military targets, such as weapons systems, vehicles, and personnel. This capability can
be vital for increasing the precision and efficiency of military operations, especially in scenarios
where human decision-making might be slower or more prone to error (Botteldooren, 2018).
For example, Al-powered systems have been used to identify whether an object is a missile or
a civilian object, such as a tripod (camera stand). This process, known as object recognition,
involves using machine learning algorithms trained on large datasets to differentiate between
various objects based on their shape, size, and other distinguishing features (LeCun et al., 2015).
However, while the potential of Al in military targeting is significant, it raises important ethical
and operational challenges.

One of the central concerns is the possibility of misidentification. Al systems may struggle to
differentiate between objects that appear similar, such as a tripod and a missile. In a combat
scenario, such a misidentification could lead to the destruction of a civilian object or a failure
to engage a genuine threat. The consequences of such errors could be devastating, particularly
if they result in unintended casualties or the destruction of valuable infrastructure (Amnesty
International, 2019).
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Additionally, there are concerns about the ethical implications of autonomous decision-making.
If an Al system is responsible for determining whether to engage a target, it raises questions
about accountability. Who is responsible for a decision made by a machine? What happens if
that decision leads to the loss of innocent lives? These are difficult questions that demand
careful consideration as Al becomes more integrated into military systems (Garnett, 2021).

The integration of Al into military targeting systems also presents a challenge in terms of
programming. While Al systems can be trained to improve accuracy, they are not foolproof.
There is always the possibility that the system will malfunction or fail to recognize an object
accurately. This highlights the importance of constant testing, refinement, and oversight of Al

systems to ensure they operate as intended and do not cause harm (Cummings, 2017).

Personal Experience in Cybersecurity: Shifting Focus

In addition to AI’s applications in the military, the field of cybersecurity also plays a crucial
role in modern security strategies. Cybersecurity professionals are tasked with identifying and
mitigating risks to digital infrastructures, ensuring that systems remain secure from malicious
actors. These professionals often work under immense pressure, facing threats from
cybercriminals, hackers, and even state-sponsored actors (Kshetri, 2017).

The author of this article reflects on their own journey in the cybersecurity field, particularly
their transition from offensive cybersecurity operations to educational efforts aimed at
empowering others. Early in their career, the author was involved in "Cyber Ops" (Cyber
Operations), which included targeting government, economic, and media entities. These
operations, while intended to protect national security or counteract adversaries, often led to
unintended consequences. The author describes how, despite their noble intentions, they
realized that the operations they were involved in were not as effective as hoped and, in some
cases, caused more harm than good (Holt et al., 2015).

This realization prompted the author to shift their focus. Instead of continuing in offensive
operations, they decided to invest their skills in education, teaching others about the importance
of offensive cybersecurity techniques. This change in direction marked a significant
transformation in the author’s professional life. Rather than using their skills to target others,
they now sought to empower individuals to protect themselves from cyber threats (Nissenbaum,
2018).

This shift also reflects a broader trend within the cybersecurity community. As the risks and
consequences of cyberattacks become more apparent, many cybersecurity professionals are

moving away from offensive tactics and focusing on defense, education, and awareness. This
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shift is essential, as it empowers individuals and organizations to take proactive steps in
safeguarding their digital assets and data (Smith, 2020).

Discovering Vulnerabilities in Microsoft Outlook

One of the most significant moments in the author’s career came when they discovered a critical
vulnerability in Microsoft Outlook. Outlook is one of the most widely used email programs,
with over 100 million users worldwide (Statista, 2021). The vulnerability the author discovered
was particularly dangerous because it did not require user interaction to be exploited. Unlike
many other types of malwares or cyberattacks, which require users to click on malicious links
or download harmful files, this vulnerability allowed cybercriminals to exploit the system
without any action on the part of the user (Chen et al., 2019).

The discovery of this vulnerability underscored the importance of ongoing research and
vigilance in the cybersecurity field. Vulnerabilities like the one discovered in Outlook can go
unnoticed for long periods, potentially affecting millions of users (CISA, 2022). The author
worked closely with Microsoft to report the flaw, and the company acknowledged the
discovery, recognizing its significance. The author’s efforts were not only a personal
achievement but also highlighted the broader need for cybersecurity researchers to identify and

address such vulnerabilities (Verizon, 2021).

Challenges and Ethical Implications

The discovery of vulnerabilities in systems like Microsoft Outlook highlights the broader
ethical issues in cybersecurity. While discovering and reporting vulnerabilities is an essential
part of the job for many cybersecurity professionals, it raises questions about responsibility and
accountability. When a vulnerability is discovered, should it be reported immediately, or should
the researcher first assess the potential risks associated with its disclosure?

In the case of the Outlook vulnerability, the author chose to report the flaw to Microsoft,
allowing the company time to address the issue before it was publicly disclosed. However, this
decision was not without its own set of challenges. The author had to navigate the complexities
of responsible disclosure, ensuring that the vulnerability was addressed before it could be
exploited by malicious actors (Bishop & Gates, 2020). This process highlights the importance
of ethical decision-making in cybersecurity, as well as the need for cooperation between
researchers, organizations, and governments to mitigate cyber threats (Cavusoglu et al., 2020).

Conclusion: A Call to Action

Cyberpolitik Journal Vol. 9, No. 18 www.cyberpolitikjournal.org 245

245

<< Winter 2024

/,
N\

<



As Al and cybersecurity continue to evolve, they will play increasingly significant roles in
shaping both military operations and civilian security infrastructures. Al has the potential to
revolutionize the way military forces identify and engage targets, enhancing operational
efficiency and decision-making capabilities. However, its deployment must be handled with
caution due to the ethical and operational challenges associated with Al in military applications,
including potential biases, accountability issues, and the risk of unintended consequences (Lin
et al., 2021). These challenges underscore the need for rigorous oversight and continuous
improvement to ensure that Al systems are effectively managed and aligned with ethical
standards. Furthermore, the integration of robust cybersecurity measures is essential to protect
Al technologies and the data they rely on, ensuring resilience against cyber threats.
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DIGITAL DIPLOMACY: THE TRNC'S STRUGGLE FOR RECOGNITION IN
CYBERSPACE

Ramazan SAFA*
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Abstract
This paper investigates the digital diplomacy initiatives of the Turkish Republic of Northern
Cyprus (TRNC), focusing on its efforts to engage with the international community through
online platforms despite lacking formal recognition. The TRNC's strategy includes official
websites, social media presence, and advocacy groups. Official TRNC websites provide
comprehensive information on governance, policies, and diplomatic activities, enhancing
transparency. However, social media efforts are hindered by inactive English versions and
outdated content, limiting global reach. Advocacy groups play vital roles in raising awareness
and advocating for international recognition. These groups leverage social media to educate
and mobilize support, emphasizing the Turkish Cypriot perspective on the Cyprus issue.
The study highlights the diplomatic efforts of TRNC President Ersin Tatar and advocates for a
shift towards cyber diplomacy to enhance global presence, reduce diplomatic costs, and engage
with the Turkish Cypriot diaspora. Challenges such as resource limitations, social media
policies, and global skepticism persist but can be mitigated through strategic collaborations,
particularly with Tiirkiye, and by amplifying the Turkish Cypriot narrative.
Keywords: TRNC, Political Recognition, Digital Diplomacy, Cyber Engagement, Advocacy
Groups

Dijital Diplomasi: KKTC'nin Siber Alanda Taninma Miicadelesi

Ozet

Bu makale, Kuzey Kibris Tiirk Cumbhuriyeti'nin (KKTC) dijital diplomasi girisimlerini
inceleyerek, resmi taninma eksikligine ragmen uluslararasi toplumla c¢evrimigi platformlar
aracilifiyla etkilesim kurma g¢abalarina odaklanmaktadir. KKTC'nin stratejisi, resmi web
siteleri, sosyal medya varligr ve savunuculuk gruplarini igermektedir. Resmi KKTC web

siteleri, yonetisim, politikalar ve diplomatik faaliyetler hakkinda kapsamli bilgiler saglayarak
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seffaflig1 artirmaktadir. Bununla birlikte, sosyal medya cabalari, ingilizce versiyonlarin aktif
olmamasi ve giincel olmayan igerik nedeniyle kiiresel erisimi sinirlamaktadir. Savunuculuk
gruplari, farkindalik yaratmada ve uluslararasi taninma i¢in savunuculuk yapmada kritik roller
oynamaktadir. Bu gruplar, sosyal medyay1 kullanarak egitim vermekte ve destek saglamayi,
Kibris meselesinde Tiirk Kibrishi perspektifini vurgulamay1 amaglamaktadir.

Calisma, KKTC Cumhurbaskan: Ersin Tatar''n diplomatik ¢abalarina dikkat ¢ekmekte ve
kiiresel varligi artirmak, diplomatik maliyetleri azaltmak ve Tiirk Kibrish diasporasiyla
etkilesimi artirmak igin siber diplomasiye gegcisin gerekliligini savunmaktadir. Kaynak
kisitlamalari, sosyal medya politikalart ve kiiresel siiphecilik gibi zorluklar devam etmektedir.
Ancak, bu zorluklar 6zellikle Tiirkiye ile stratejik igbirlikleri ve Tiirk Kibrishi anlatinin
giiclendirilmesiyle hafifletilebilir. Sonu¢ olarak, KKTC'nin dijital diplomasi g¢abalari,
uluslararasi izolasyonu kirmay1 ve Kibris sorunu konusunda daha dengeli bir kiiresel anlayisi
tesvik etmeyi hedeflemektedir.

Anahtar kelimeler: KKTC, siyasi taninma, dijital diplomasi, siber iletisim, savunma gruplari

Introduction

The Turkish Republic of Northern Cyprus (TRNC) was established on November 15, 1983,
following significant geopolitical strife in the northeastern region of Cyprus (Isachenko, 2012).
TRNC has faced international non-recognition and political isolation since its inception. In
1974, a coup d'état by Greek nationalists led to a military intervention by Tiirkiye, dividing the
island into two distinct territories (Hannay, 2005).

In an era of rapid technological advancement, cyberspace plays a significant role in diplomacy
by revolutionizing communication and information exchange (Dorn & Webb, 2008).
Diplomatic missions and international organizations use digital platforms like email, social
media, and video conferencing to engage in real-time dialogue and share official information
with global audiences. This allows diplomats to maintain constant contact and respond swiftly
to evolving situations. The digital landscape has revolutionized public diplomacy, allowing
governments and diplomats to connect with foreign audiences directly through online platforms
(Holmes, 2015). Social media tools like Twitter, Facebook, and Instagram facilitate direct
communication, cultural exchange promotion, and national achievement showcasing. Digital
advocacy campaigns use various multimedia formats to convey diplomatic messages
effectively and shape perceptions on key policy issues. However, cyberspace also brings
diplomatic challenges to cybersecurity. Diplomatic missions and government agencies face a

range of cyber threats, emphasizing the need for strong cybersecurity measures to protect
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sensitive communications and national interests. Cyberspace has become a platform for digital
diplomacy initiatives focused on conflict resolution and peacebuilding (Lanz et al., 2021).
Online dialogue forums, virtual peace negotiations, and collaborative digital platforms enable
diplomatic engagement between conflicting parties in an interconnected world. As diplomats
navigate the complexities of cyberspace, adherence to diplomatic protocol and ethical
considerations remains paramount.

Understanding the TRNC's digital diplomacy efforts holds significant implications for its
diplomatic standing, economic development, and prospects for international recognition. By
examining the challenges encountered and proposing practical solutions, this study contributes
to a deeper understanding of how unrecognized states navigate diplomatic complexities in the
digital age. Furthermore, it offers insights into the broader trends in digital diplomacy relevant
to unrecognized or partially recognized states, providing valuable lessons for policymakers and
practitioners in the field. There is a universality phenomenon in cyberspace because all people
living in the world are included in the unlimited area (Tarhan, 2017). Cyberspace disrupts the
conventional understanding of sovereign nation-states by establishing a modern, tangible social
contract rooted in the interconnected framework of hardware, firmware, and software. At the
same time, it opens up fresh opportunities and avenues for advancement for some nations
(Lancelot, 2020). So, there are unlimited opportunities for the unrecognized states with a new
social contract.

This paper analyzes the strategies used by the TRNC in using cyberspace to promote its political
and economic interests, despite lacking international recognition. It examines approaches such
as social media campaigns, official websites, digital public relations, virtual events, e-
government services, and cybersecurity measures to shed light on TRNC's efforts to engage
with the global community.

The paper will focus on how the TRNC uses cyberspace for its objectives, including social
media campaigns, digital public relations, and virtual diplomacy. It will explore challenges such
as geopolitical resistance, resource constraints, and cybersecurity threats. Additionally, the
paper will offer insights into the implications of the TRNC's digital diplomacy efforts for its
diplomatic standing, economic development, and prospects for international recognition.
Additionally, the paper explores practical solutions to address key challenges, including

resource constraints, social media restrictions, and skepticism from global audiences.

The Unrecognized Status of the TRNC
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The journey to the establishment of the Turkish Republic of Northern Cyprus (TRNC) is rooted
in a history of conflict and aspirations for self-determination. During the period of British
colonial rule from 1878 to 1960, Cyprus underwent a substantial change. The island, previously
under the control of the Ottoman Empire, was leased to Britain and subsequently incorporated
into British territory in 1925. The Greek Cypriot majority's desire for union with Greece
(Enosis) was opposed by the Turkish Cypriots, who preferred either staying under British rule
or splitting the island (Taksim). The period following independence witnessed growing tensions
between the Greek and Turkish Cypriot communities. Upon gaining independence in 1960,
Cyprus established a power-sharing government under a new constitution. Nevertheless, this
delicate equilibrium deteriorated rapidly. President Makarios' suggested constitutional changes
in 1963 sparked violence between the two communities. As a result, Turkish Cypriots
disengaged from the government, leading to an informal division of the island. The situation
became so unstable that UN peacekeepers were sent in 1964 to restore order. The situation
escalated dramatically in 1974 when a coup d'état by Greek Cypriot nationalists, aimed at
Enosis, prompted Turkey to intervene. On July 20, 1974, Turkey, invoking its rights as a
guarantor power, launched a military operation to protect the Turkish Cypriot community. This
intervention resulted in the occupation of the northern part of the island and significant
population exchanges, with Greek Cypriots fleeing south and Turkish Cypriots moving north.

In reaction to these changes, Turkish Cypriots aimed to establish their self-governing status.
This was made official on February 13, 1975, when they announced the establishment of the
Turkish Federated State of Cyprus in order to express their wish for a federal resolution that
would safeguard their security and political entitlements. Nevertheless, due to ongoing
stalemate and little advancement towards a federal agreement, they took a more decisive action.
The Turkish Republic of Northern Cyprus was established on November 15, 1983, following
significant geopolitical strife in the northeastern region of Cyprus (Isachenko, 2012). Since its
establishment, the TRNC has faced international non-recognition and political isolation.
Despite numerous attempts to address the Cyprus problem through discussions and peace
proposals, a comprehensive resolution remains difficult to attain. The island remains split, with
the TRNC overseeing the northern region and the internationally acknowledged Republic of
Cyprus governing the southern area. Turkish Cypriot views concentrate on attaining an
equitable and enduring agreement that recognizes their rights and ambitions.

Since its establishment, TRNC is not recognized by the UN or most of the international
community (Hoffmeister, 2006). The TRNC has its governmental structures and economy, but

it heavily relies on Tiirkiye for support due to a lack of global recognition. Efforts by the United
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Nations to resolve the Cyprus conflict have not led to a comprehensive settlement yet. The
Republic of Cyprus's accession to the EU in 2004 complicated the TRNC's status due to the
unresolved division (Hoffmeister, 2006). The unrecognized status brings significant
geopolitical implications involving regional powers like Greece and Tiirkiye. Addressing the
aspirations and concerns of both communities is crucial for a sustainable settlement.

Diplomatic isolation is a major challenge for entities like the TRNC due to a lack of formal
recognition from the international community (Dolunay & Kasap, 2020). This leads to barriers
to participating in forums, negotiating agreements, and engaging in diplomatic initiatives,
limiting their influence on global affairs. Non-recognition compounds economic challenges and
development obstacles for unrecognized entities, leading to limited access to international
financial institutions, foreign aid, and investment opportunities. This hinders regions like the
TRNC from achieving economic growth, reducing poverty, and promoting sustainable
development. Additionally, it results in restricted market access, trade limitations, and financial
sanctions that perpetuate cycles of dependency and underdevelopment (Peksen, 2023). The lack
of international recognition also creates legal ambiguity and juridical uncertainty within
unrecognized territories' governance structures and legal frameworks. Entities like the TRNC
face legal uncertainty and lack international oversight, which undermines stability, erodes
confidence in institutions, and hinders efforts to establish effective governance (Grzybowski,
2019). Non-recognition exacerbates human rights concerns and humanitarian challenges within
unrecognized territories. Humanitarian assistance and relief efforts may face challenges due to
logistical constraints, funding shortages, and political obstacles. These factors worsen
vulnerabilities and exacerbate humanitarian crises. Lack of recognition contributes to
geopolitical tensions and conflict dynamics in contested regions, perpetuating cycles of
instability and insecurity. Unresolved territorial disputes, competing sovereignty claims, and
geopolitical rivalries fuel inter-state tensions and regional instability, posing risks to peace and
security (Soderbaum & Hettne, 2016). Entities like the TRNC remain ensnared in protracted
conflicts without formal recognition or diplomatic engagement, hampering peacebuilding

efforts due to entrenched divisions and competing interests.

Cyberspace as a Platform for Recognition

In the international sphere, the information revolution emerged in the 2000s. Throughout the
information age, there was an optimistic dialogue about how knowledge would drive the
progress of nations (Tarhan, 2022). Technological developments, especially in the field of

information and communication, have forced those carrying out diplomatic activities to shift to
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cyberspace and the digital world (Orhon, 2022). International relations are becoming
increasingly complex and intricate with each passing day. As a result, traditional strategies and
policies may sometimes prove ineffective. A key feature of the international system is that it is
structured around the physical borders and jurisdictions of states. In contrast, cyberspace is
decentralized and anarchic, lacking clear boundaries, jurisdiction, or a single dominant actor
shaping the system at a global level (Akyesilmen, 2016). Digital diplomacy involves the use of
digital technologies and communication platforms by various diplomatic actors to engage with
foreign audiences and pursue diplomatic objectives in the online space (Manor, 2017). It
includes activities such as advocacy, public diplomacy, cybersecurity, and conflict resolution,
significantly influencing modern international relations.

Digital diplomacy uses digital technologies like social media, websites, email, and video
conferencing to improve diplomatic communication and engagement (Bjola & Holmes, 2015).
It includes public diplomacy, cultural diplomacy, economic diplomacy, and crisis
communication, and involves official and unofficial diplomatic actors. Digital diplomacy
enables real-time communication and information exchange between diplomatic actors, foreign
governments, and global audiences, transcending geographical barriers (Adesina, 2017). It
empowers diplomats to engage directly with foreign publics and promote national interests
through targeted messaging and interactive strategies. This plays a crucial role in crisis response
and conflict resolution efforts by coordinating humanitarian assistance, disseminating timely
information, and engaging in virtual negotiations to promote dialogue in conflict-affected
regions. Digital platforms facilitate cultural exchange, educational programs, and people-to-
people diplomacy. They contribute to building social networks and projecting influence through
digital storytelling, cultural initiatives, and virtual exchange programs (Formica et al., 2021).
In addition to these roles, in an era of increasing cyber threats, digital diplomacy efforts also
focus on safeguarding diplomatic communications and mitigating cybersecurity risks through
encryption protocols, intelligence sharing, and cooperation. Furthermore, digital technologies
enable multilateral diplomacy by providing virtual platforms for international conferences,
summit meetings, and diplomatic negotiations which help diplomats collaborate on
transnational challenges (Adesina, 2017). Digital diplomacy reaches beyond traditional
diplomatic channels to involve diaspora communities, non-governmental organizations, and
civil society actors. It utilizes online networks and social media advocacy campaigns to gather
support for diplomatic initiatives and amplify marginalized voices on the global stage. In our
modern, interconnected world, digital diplomacy is essential for diplomats, governments, and

international organizations to handle the intricacies of global relations. Using digital
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technologies and social media platforms, enables better communication, public engagement,
crisis response, cultural exchange, cybersecurity cooperation & multilateral diplomacy. This
redefines diplomatic practice in the digital age (Jay, 2018). In recent years, Ministries of
Foreign Affairs have accelerated the digitalization of diplomacy. So much so that even digital
embassies have started to be established. Denmark has opened a digital embassy to facilitate
communication between the government and major technology companies such as Facebook,
Google, Apple, Twitter, and Amazon (Kaplan, 2021).

Cyberspace offers unrecognized states new opportunities to engage with global audiences and
further their interests, despite lacking formal international recognition (Shen, 2016). By
strategically using digital technologies and online platforms, these states can navigate
diplomatic limitations and amplify their voices in the digital domain. Unrecognized states can
use cyberspace for global diplomatic outreach and advocacy efforts through social media,
official websites, virtual conferences, and other digital platforms to disseminate information,
share perspectives, and connect with foreign governments as well as civil society actors. By
strategically implementing digital diplomacy efforts, unrecognized territories can increase
awareness about their goals, gain international backing, and influence public opinion on the
world stage. The online realm provides a space for promoting culture and projecting soft power
for these entities (losifidis & Wheeler, 2016). Utilizing digital narratives, cultural exchange
initiatives, and virtual exhibitions allows unrecognized states to highlight their heritage,
customs, and accomplishments to global viewership (Selmanovi¢ et al., 2020). This fosters
mutual understanding between cultures and cultivates favorable perceptions internationally. By
using digital media and creative content, unrecognized states can increase their influence and
visibility in the digital age. Cyberspace supports economic development and investment
promotion in unrecognized states (Sauer, 2014). Digital platforms enable e-commerce, online
entrepreneurship, and virtual trade initiatives, providing access to global markets, attracting
foreign investment, and stimulating economic growth (Ablyazov & Rapgof, 2019). Leveraging
digital technologies for economic diversification, innovation, and job creation helps
unrecognized states mitigate diplomatic isolation's adverse effects while enhancing resilience
against economic challenges (Solberg et al., 2020). Unrecognized states can use cyberspace for
virtual diplomacy and conflict resolution. Online forums, negotiations, and mediation platforms
provide channels for diplomatic engagement and trust-building between conflicting parties
(Doelker, 1989). By facilitating virtual interactions, unrecognized states can mitigate tensions
and explore solutions to conflicts, paving the way for sustainable peace in contested regions

(Bramsen & Hagemann, 2021). Cyberspace allows unrecognized states to gather humanitarian
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aid and organize crisis response efforts during emergencies. Online platforms help with
fundraising, emergency appeals, and relief initiatives, enabling these states to mobilize
resources, coordinate assistance efforts, and support vulnerable populations affected by
conflicts or natural disasters (Hoskins, 2020). Through digital networks and social media
engagement, unrecognized states can improve their ability to handle humanitarian crises and
ease suffering in regions facing crises.,

In conclusion, cyberspace provides unrecognized states with new opportunities to assert their
presence, engage globally, and pursue diplomatic objectives in the digital age. By leveraging
digital technologies and online platforms, unrecognized states can overcome constraints and
advance their interests on the international stage. Despite challenges, strategic use of cyberspace
can empower unrecognized states to navigate diplomatic complexities and contribute to peace,

stability, and development in contested regions worldwide.

Digital Lobbying: TRNC and Cyber Advocacy

The TRNC has taken steps to use the Internet for diplomatic purposes, even without formal
international recognition. In its early efforts in digital diplomacy, the TRNC has concentrated
on using online tools and platforms to improve communication, connect with global audiences,
and advocate for its interests internationally (Isachenko, 2012). The TRNC government
institutions' official websites offer detailed information about its governance, policies, and
diplomatic efforts. Visitors can find official documents, press releases, and statements from
TRNC authorities to promote transparency in the digital realm. The websites acts as central
platforms for domestic and international stakeholders to stay informed about the TRNC's
governance and diplomatic activities. For example, the TRNC Presidency’s official website
provides updates on events, diplomatic initiatives, documents, reports, and publications. The
TRNC Presidency website provides a wide array of documents and sections aimed at educating
the public and international stakeholders about the historical, political, and economic
dimensions of the TRNC. It presents comprehensive details on the "Cyprus Issue," offering a
historical analysis from 1960 to 2016 that chronicles major events and advancements. The site
showcases "Joint Statements of Leaders" as evidence of cooperative diplomatic initiatives,
along with segments dedicated to the "United Nations™ and "Security Council Resolutions,"
emphasizing global engagements and influential decisions affecting the TRNC. Additionally,
the website provides information about the "European Union," including details about
relationships and regulatory measures such as the "Direct Trade Regulation,” "Financial Aid

Regulation,™ and "Green Line Regulation Council Decision." It also discusses compliance with
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the "Copenhagen Criteria” and "Maastricht Criteria," which are crucial for understanding the
TRNC's adherence to European standards. The section on "Presidential Publications” contains
various reports and documents issued by the presidency, while "100 Days at the Presidency"
offers insights into the initial achievements and initiatives of the administration. This extensive
collection of documents illustrates TRNC's commitment to transparency, articulation of its
position on critical issues, and interaction with the global community through digital
diplomacy. It also provides detailed information regards to President’s daily activities and
international trips (TRNC Presidency, 2024).

The TRNC has a presence on significant social media platforms like Facebook and Twitter.
However, various factors greatly hinder the effectiveness of these platforms in fostering global
acknowledgment. The inactive English versions of their websites restrict accessibility for non-
Turkish speakers. Furthermore, there has been no recent activity on Twitter since 2017 and the
last post on Facebook dates to 2019. Additionally, its absence from Instagram is noteworthy as
this platform holds substantial importance for digital interaction and outreach efforts. The lack
of activity and outdated material on the TRNC’s social media profiles indicates a deficiency in
strategic planning and resource management for maintaining a strong digital presence. It is
essential to have active and consistently updated social media accounts for effectively
connecting with global audiences, distributing information, and influencing public opinions.
The absence of recent content suggests that the TRNC has missed chances to convey its story,
exhibit its culture, and spotlight its accomplishments to an international audience. English is
the lingua franca of international diplomacy, and having an active, well-maintained English-
language digital presence is essential for effectively communicating with the global
community. The TRNC's failure to use Instagram and TikTok highlights its limited utilization
of digital resources. Instagram is especially useful for visually narrating stories, engaging with
younger demographics, and promoting cultural diplomacy. By not making use of Instagram,
the TRNC overlooks chances to visually showecase its cultural legacy, natural landscapes, and
social progressions, which could aid in creating a favorable international image.

The Young Turkish Cypriots (YTC) is an international collective dedicated to educating the
public about the history and contemporary issues of Cyprus. YTC platform plays a significant
role in advocating for international recognition of the TRNC. Operating across multiple social
media platforms, including Facebook, X (formerly Twitter), Instagram, and TikTok, YTC
focuses on educating about Cyprus's history and current issues. It promotes a two-state solution
and Turkish Cypriot independence while highlighting President Ersin Tatar's efforts in

advocating this stance internationally. Additionally, YTC aims to raise awareness about the
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hardships experienced during the war period in Cyprus to foster empathy among global
audiences. The name "Young Turkish Cypriots' is influenced by the Young Turks movement
from the Ottoman Empire and criticizes support for EOKA in South Cyprus as it suggests that
coexistence is unfeasible. YTC promotes the direct flights from UK to Northern Cyprus through
an online petition. It is a strategic initiative that significantly contributes to the international
recognition of the TRNC. By leveraging cyberspace, YTC can mobilize global support, raising
awareness about the political and economic isolation faced by the TRNC. This digital activism
facilitates broader engagement with international audiences, including the Turkish Cypriot
diaspora and global allies, fostering a sense of community and collective effort. Comprised of
young Turkish Cypriots from around the globe, including regions such as the UK, Tiirkiye,
Australia, and the United States, YTC's mission extends beyond education. It seeks to reconnect
the Turkish Cypriot diaspora with their cultural roots and identity while fostering a sense of
community and visibility for Turkish Cypriots. Through their posts and educational content,
YTC aspires not only to inform but also to unite and empower the Turkish Cypriot community
worldwide. Despite its unofficial status, YTC effectively educates an international audience
about TRNC's position and historical context with content available exclusively in English.
However, challenges such as maintaining consistent engagement and broader collaboration are
encountered but deemed necessary to maximize impact through digital diplomacy efforts
(Young Turkish Cypriots, 2024).

‘North Cyprus Exists’ (NCE) is a group dedicated to promoting and preserving the cultural
identity of Turkish Cypriots. Initially formed as a lobbying group, it has evolved into a platform
aiming to reach a wider audience and highlight the struggles of the Turkish Cypriot community
on X (Twitter), Facebook, Instagram, and their website. The organization advocates for the
Turkish Cypriot community through letter-writing campaigns and engagement with influential
stakeholders to challenge discriminatory policies, focusing on ending international isolation
and economic embargoes imposed on the TRNC. North Cyprus Exists was created to address
the international community's treatment of Turkish Cypriots. The organization aims to promote
and highlight the struggles of Turkish Cypriots, preserving and recognizing their cultural
identity while ensuring that their voice is heard. The main goal of NCE is to work towards a
TRNC that is free from embargoes and international isolation (North Cyprus Exist, 2024).
Despite its significant past contributions, NCE has been inactive on Instagram, Twitter, and its
website since 2022. This lack of recent activity suggests that the organization is not currently
active in its advocacy efforts. Additionally, it operates independently without support from the

TRNC government, reflecting its grassroots nature. While its inactivity may limit its current
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impact, the organization’s past actions remain a testament to the determination of Turkish
Cypriots to confront suppression and demand recognition, highlighting the importance of
continued efforts towards a more equitable future.

Another advocacy group is Freedom and Fairness for Northern Cyprus, dedicated to promoting
the recognition of the TRNC as a sovereign, independent, and democratic nation state equal in
opportunity, rights, and status to the Greek Cypriot South. The organization highlights historic
injustices faced by Turkish Cypriots and advocates for international recognition for TRNC
through a two-state solution endorsed by President Ersin Tatar in 2020 (Freedom And Fairness
For Northern Cyprus , 2024). The organization runs a media center that disseminates news,
reports, and summaries of annual meetings to offer valuable insights into the current status and
advancements in TRNC. They actively engage in advocacy by correspondingly with UK and
UN officials concerning TRNC issues, as well as arranging lobbying activities to gain backing
for their objectives. The group also maintains a strong presence on social media platforms such
as Twitter and Facebook, where they share information and rally support for their initiatives.
Their endeavors are focused on addressing past injustices and striving for international
recognition and equality for Turkish Cypriots through advocating for a two-state solution that
aims to bring lasting peace and stability to the island.

Similarly, Embargoed! is a human rights group working to end the international isolation of
North Cyprus and restore the political, economic, and social rights of the Turkish Cypriot
people. Founded in September 2004 by Bulent Osman, Gulfem Veziroglu, and Ipek Ozerim
with twenty initial signatories, it has since grown into a formidable force with thousands of
supporters. Operating as an independent non-profit membership association primarily from
London, Embargoed! mobilizes non-violent action through peaceful means to raise awareness
about the plight of Turkish Cypriots and advocate for change. They aim to facilitate democratic
dialogue between both sides without endorsing any specific political solution for Cyprus.
Ultimately motivated by a commitment to human rights and justice for all, Embargoed! seeks
to end unjust isolation imposed on the people of North Cyprus (EMBARGOED, 2024).
Embargoed! differs in its focus on championing the rights of Turkish Cypriots and working to
eliminate international isolation against North Cyprus from a human rights standpoint, rather
than adopting a nationalist position. In contrast to other groups, it abstains from supporting or
advocating for any particular peace proposal, instead maintaining an impartial stance as it seeks
justice and equality for the Turkish Cypriot community.

Not as an advocacy group but as a media entity CyprusScene.com is a platform dedicated to

advocating for the recognition of the TRNC. The platform aims to draw attention to the actions
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of international entities like the UN, EU, UK, and others in maintaining the current state of the
Cyprus Issue and not providing international acknowledgment and fairness to the TRNC. Its
main goal is to advocate for TRNC rights, shed light on the continuing difficulties encountered
by the Turkish Cypriot community, and ultimately work toward a fairer resolution of the Cyprus
Issue (Cyprusscene, 2024).

TRNC President Ersin Tatar has made extensive diplomatic efforts, involving visits to various
countries such as Tiirkiye, Gambia, Australia, Germany, the USA, the UK, Azerbaijan and
Kyrgyzstan. Despite the considerable physical and financial demands of these trips highlighting
their significance; there is a need to prioritize utilizing online platforms for many interactions
in order to minimize these challenges. While certain events like the Organization of Islamic
Cooperation's 15th Summit in Gambia or meetings with potential recognizing states like
Azerbaijan and Kyrgyzstan require in-person participation; numerous other engagements could
be efficiently conducted online.

Cyber initiatives offer a cost-efficient and effective option for upholding diplomatic ties and
advancing the international acknowledgment of the TRNC (Cucos, 2012). But cyberspace is
becoming more competitive, fragmented, and chaotic. Similar to the physical world, order in
cyberspace does not emerge on its own (Barrinha & Renard, 2020). Engaging with local
entities, communities, universities, and conferences in Tiirkiye can take place using virtual
channels. This strategy not only saves resources but also enhances the scope and regularity of
diplomatic endeavors. This reality makes digital diplomacy more appealing to governments,
Ministries of Foreign Affairs, and embassies for promoting their activities, as it does not strain
their budgets (Rashica, 2018). By forming a specialized government body for leading cyber
diplomacy efforts, the TRNC could develop a lasting and influential online profile.

Investing in cyber diplomacy could also enable ongoing interaction with the Turkish Cypriot
diaspora in the UK and Australia, along with other important global participants. Employing
virtual meetings and webinars can guarantee consistent engagement and backing from the
diaspora, promoting deeper connections and collaborative initiatives for acknowledgment.
Additionally, a specialized cyber diplomacy entity could assist scholars and researchers
concentrating on TRNC-related concerns by offering funding and materials to advance
scholarly endeavors that support recognition of TRNC while addressing its imposed isolation
policies. The strategic utilization of online platforms can increase the TRNC's presence and
impact on global stages. By executing well-planned digital campaigns, engaging in social media
interactions, and participating in virtual events, the TRNC is able to efficiently convey its story,

exhibit its cultural legacy, and emphasize its political ambitions to an international audience.
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This online visibility has the potential to draw attention from international media outlets, shape
public perceptions, and establish partnerships with supportive countries and organizations
(Adesina, 2017).

Ultimately, although President Tatar's individual diplomatic trips are praiseworthy, a
coordinated and united approach to cyber diplomacy has the potential to increase the TRNC's
influence on the world stage. By reallocating resources to establish a strong cyber strategy, the
TRNC can pursue a more enduring and influential route toward global recognition and an end
to isolation policies. This tactical change not only conforms with contemporary diplomatic
norms but also guarantees that the TRNC's pursuit of recognition receives backing from a

comprehensive and cooperative endeavor.

Challenges for TRNC in Cyberspace

Unrecognized states encounter numerous difficulties as they strive to practice digital
diplomacy, seeking to interact with the global community despite not having official
recognition (Ker-Lindsay, 2015). The lack of formal acknowledgment from other nations
presents a significant challenge to the success of digital diplomacy for unrecognized states. This
absence of diplomatic status hinders their participation in international forums and discussions,
severely limiting their use of digital communication as a diplomatic tool. The absence of
recognition reduces their impact on world events and constrains their involvement in diplomatic
activities, weakening the effectiveness of digital outreach efforts. Proposals can be suggested
to address the challenges stemming from TRNC's lack of global recognition in the realm of
digital diplomacy. Despite not being officially recognized as a state internationally, the
President of the TRNC can continue these efforts under the title of "Leader of the Turkish
Cypriot Community" (Duckett, 2010). For instance, in negotiations regarding the Cyprus issue,
the President of the TRNC participates as the leader of the Turkish Cypriot community and
leads the discussions. This approach enables the TRNC to effectively engage in digital
diplomacy, taking into account its non-recognition status. The President of the TRNC, acting
as the leader of the Turkish Cypriot community, can represent the Cyprus issue on international
platforms and advocate for the TRNC's position. Consequently, the TRNC can maintain its
presence on the international stage, effectively utilizing digital channels to advance its interests.
Unrecognized states frequently face challenges due to a lack of financial and technical
resources, which hinders their ability to establish and sustain a strong online diplomatic
representation (Ker-Lindsay, 2015). Insufficient funding and expertise make it difficult for

these entities to effectively compete in the digital sphere, limiting their capacity to promote
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their perspectives and narratives (Nielsen & Cherubini, 2022). The resource disparity
exacerbates existing diplomatic inequalities, further marginalizing some states in the digital
sphere (Norris, 2001). While it's true that unrecognized states like TRNC often face constraints
in terms of financial and technical resources, it's important to consider the support they receive
from other entities, particularly in the case of TRNC, Tiirkiye has consistently provided
comprehensive support across various domains, and it's reasonable to assume that this support
extends to the realm of digital diplomacy as well. TRNC policymakers could potentially
alleviate their resource limitations by initiating a project aimed at increasing visibility in digital
diplomacy and seeking assistance from Tiirkiye. TRNC could leverage Tiirkiye's expertise and
resources to mitigate economic challenges by collaborating on initiatives to enhance digital
diplomacy efforts. Additionally, the utilization of digital diplomacy could lead to a reduction
in the need for physical diplomatic travel, resulting in cost savings (Adesina, 2017). These cost
savings could then be reallocated to establish a dedicated budget for further advancements in
digital diplomacy. Therefore, while resource constraints may pose challenges, strategic
collaboration with supportive entities like Tiirkiye and the efficient use of digital platforms
offer viable solutions for enhancing TRNC's presence and effectiveness in digital diplomacy.

The policies of social media platforms can limit the portrayal of unrecognized states, making it
difficult for them to use these channels for diplomatic communication (Ker-Lindsay, 2018).
Entities that are not officially recognized must carefully work within these restrictions,
weighing their wish to connect with global audiences against the possibility of censorship by
the platform. Restrictions on online engagement hinder their capacity to communicate their
messages and influence public opinion, thereby restricting their digital diplomacy efforts. While
it's acknowledged that social media platforms may impose certain restrictions on the
representation of non-recognized entities, such as limitations on using location data or national
flags, these constraints do not significantly hinder the TRNC from enhancing its effectiveness
in digital diplomacy. Despite these minor issues, the TRNC can still leverage social media
platforms to effectively communicate its diplomatic messages and engage with international
audiences. The restrictions imposed by social media platforms may pose challenges, but they
do not fundamentally undermine the TRNC's ability to expand its digital diplomatic outreach.

Unrecognized states face a major obstacle in persuading global audiences and official decision-
makers (Toomla, 2016). Lacking formal diplomatic recognition, these entities encounter
difficulties in attracting attention and obtaining reactions from important stakeholders,
hindering their ability to advocate for their interests and pursue their goals. In the case of the

TRNC, the primary reason for this skepticism is the lobbying and diplomatic efforts conducted
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by the Greek Cypriot side. As a recognized state in Cyprus, the statements and warnings issued
by the Greek Cypriot side are often regarded as more credible by the international community.
Therefore, one crucial step that the TRNC needs to take is to provide a stronger response to
these efforts by the Greek Cypriot side. The Cyprus issue should be presented more from the
perspective of the Turkish Cypriots, both in the digital world and in diplomatic efforts.

In conclusion, unrecognized states such as the TRNC encounter various obstacles in digital
diplomacy due to their lack of formal acknowledgment. Nevertheless, there exist practical
methods to surmount these challenges. Although traditional states persist in their pursuit of
power and security, they often work to identify the most effective resolution to a conflict
through multilateral diplomacy (Verrekia, 2017). Using the position of the TRNC President as
the "Leader of the Turkish Cypriot Community" and actively engaging in diplomatic dialogues
can enable the TRNC to effectively utilize digital platforms to advocate for its interests
internationally. Additionally, strategic partnerships with supportive entities like Tiirkiye can
help mitigate resource constraints and bolster digital diplomacy endeavors. Despite
encountering limitations on social media platforms and skepticism from global audiences, the
TRNC can address these hurdles by concentrating on amplifying its diplomatic messages and

presenting a perspective of the Cyprus issue from that of the Turkish Cypriots.

Conclusion

In summary, the Turkish Republic of Northern Cyprus encounters considerable difficulties
arising from its lack of recognition in the global community. Although it was founded in 1983
and has since progressed in governance and economic aspects, the TRNC still struggles with
isolation on diplomatic fronts, financial limitations, and intricate geopolitical circumstances.
The separation of Cyprus in 1974 as a result of a coup d'état and subsequent military
involvement led to long-standing tensions and impeded endeavors for a comprehensive
resolution.

In addressing these difficulties, the TRNC is trying to adopt digital diplomacy as a strategy to
advance its political and economic objectives worldwide. Through utilizing diverse online
platforms such as official websites, social media channels, and digital advocacy organizations,
the TRNC aims to interact with global audiences, influence narratives, and promote recognition
and equality. Nevertheless, deficiencies like inactive social media accounts and restricted
multilingual communication impede the impact of these endeavors. Despite these challenges,
grassroots advocacy organizations such as the Young Turkish Cypriots, North Cyprus EXists,

Freedom and Fairness for Northern Cyprus, Embargoed!, and CyprusScene.com are essential
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in promoting the TRNC's viewpoint and defending the rights of Turkish Cypriots. Using online
activism, they garner support, raise consciousness, and confront unjust policies while
emphasizing the strength and persistence of the Turkish Cypriot population.

President Ersin Tatar's extensive diplomatic travels are praiseworthy; however, the TRNC must
modernize its approach by embracing cyber diplomacy. Leveraging online platforms provides
a cost-effective method to maintain diplomatic relationships and further the TRNC's pursuit of
international recognition. Establishing a specialized government department for cyber
diplomacy would enable the TRNC to cultivate a strong online presence that complements
traditional diplomatic endeavors. Investing in digital initiatives ensures continual engagement
with important stakeholders, such as the Turkish Cypriot diaspora and global academics,
fostering deeper connections and cooperative efforts. Thoughtful online campaigns and virtual
gatherings can effectively present the TRNC's perspective, garner international media attention,
and form partnerships with sympathetic nations.

Moving forward, the TRNC needs to focus on improving its digital diplomacy strategy by
enhancing its social media engagement, broadening multilingual communication efforts, and
utilizing visual storytelling platforms such as Instagram and TikTok. Furthermore, increased
collaboration between the TRNC government and grassroots advocacy groups has the potential
to enhance their combined influence and bolster the TRNC's standing in global affairs. The
ongoing dedication to promoting the rights and acknowledgment of Turkish Cypriots is
highlighted by the combined actions of government bodies, advocacy organizations, and
diaspora communities. Utilizing digital diplomacy and working together collaboratively will
enable the TRNC to address diplomatic obstacles and facilitate discussions towards a fairer
future for Turkish Cypriots in Cyprus.
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Ozet
Modern giivenlik anlayisi, geleneksel askeri tehditlerin Otesine gecerek ¢ok boyutlu ve
karmasgik riskleri igermektedir. Bu ¢alisma, degisen giivenlik riskleri karsisinda yapay zeka ile
ozellikle yapay sinir aglarinin gilivenlik stratejilerinde kullanimin1 ve bunun etik, yasal ve
toplumsal etkilerini ele almaktir. Literatiir incelemesi ve ¢esitli uygulama 6rneklerine dayanan
arastirma, yapay zekanin biiyiik veri analizi, tahmin ve gézetim yetenekleriyle kamu giivenligi,
asayis ve askeri operasyonlarda proaktif ¢ozliimler sundugunu ortaya koymaktadir. Yapay zeka
tabanli teknolojilerin gilivenlik alanlarinda verimliligi artirirken, otoriter rejimlerde toplumsal
alanin kontroliinii kolaylastirict rolii de vurgulanmistir. Giivenlikte doniistiiriicti rolii biiylik
olan yapay zeka ve yapay sinir aglar1 teknolojilerinde kullanilan biiylik veri setleri ile
kullanicilarin  6nyargilt tutumlarindan kaynaklanan manipiilasyon, veri Onyargist ve
mahremiyet ihlalleri, diizenli denetim ve mevzuat diizenlemelerinin gerekliligini ortaya
koymaktadir. Caligma, disiplinlerarasi isbirligi ve seffaf veri yonetimi sayesinde, giivenlik ile
Ozgiirliik arasinda saglikli denge kurmanin miimkiin oldugunu gdstermektedir.*
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SECURITY STRATEGIES EMPOWERED BY ARTIFICIAL NEURAL NETWORKS:
THE ROLE AND IMPACTS OF ARTIFICIAL INTELLIGENCE IN MODERN
SECURITY MANAGEMENT

Abstract

The modern understanding of security extends beyond traditional military threats to encompass
multidimensional and complex risks. This study examines the use of artificial intelligence (Al),
particularly artificial neural networks (ANNS), in security strategies and explores their ethical,
legal, and societal implications. Based on a literature review and various application examples,
the research highlights how Al, with its capabilities in big data analysis, prediction, and
surveillance, provides proactive solutions in public safety, law enforcement, and military
operations. While Al-based technologies enhance efficiency in security domains, their potential
role in facilitating societal control in authoritarian regimes is also emphasized. The
transformative role of Al and ANN technologies in security is underscored by the challenges
of manipulation, data bias, and privacy violations arising from the use of large datasets and user
biases, highlighting the necessity for regular oversight and regulatory frameworks. The study
demonstrates that a balanced approach between security and liberty is achievable through
interdisciplinary collaboration and transparent data management practices.

Keywords: Security Strategies, Artificial Intelligence, Artificial Neural Networks, Proactive
Risk Management, Privacy and Ethical Regulations

Giris

Giivenlik kavrami, tarih boyunca politik ve toplumsal dinamiklere gére degisim gecirmistir.
Baslangicta askeri savunma odakli giivenlik politikalari, glinlimiizde ulusal siirlarin 6tesine
gecerek bireylerden diinya ¢apina kadar genis bir ¢erceveyi kapsamaktadir. Bu degisim, modern
toplumlarin kars1 karsiya kaldigi tehditlerin cesitlenmesi ve karmasiklasmasiyla dogrudan
ilintilidir. Her ne kadar giivenlik stratejileri, ulus devletlerin sinirlarii ve egemenligini
korumak iizerine kurgulansa da giiniimiizde giivenlik tehditlerinin askeri saldirilarla sinirlt
kalmayip; terdrizm, salgin hastaliklar, siber saldirilar ve gevresel felaketler gibi giderek artan
kiiresel tehditleri de barindirmaktadir. Bu nedenle, giivenlik alaninda daha genis Olgekli
yaklasimlar benimsenerek askeri stratejilere ek olarak disiplinleraras1 ve kiiresel isbirligine
dayanan daha kapsamli bir yaklagim benimsenmistir.

20. yiizyilin sonlarindan itibaren teknolojik ilerlemeler ile devlet dis1 aktorlerin giivenlik
algisint doniistiirmesi, risklerin dnlenmesi i¢in giivenlik stratejilerindeki degisimi gerekli
kilmistir. Kiiresellesme ve dijitallesmenin hiz kazanmasiyla birlikte klasik giivenlik¢i

yaklasimin otesine gegen yenilik¢i ve teknoloji tabanh giivenlik ¢oziimleri gelistirilmistir. Bu
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stirecte, devletlerin gilivenlik politikalarinda, yapay zeka (YZ) ve yapay sinir aglar1 (YSA) gibi
teknolojik araglarin giivenlik stratejilerine dahil edilmesi ile yeni bir donem baslamistir. YZ
destekli giivenlik uygulamalari, gelisen giivenlik tehditlerini hizli analiz eden ve etkili
miidahale imkanlar1 saglama yetenegine sahip giivenlik sistemlerini destekleyerek yeni bir
donemi baslatmistir. Ornegin, yiiz tanima sistemleri, koku detektdrleri ve siber giivenlik
cozlimleri gibi YZ tabanli uygulamalar ile giivenlik hizmetleri sunumunda verimliligi
artirmistir.
Geleneksel giivenlik anlayisindan farkli olarak YZ destekli uygulamalar, biiylik veri analizi ve
makine Ogrenimi algoritmalarin1 kullanarak biiyiikk veri kiimelerini yorumlama ve tehdit
egilimlerini tahmin etme kabiliyetini gelistirmektedir. Bu sayede, YSA insan hatalarindan
kaynaklanan handikaplar1 azaltarak daha etkin ve hizli ¢ozliimlemeler yapilmasini
giiclendirmektedir. Ayrica yalnizca olaylarin reaktif degil, riskleri dnceden 6ngérme ve proaktif
bir miidahale imkani1 da sunmaktadir. YZ destekli giivenlik kameralar1 ve ge¢mis olaylardan
hareketle Ongoriicii glivenlik Onerileri sunan YSA uygulamalar1 ile tehditler heniiz
gerceklesmeden onlenebilmektedir. Nitekim YZ destekli giivenlik sistemleri kaynaklarin daha
etkili kullanilarak giivenliklestirme siireclerine katki sagladigi goriillmektedir.
Bu caligmada aragtirmanin temel problemi, YZ ve YSA teknolojilerinin giivenlik sahasinda
giderek yayginlagmasinin avantajlarin1  kadar etik, yasal ve toplumsal etkilerine de
odaklanmaktadir. Bu teknolojiler, goézetim ve verimlilikte Onemli katkilar saglasa
manipiilasyon, veri Onyargist ve mahremiyet ihlalleri gibi sorunlar1 da beraberinde
getirmektedir. YZ ve YSA teknolojilerinin geleneksel giivenlik stratejilerini yeniden
sekillendirerek daha etkili ve verimli hale getirdigini diinyadaki 6rnekleri ile analiz edilmesiyle,
modern gilivenlik sorunlarina hangi ¢oziimlerin sunuldugunu incelenmistir. Dolayisiyla bu
calisma, YZ tabanl giivenlik sistemlerinin tehditleri tespit, analiz ve miidahale etme kapasitesi
ile giivenlik stratejilerindeki roliinii ¢ok yonlii bigimde incelerken, modern risklere karsi
stirdiiriilebilir yaklasimlar gelistirmeye yonelik giiclii bir temel sunmay1 hedeflemektedir.

1. Giivenlik Tehditlerinin Tarihsel Siire¢ Icerisindeki Degisimi
Modern ¢agda giivenlik politikalar1 6nemli degisiklikler yagamistir. 19. yiizyilin sonlarindan
20. yiizyilin ilk yarisina kadar siiren erken donemde, giivenlik politikalar1 ve uygulamalari
ulusal giivenlige yonelik askeri stratejiler ve geleneksel kolluk faaliyetlerine odaklanmustir.
Ancak 20. yilizyilin ikinci yarisindan itibaren gilivenlik tehditlerinin kiiresellesmesi, yeni
teknolojik atilimlar ve degisen siyasi dinamikler nedeniyle bu politikalar koklii bir doniigiim
gecirmistir. Artik, daimi ordularin idamesi, tahkimat ve stratejik ortakliklar gibi geleneksel

askerl yontemlerin yani sira sosyal ve siyasi kaygilar da gozetilerek uluslarin korunmasina
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oncelik verilmistir. Bu eylemler, devlet egemenligini ve toprak biitlinligiinii korumaya
odaklanarak dis tehditleri caydirmak i¢in uygulanmistir.

Ulus-devletlerin kurulmasi ve jeopolitik dinamiklerin degismesiyle birlikte askeri giiciin 6nemi
devam etse de giivenlik taktiklerinin yelpazesi genislemeye baslamistir. Genellikle fiziksel
tehdit ve catigmalar1 kapsayan gilivenlik riskleri giderek terdrizm, siber saldirilar ve gevresel
tehlikeler gibi geleneksel vurgunun Gtesindeki konulari da kapsayacak sekilde geniglemis ve
boylece modern risklerin karmasik dogasi kabul edilmistir (Collective, 2006: 444-445).
Geleneksel askeri tehditlerden daha kapsamli bir dizi giivenlik sorununa ge¢is, Soguk Savas’in
sona ermesiyle hiz kazanmigtir. Tehlikelerin dogasi ekonomi, teknolojik atilimlar, ¢evresel
sorunlar ve degisen siyasi ortamlar nedeniyle doniisiime ugramistir. Kiiresellesmenin etkisiyle
giivenlik kavrami, geleneksel askeri miilahazalarin 6tesine gecerek genis bir sorun yelpazesini
kapsar héle gelmis ve bu durum, giivenlik kaygis1 olarak kabul edilen konularin ¢ergevesini
farkli boyutlara tasimistir. Bu yaklasim, modern giivenlik kaygilarinin inceliklerini daha
kapsamli bir sekilde ele almak amaciyla, askeri yeteneklere ve devlet merkezli bakis agilarina
yapilan onceki vurgudan ayrilmistir. Artik geleneksel giivenlik yaklasimi asilmis, devletler
giivenlik calismalarinda konuyu kitlesel goc, kiiresel saglik, gida, enerji, siber giivenlik ve insan
haklar1 gibi alanlara genisleterek devlet merkezli bakis agisin1 benimsemistir. Bu yaklasim,
giivenlik c¢aligmalarinin, devletler, alt devlet gruplari, bolgeler ve hatta biyosfer gibi farkli
unsurlar1 igeren yeni bir paradigma ile yeniden yapilandirilmasi gerektigini savunmaktadir
(Vennesson, 2019:495-496).

Giivenlik anlayisindaki bu degisime cevap olarak liderler ve politika yapicilar, yalnizca ulus
devletlerden gelen saldirilar1 degil, ayn1 zamanda devlet dis1 aktorlerden gelen tehditleri, siber
saldirilar1 ve terdrizm, organize sug ile insan kagakciligr gibi ulusdtesi endiseleri de kapsayan
giivenlik planlarimin gerekliligini dikkate alarak ¢ok boyutlu stratejiler gelistirmek zorunda
kalmistir. Buna ek olarak, modern giivenlik politikalarinin iklim degisikligi, salgin hastaliklar
ve siber savag gibi artan endiseleri de dikkate almaya baslamasi, neyin tehlike olarak
gorildiigline dair de8isen anlayist ortaya koymaktadir. Daha kapsamli bir anlayisa ulasmak
icin, riskler devlet siirlarinin ve geleneksel giivenlik g¢ercevelerinin Otesine gegtiginden,
disiplinlerarasi isbirligine ihtiya¢ duyulmustur. Boylece giivenlik anlayisi, asimetrik tehditlere
maruz kalan bireyler, dogal ¢evre ve veriler gibi korunmasi gereken varliklara yonelik
tehditlerin 6nlenmesi ve risklerin yonetilmesini amaglayan bir yaklagima sahip olmustur (Senn,
2017:605-606).

Insanlik tarihinin geldigi bu noktada ortaya c¢ikan yeni risklere karsi klasik giivenlikgi

yaklasimin ¢oziim iiretemeyecegi agiktir. Tehditlerin farklilagsmasiyla birlikte sunulan ¢6ziim
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Onerilerine ve giivenlik stratejilerine iliskin yaklasim, hi¢ siliphesiz teknolojik ilerlemeden
istifade etmek olacaktir. Buradan hareketle, son donemde hemen her alanda kullanim alani
yayginlasan YZ temelli teknik ilerlemelerin giivenlik stratejilerine eklemlenmesi kaginilmaz
bir zorunluluktur. Nitekim diinyada giivenlik konseptlerine entegre edilmeye baslanan bu
teknolojiler, yiiz tanima, izinsiz giris tespiti ve siber gilivenlik gibi uygulamalarin
olusturulmasint kolaylastirarak giivenlik sistemlerini doniistiirmiistiir. ' YZ’nin giivenlik
uygulamalarina entegrasyonu, tehditleri tanimlama, verileri analiz etme ve koruma
mekanizmalarini giiclendirme becerilerini destekleyerek glivenlik yontemlerine yeni bir bakis
acis1 getirmigtir.
YZ uygulamalarinin sundugu hizli tehdit tanimlama, izleme ve gelecek riskleri ngdrebilme
becerisi, karar verme siireglerini giiclendirerek giivenlik yontemlerinde adeta bir devrim
yaratmistir. Makine 6grenimi algoritmalarinin, tehditlerle miicadelede faydali olabilecek biiytik
veri kiimelerindeki egilimleri tespit etme yetenegine sahip olmasi, gilivenlik siireclerinin
proaktif bir sekilde yonetilmesine olanak tanimaktadir. Gegmisteki tehdit verilerini analiz eden
bir YZ sistemi, potansiyel riskleri belirlemede analiz imkan1 sunarken; YZ destekli gézetim
sistemleri gibi anlik izleme araglar ile giivenlik ihlallerine daha hizli tepki verilmesi miimkiin
hale gelmektedir. Bu teknolojiler, ortaya ¢ikan tehditleri ongérmek, engellemek ve ele almak
i¢in araclar saglayarak diizen ve devamlilig: siirdiiriilebilir kilmakta kaginilmaz bir potansiyele
sahiptir.

2. Modern Giivenlik Stratejilerinin Gelistirilmesinde Yapay Sinir Aglarinin

Kullanim

Modern giivenlik stratejilerinin bigimlenmesi, tarihsel siire¢ igerisindeki cesitli stratejik ve
teknolojik evrimin nihayetinde gerceklesmektedir. Geleneksel askeri tehditlerle baslayan
giivenlik stratejileri asimetrik tehditlere odaklanarak doniismektedir. I¢ ve dis giivenligin
saglanmasinda, karmasik tehditlerin tespit edilmesi ve dnlem alinmasina yonelik yaklasimlar
genislemekte; bu donemde, 6zellikle teknolojik araglarin hizli ve etkili tespit olanaklarindan
yararlanilmaktadir. Teknik araglar, bilgi edinme, izleme ve miidahale etme araci olarak
kullanilarak giivenlik operasyonlarin1 destekleyen vazgegilmez birer giivenlik aparatina
dontismektedir. Giivenlik anlayisinda doniisiimiin en biiyiik devrimlerinden biri, YZ ve YSA
gibi ileri diizey tekniklerin uygulanmasiyla gerceklesmis; bu teknolojiler giivenlik
stratejilerinin temel dinamiklerini yeniden tanimlamistir.
YSA, insan beyninin bilgi isleme bi¢imini taklit etmek {izere tasarlanmis ve biyolojik sinir
aglarindan ilham alan hesaplama modelleridir. YSA’lar, sinir yapisini olusturan ve agirliklarla

birbirine baglanan yapay veya islem birimlerinden olusur (Kustrin ve Beresford, 2000:718-
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719). YSA temelinde gelistirilmis uygulamalar, geleneksel bilisim uygulamalarindan farkli
olarak davranig gostermek, tepki vermek, kendini yeniden organize etmek, &grenmek,
genellestirmek ve unutmak gibi kavramlar1 6ne ¢ikarmaktadir. Insan beyninin sinir yapisini
model alan bu teknoloji, basit islem birimlerinden olusur ve bu birimler karmasik bir iletisim
ag1 ile birbirlerine baglidir. Bu karmasik iletisim ag1 sayesinde de zorlu problemlerin ¢oziilmesi
saglanmaktadir (Kumar ve Sanwan, 2015: 1086-1087). YSA’nin giivenlik teknolojilerin
entegrasyonu ile kazandirdig1 yetenekler sayesinde tehdit algilama, risk analizi ve Onleyici
stratejileri gelistirmede ¢1g1r acict bir doniisiim saglamistir.

Teknik araclar, bilgi edinme, izleme ve miidahale etme araci olarak kullanilarak giivenlik
operasyonlarint destekleyen vazgegilmez birer giivenlik aparatina doniigsmektedir. Teknik
kapasitenin yan1 sira, YZ teknolojilerinin sundugu hem fiziksel hem de siber giivenlik alaninda
proaktif ¢ozlimler, giivenlik yaklasimlarinin daha verimli ve etkin héle gelmesine katki
saglamaktadir. Bu dogrultuda, 6zellikle YSA destegiyle otomatiklestirilmis ve entegre edilmis
giivenlik sistemleri; veri analizi, tanima ve tahmin yapma yetenekleriyle giivenlik stratejilerinde
onemli bir rol oynamaktadir. Bu teknolojiler, karmasiklasan ¢esitli giivenlik tehditlerine karsi
kritik 6nleyici mekanizmalar sunmaktadir (Marciniak, 2023: 451-454).

YZ teknolojisinin bir parcasi olan YSA destekli mekanizmalar, giiniimiizde biiyiik veri
setlerinden anlam ¢ikarma, tehdit tespiti, risk analizi, yliz ve nesne tanima gibi gilivenlik
uygulamalarinda yaygin bi¢imde kullanilmaktadir. Geleneksel giivenlik yontemlerinin dtesine
gecen bu teknolojiler, goriintiileme ve “elektronik burun” gibi araglarla elde edilen verileri
algoritmalar araciligiyla analiz ederek siipheli faaliyetleri tespit edilebilmekte; daha once
yasanmis olaylardan olusan veri setleri ve sensor verileriyle de olasi riskleri ve gelecekteki
muhtemel tehlikelere yonelik dngoriicii ¢ozlimler sunmaktadir. Bu teknolojilerin uygulanmasi
icin gereken verilerin islenmesi, altyap: yatirimlari, gelistirme ve bakim siiregleri ile uzman
personel istihdami gibi siireklilik arz eden maliyetlere ragmen; insan hatalarini azaltmasi, kamu
hizmeti operasyonlarinin verimliligi ve etkinliginin artmasi sayesinde kamu diizeni ve
giivenliginin saglanmasi desteklenmektedir (Wirtz & Miiller, 2019: 1084).

YZ destekli gilivenlik araclari, geleneksel glivenlik yontemlerinin sahip oldugu yiiksek isletme
giderleri ile insan kaynagi ve isgiicii gibi handikaplarin agilmasina olanak tanimaktadir. Zira
geleneksel yontemde, sucun ya da tehdidin ger¢eklesmesi sonrasinda toplanan deliller kanit
olarak kullanilir ve uzun prosediirlerin ardindan miidahalede bulunulur. Giivenlik giiclerinin
kullandig1 gozetim sistemleri de reaktif bir yaklagimla sinirli kaldigi i¢in dnlemden ziyade,
olaylardan sonra yorumlanmasi gereken kanitlar1 belgeleyebilmektedir. YZ destekli

teknolojiler ise anormal eylemleri aktif bir bicimde tespit etme ve yanit verme kabiliyetini
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sahiptir. Bu bakimdan, geleneksel giivenlik araglarimin sirliliklarini asan ve YSA ile
desteklenen akillr sistemler, kanitlarin kayda gecirilmesinden 6te proaktif bir giice sahiptir. S6z
konusu sistemler, risk ve tehditleri meydana gelmeden 6nce belirlemek icin 6zellikle derin
O0grenme teknolojisini kullanarak verileri gercek zamanli olarak analiz etmekte; boylece
giivenlik yonetimine ve suglarin 6nlenmesinde avantajlar saglamaktadir (Sung & Park, 2021:
34298-34299).

Giivenlik teskilatlarinin yonetim ve operasyonlarinda ana hedef, stratejilerin gelistirilmesi,
tehditlerin tespiti ile hizli ve etkili miidahalede bulunma unsurlari optimal sekilde uygulamaktir.
Insan unsurunun etkisiyle degiskenlik gdsteren bu uygulamalar, YZ, makine Ogrenimi
algoritmalar1 ve biiyiik veri yazilimlarmin destegiyle kapsamli giivenlik yonetimi imkanina
kavusmaktadir. Bilgi isleme hizim1 artirarak devlet kaynaklarinin daha etkili bir sekilde
kullanilmasini ve kaliteli hizmet sunumunu iyilestiren bu teknolojiler, kamu kaynaklarinin da
verimli bigimde kullanilmasina 6nemli Slgiide katki saglamaktadir. Wirtz ve Miiller (2019:
1085)’in YZ uygulamalarindan yararlanarak kamu hizmetinin sunumuna iligkin aragtirmalar, is
tamamlama hizinda %20 ila %200 arasinda artis potansiyeli oldugunu ortaya koymaktadir.
Stiphesiz, islem hizinin artirilmasi artan vaka yiikiinii hafifleterek kaliteli hizmet sunumunu da
giiclendirecektir.

Diinyada kentsel kamu giivenligi yonetisimi ve kriz yonetiminde devreye alinan ¢ok sayida
YSA destekli uygulama, veri isleme ve tahmine dayali algoritmalarin birlesmesiyle olasi
riskleri azaltabilen uyar1 sistemlerinin basarili sonuglar iirettigini gostermektedir. Toplumsal
hayatta karsilasilan riskleri dnlemek veya muhtemel tehditlere iliskin senaryolar olusturarak
belirsizlikleri etkili bir yonetmek i¢in gecmis olay verileriyle ve kurallarla egitilmis YSA
modelleri; video ve fotograflardan ardisik ¢ikarimlar yapma, nesne algilama ve davraniglart
tanimlama gibi yontemler kullanarak proaktif risk yonetimine 6nemli katkilar sunmaktadir
(Nguyen, Cai, & Chen, 2017: 616, 621; Alawad, Kaewunruen, & An, 2020: 102815-102816;
Khosravinia, Perumal, & Zarrin, 2023: 52985). Dogru karar alma siireglerini hizlandirarak
miidahale siirelerini azaltan bu teknolojiler, emek yogun gii¢ ihtiyacini diisiirdiigii gibi ulusal
giivenligin korunmasinda da dikkate deger bir kapasiteye sahiptir. Bu teknolojiler, kentsel
giivenlik ve kriz yonetiminden kiiresel 6l¢ekte niikleer tehditler gibi daha makro diizeydeki
karmasik risklerin dahi yonetiminde etkili olabilecek bir kapasiteye sahiptir.

YZ teknolojilerinin hizli ¢oziimleme giicii ve dogru karar vermedeki etkinligi, yanlis bilgiyle
hareket etmenin ya da savas durumu gibi telafisi miimkiin olmayan krizlerin 6niine gegmek i¢in
muazzam firsatlar sunmaktadir. Ornegin Soguk Savas déneminden kalma "karsilikli garantili

imha" (Mutually Assured Destruction) veya "ikinci vurus yetenegi" (Second-Strike Capability)
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doktrinlerinin, niikleer saldirtya aninda baska bir niikleer saldir1 ile karsilik verme {izerine
kurgulu olmasi, niikleer savas tehdidine dair endiseleri uzun siire giiclendirmistir. Nitekim,
erken uyari sistemlerinin verdigi yanlis alarmlar neticesinde niikleer savasin baslamasini, askeri
uzmanlarin ve siyasi liderlerin son anda yaptigi miidahaleler engellemistir. Bu vakadan
hareketle Cox ve Williams (2021)’in arastirmasi, YZ araglarinin benzer riskleri en aza
indirebilecegini gdstermektedir. Onlara gore, uzay araglar1 veya atesli silahlarin taginmasi i¢in
kullanilan roketlerin firlatma tiirlerine 6zgili davranis kaliplar ile egitilmis YZ araglari, biiyiik
veri analitigindeki bilgileri harmanlayarak ge¢miste tesadiifi bir sekilde atlatilan niikleer savas
riski gibi durumlarin fiilen 6nlenmesini saglayacaktir.

Gilivenlik alaninda YZ teknolojilerini en yogun sekilde kullan kurumlarin basinda silahli
kuvvetler gelmektedir. Bu teknolojiler; radar ve uydu goriintiilerindeki anomalilerin
tespitinden, denizalti mayinlarinin tespiti ve siniflandirilmasini saglayacak sonar sistemlerine
entegre edilmesinde; saldirt algilama sistemlerinin ag trafigini analiz ederek siber giivenligi
desteklemesinden, savunma sistemlerinde kritik bir rol oynayan insansiz hava araglarinin hedef
algilama ve gorev planlamasina kadar modern askeri sistemleri gliglendirmektedir (Bistron ve
Piotrowski, 2021: 3-8). Bu isleviyle YZ tabanli sistemler, ordularin savunma yetenegini ve
operasyonel etkinligini biiyiik ol¢lide giiclendirmektedir.

Askerl ve kolluk faaliyetleri, dogrudan operasyonel siirecler kadar oOnleyici hizmetlere
odaklanan proaktif bir yaklasima da dayalidir. Bu yaklasim, kamu diizeni ve devamliliginin
saglanmasini desteklendigi gibi kaynaklarin da verimli kullanilmasina katki sunmaktadir. Bu
dogrultuda, giivenlik kurumlarinin karmasik dogasi1 geregi basa ¢ikmada en ¢ok zorlandig1 ve
toplumun zarar gordiigii terorle miicadelede YZ teknolojileri 6nemli firsatlar sunacaktir. Uddin
ve arkadaslarinin (2020) simiilasyon tabanli tahminlere dayali ¢caligmasi, bir terér saldirisinin
hangi yontemle olabilecegi, kullanilabilecek silah tiirlerini ve hedef alinabilecek bolgeler gibi
unsurlar1 analiz eden YSA gibi derin 6grenme modellerinin, geleneksel makine dgrenmesi
algoritmalarina gore %95’in lizerinde dogruluk oraniyla karmasik Oriintiileri anlamada ve
gelecekteki saldirilar: tahmin etmede etkin bir arag olabilecegini ortaya koymaktadir.

YSA teknolojilerinin yaygin bicimde kullanilmaya baslandig1 bir diger alan ise, kamu diizeni
ve glivenligini saglamada kuskusuz bir Oneme sahip asayis faaliyetleridir. Kolluk
faaliyetlerinde YZ’nmin kullanimiyla, kamu giivenliginin saglanmasinda iyilesmeye
kaydedildigi ve kolluk kuvvetlerinin kaynaklarinin daha verimli kullanilarak su¢ oraninda bir
diisiis saglandigin1 gosteren bir ¢alismada (Van ‘t Wout ve dig., 2021); gecmis sug verilerine
iligkin bilgileri i¢eren veri kiimelerini analiz eden YSA destekli sistemler, su¢ davraniglarini

tahmin ederek oOnleyici polislik yaklagimini giliclendirdigi ve bu sayede su¢ oranlarini
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diistirmede basarili ¢ézlimler ortaya koydugu gozlemlenmistir. Bir bagka ifadeyle, YSA ve
diger makine 6grenimi algoritmalari, demografik, cografi ve zamansal egilimler gibi g¢esitli
faktorlerle egitilerek olaganiistii tahmin yeteneklerine ulagmaktadir; bdylece gecmis asayis
olaylarinin analiz edilmesini miimkiin kilmaktadir. Bu sayede sug¢ faaliyetlerine karigma
olasilig1 daha yiiksek olan bireylere ve bolgelere yogunlasarak gelecekteki vakalara iligkin daha
isabetli Ongoriilerde bulunma imkanina kavusulmaktadir (Van ‘t Wout ve dig., 2021: 1044-
1046).
YSA teknolojileri, kamu giivenligini saglamada spesifik sorunlara ¢6ziim getirmenin 6tesinde,
makro Olgekte planlama gerektiren bolgesel ve ulusal sorunlara iliskin de ¢oziimleyici firsatlar
sunmaktadir. Kent giivenligi ¢ercevesinde, farkli unsurlarin ve karmasik olay oOrgiilerinin
yonetilmeye calisildig bolgelerde oldugu gibi, ulusal ¢apta etkiye sahip giivenlik sorunlariyla
basa ¢ikmada da bu teknolojiler énemli katkilar saglayabilir. Ozellikle genis gapli giivenlik
yonetimi uygulamalarinda, riskle miicadelede etkili bir sonug elde edebilmek i¢in farkli kamu
kurumlarinin ve hatta sivil toplum kuruluslarinin igbirligi zorunlu hale gelmektedir. YZ tabanl
araglar, kamu giivenligini saglayan kurumlar arasindaki igbirligini artirarak karmasik durumlara
ve degisen kosullara uyum saglama kapasitesini yiikseltmektedir. Ayrica, YZ teknolojilerinin
kullanim1 sayesinde farkli kurumlar arasindaki giic dengesizligi, orgiitsel kiiltlir farkliliklari,
oncelik catismalart ve bilgi paylasimindaki engeller gibi isbirligini giiglestirecek hususlari
asmak daha kolay héle gelecektir (Malyjurek, 2022: 1200-1201). YSA’nin farkli veri
kaynaklara entegre edilmesi, kriz anlarinda hangi adimlarin atilacagini planlamak ve bu
planlara dair projeksiyonlar olusturulmasina olanak saglamakta; karsilasilabilecek zorluklara
dair Ongoriiler gelistirerek sorunlara yonelik stratejik ¢oziimlerin iretilmesine destek
vermektedir.

3. Giivenlikte Yapay Zeka Teknolojisinin Sinirhliklar: ve Tehlikeleri
Diinya tarihinde icatlar ve teknolojik gelisimin ilk yansimalari, sliphesiz giivenlik alaninda
belirgin bir bi¢imde kendini gostermistir. Kilit ve anahtar sisteminden biyometrik tanima
sistemlerine, atli arabalardan drone ve insansiz hava araglarina, telgraf ve telefondan radarlara
kadar pek c¢ok icadin evrimi, giindelik hayatta insanlarin yasam kalitesini arttirmaktan ¢ok
devletler acisindan giivenlik stratejilerini sekillendirmede benzersiz bir neme sahip olmustur.
Bilhassa YZ ve makine 6grenimi sayesinde, devletlerin bilgi giiclinii emsali goriilmemis bir
sekilde kullanma kapasitesine eristigi giinlimiize dek, teknolojinin toplumsal iyilik i¢in mi
yoksa daha fazla kontrol saglamak amaciyla m1 kullanildig1 sorusu daima tartigilmalidar.
Gilinlimiizde algoritmalar araciligiyla kisiler hakkinda toplanan bilgiler ve gbzetim aygitlari,

insanlarin giindelik yasamlarini kapsayan kent yonetimi, kamu hizmetleri, egitim gibi pek ¢ok
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alanda 6nemli iyilestirmeler saglamaktadir. Fakat bu aygitlar toplumsal alan1 baskilama giiciinii
artirma amactyla da kullanilabilmektedir. Ornegin dijital teknolojileri etkin bicimde kullanarak
adeta 21. yiizyilin “gozetim devletini” kuran Cin’de, toplumsal diizenin muhafaza edilmesi
kolaylasirken, muhalif hareketlerin 6nceden tespit edilmesi de miimkiin hale gelmistir. Keza bu
teknolojiler, Cin Komiinist Partisi’nin siyasi ve sosyal kontrolii gii¢lendirilmesinde etkili bir
ara¢ olarak kullanilmaktadir. Yiiz tanima sistemleri ile bireylerin hareketlerini izleme,
protestolar1 6nceden tahmin etme ve kimlik tespiti gibi uygulamalar sayesinde, Cin’in glivenlik
ve istihbarat kapasitesi son derece giliglenmistir. 2013 yilindan itibaren Cin’de YZ tabanh
giivenlik teknolojilerinin kamu hizmetine sunulmas i¢in gesitli ihaleler yapilmaktadir. Oyle ki,
yalnizca 2018 yilinda gergeklesen bir ihale kapsaminda, Heilongjiang eyaletinde yasayan 30
milyon kisinin yiiz tanima verilerinin islenmesi i¢in bir anlasma imzalanmistir. Boylesine
kapsamli bir gozetim ve veri isleme kapasitesi giivenlik giiglerinin kabiliyetini arttirmakla
birlikte kamu huzuruna yonelik endiseleri de beraberinde getirmistir. Zira YZ destekli gdzetim
sistemleri, bireysel 6zgiirliikkler tizerinde kisitlayici bir etkiye sahip olabildigi gibi, bu sistemler
tarafindan elde edilen verilerin saklanmasi ve islenmesiyle olusabilecek mahremiyet ihlalleri,
siyasi ve sosyal istikrarsizliklara yol agabilecek mesruiyet krizi riskini de beraberinde
tagimaktadir. Nitekim YZ destekli yiiz tanima sistemi tiretiminde Rusya ile birlikte diinya lideri
olan Cin’in, bu teknolojileri ihrag ettigi iilkelerin basinda otokratik rejimlerin gelmesi, YZ nin
antidemokratik uygulamalara elverisli olduguna dair endiseleri gii¢lendirmektedir (Beraja,
Kao, Yang, & Yuchtman, 2023: 1395-1397).

Cin’in YZ teknolojilerinden sagladig1 kazanimlar1 sadece sinirlar1 iginde degil, bu teknolojileri
ithra¢ ettigi llkelerden elde ettigi veriler sayesinde de katlayarak artirmaktadir. 2030 yilina
kadar diinyanin en biiyiik YZ inovasyon merkezi olmayi hedefleyen Cin, bu dogrultuda
gelistirdigi teknolojileri ihrag¢ ederek diger iilkeler iizerinde politik ve ekonomik bir etki giiciine
sahip olmanm yam sira, soz konusu etkiyi siirdiiriilebilir kilacak istihbari bilgiye de
erismektedir. Afrika iilkelerinde hayata ge¢irilen yiiz tanima ve telekomiinikasyon sistemleriyle
siyasi nlifuzunu arttiran Cin, ayn1 zamanda YZ algoritmalarini egitecek biyometrik veriler de
toplamaktadir. Buna karsilik, diinyanin 6nde gelen yiiz tanima firmalarindan Microsoft ve
IBM’in ABD’deki etnik cesitlilik sayesinde Cinli firmalara gore avantajli bir konumda
bulunsalar da, siyahi bireylerin yer aldig1 yiiz tanima siireclerinde hala yeterince istikrarl
sonuglar elde edememektedir. Niifus yapist biiyiik 6l¢iide homojen olan Cin ise Afrika’daki
faaliyetleri ile adeta bir laboratuvar ortam1 saglayarak, yiiz tanima sistemlerinin farkli irklarda

daha basarili calisacak seviyeye erismesine imkan tanimaktadir (Gravett, 2020: 154).
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Siber teknolojilerin diinya geneline yayilmasi birlikte, pek c¢ok iilkede 6zellikle muhalif
hareketlerin kontrol altina alinmasiin kolaylastigi yoniinde degerlendirmeler yapilmaktadir.
Bu teknolojilerin, bireylerin hareketlerini izlenebilir hale getiren gozetim ve kontrol
mekanizmalariyla, baskici rejimlere giic kazandirdigi ileri siirtilebilir (Akyesilmen, 2019: 275-
276). Ses tanima teknolojileri, mobil aglarin taranmasi, yurttaglarin GPS iizerinden takip
edilebilmesi ve mesajlarinin izlenebilmesi gibi yetkinliklerin, kamu diizenine sagladigi
avantajlar kadar birey mahremiyetine yonelik riskler (Dragu ve Lupu, 2021: 992-996)
tasidigina dair tartismalar devam etmektedir. Benzer bigcimde, geleneksel medyay1 asan bir giice
sahip olan internet uygulamalar1 lizerinden propaganda faaliyetinde bulunan organizasyonlarin
web sitelerine DDoS saldirilar1 diizenlenerek erisimlerine kisitlama getirilmesi gibi durumlar,
internet Ozgiirliigiiniin engellenebilecegi ihtimalini glindeme getirmektedir. Ortadogu
ilkelerinde de drneklerine rastlandigi gibi YZ algoritmalari, rejim karsiti eylemlerin kontrol
altina alinmasinda ve propaganda faaliyeti yiirlitmek amaciyla kullanilmaktadir. Sosyal medya
platformlardaki belirli anahtar kelimeleri taramak icin gelistirilen YZ tabanli sistemler,
botnetleri muhalif sdylemleri manipiile etmek iizere harekete gecirebilecegi gibi, cevrimici
faaliyetlerin biiyiik veri analitigiyle incelenmesi sayesinde hiikiimet karsit1 olarak goriilen birey
ya da gruplarin tespit edilmesini de saglamaktadir (Uniacke, 2020: 996-996).

YZ destekli giivenlik teknolojilerinin kullanim amaci kadar, tehdit algisini bigimlendiren veriler
de en az bu amac kadar 6nemlidir. Makine 6grenimi sirasinda kullanilan verilerdeki dnyargili
yaklasimlar, pek ¢ok hak ihlaline sebep olabilmektedir. Ozellikle YZ destekli i¢ giivenlik
uygulamalarinda, YSA’y1 sekillendiren veri setlerinde yas, cinsiyet, egitim seviyesi, gelir
durumu, daha 6nce isledigi suglar gibi pek ¢ok veri unsurunun yani sira irksal 6zellikler ya da
icinde bulundugu sosyal sinif gibi bilgiler de kullanildig1 i¢in YSA’nin avantajlar1 kadar
potansiyel tehlikeleri ve etik sonuglar1 da gozeterek dengeli bir yaklagim benimsemek gerekir.
Bu bakimdan verilerin tarafsiz bicimde kayit altina alinmasi, sistemin isabetliligini arttiracagi
gibi YZ’nin toplumsal degerleri tehlikeye atabilecek tercihlerde bulunmasinin da oniine
gececek tedbirler gerekmektedir (Wirtz & Miiller, 2019: 1087; Van‘t Wout ve dig., 2021: 1046-
1048). Zira Cin’de Uygur Tiirklerinin irksal 6zellikleri ile egitilmis YZ araglarinin 6zel olarak
ayrimct uygulamalara imkan veren bir silah vazifesi gérmesi; ABD’de de polis teskilatt
tarafindan kullanilan yiiz tanima sistemlerinin, siyahi insanlar1 tanimlamadaki yiiksek hata pay1
nedeniyle ¢cok sayida magduriyete sebebiyet vermesi (Gravett, 2020: 159, 162) gibi olumsuz
ornekler bulunmaktadir.

YZ sistemlerinin istikrarli ¢alismasinda en etkili faktor, sahip oldugu biiyiik veridir. Bu verinin

Onyargili olmasinin yani sira manipiile edilmesi neticesinde dogabilecek risklere de dikkat
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etmek gerekir. Gorsel, isitsel ya da algoritmik verilerden hareketle ¢iktilar {ireten bu
teknolojiler, siber saldirilar, derin sahtecilik ve goriintii sahteciligi ile yaniltilarak derin
o0grenme modelleri lizerinde ciddi glivenlik riskleri dogurabilmektedir (Cox ve Williams, 2021:
80-81). YZ’nin yiiksek giivenle yanlis tahminde bulunmasini saglayacak adversarial 6rnekler,
FGSM (Fast Gradient Sign Method) teknigi ve DeepFool algoritmalart kullanilarak
olusturulabilir (Lai, Huo, Hou ve Wang, 2022). Ayrica otonom araglarin yol isaretlerini yanlis
okumasina sebep olabilen kiiciik etiketlerle yanlis hiz limitlerine gore hareket ettirecek LIDAR
saldirilart; insan kulaginin isitemeyecegi frekansta ses dalgalar1 olusturularak sesli asistanlara
yanlis komutlart gonderilmesini ve cihazlarin  kullanicisindan  bagimsiz  iglemler
yiiriitebilmesini saglayan Dolphin saldirilar1 gibi dijital ve fiziksel diinyada manipiile
edilebilecek giivenlik sorunlarini da barindirmaktadir (Ren ve dig., 2021: 3331-3334). Bu
sebeple YZ destekli giivenlik uygulamalarinin, diizenli olarak iyi egitilmis personeller
tarafindan kullanilmasi ve denetlenmesi mithim bir 6neme sahiptir. Son yillarda, glivenlik
yarisinda geri kalmamak adina bu uygulamalar hizla giivenlik alanina entegre olmaktadir. Bu
alandaki 6zel firmalarin da kamu personelini destekleyecek uzmanlar1 saglamasi tesvik
edilmelidir.

Geleneksel uluslararasi hukuk, siber teknolojilerden kaynaklanan insan haklarini korumada
yetersiz kaldigindan, bu alanda yeni bir kiiresel hukuk diizenine duyulan ihtiya¢ giderek
artmaktadir (Akyesilmen, 2019: 278). Bu nedenle YZ teknolojilerinin kullaniminda karsilasilan
teknik, sosyal ve siyasi sorunlarin asilmasinda, uzmanlarin goriisleri kadar toplumsal
paydaslarin da bu uygulamalara yonelik bilgi sahibi olmasi hayati 6nem tasimaktadir. Bu
teknolojilere yonelik gelismis demokratik devletlerde “giivenlik ve 6zgiirliik dengesi” konulu
tartismalar giderek c¢ogalmasi ihtiyag duyulan diizenlemeler i¢in zemin hazirlamaktadir.
Ornegin, toplumsal hayat: kusatan gozetim aginin tetikledigi protestolar neticesinde, ABD
polisinin kullandig1 Amazon’un “Rekognition” yiiz tanima sisteminin kullanim1 durdurulmak
zorunda kalmmustir (Gravett, 2020: 162). Bu baglamda, demokratik rejimlerde toplumsal
paydaslarin baskisi ile YZ algoritmalarinin yol actig1 sorunlar kismen giderilmeye ¢alisilmakta;
hiikiimetler de yurttaslarin ¢ikarlarini koruyacak farkli tedbirler almaya baglamaktadir. Nitekim
AB ve Kanada’da mevzuat diizenlemeleri ve etik kullanim ig¢in kurullar olusturulmus, YZ
uygulamalarina demokratik kisitlamalar getirilmis ve temel haklarin korunmasina iliskin genis
caph diizenlemeler yapilmistir. Ancak YZ’nin toplum {izerindeki olumsuz etkilerini en aza
indirmeyi ve teknolojik faydayi en st diizeye ¢ikarmayr amaclayan bu yaklasim, YZ
tiretiminde lider konumda bulunan ABD ve Cin gibi iilkeler arasindaki yogun rekabet nedeniyle

halen oldukca sinirli kalmaktadir. Hiikiimetlerin, stratejik bir hedef olarak gordiikleri YZ
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inovasyonunu tegvik etmek amaciyla esnek politikalar uygulamasi (Papyshev ve Yarime, 2023:
86-90), bu teknolojilerin muhtemel etkilerine yonelik endiseleri daha da giliglendirmektedir.
Stiphesiz giintimiizde devletlerin giivenligi saglamada YZ’dan istifade etmemesi biiyiik bir
sorundur. Bununla birlikte, kamu hizmetlerinin iyilestirilmesi i¢in biiyiik bir zorunluluk haline
gelen YZ araglarinin hakimiyeti, ¢esitli demokratik endiseleri de beraberinde getirmektedir. Bu
teknolojilerin agirlikli olarak diinyanin en biiyiik sirketlerinin kontrolii altinda olmasi,
demokrasi agisindan miilhem sorunlar barindirmaktadir. Yiiksek teknolojili YZ araglarinin
uretildigi iilkelerde, devlet eliyle iiretici sirketlerin Oniiniin agilmasi; belirli sirketlerin elinde
bulunan veri giiciiniin sirketokrasiyi dogurma riskini artirmaktadir. Demokratik degerler
acisindan bir diger endise de enformasyonun sirketlerin elinde yogunlagmasina ragmen
hiikiimet temsilcileri ve biirokratlarin yeterince bilgi birikime sahip olmamasidir. Ayrica
kullanilacak teknolojilerin kapsami hakkinda toplumun aydinlatilmamasi, genis halk
kesimlerinin goriislerine basvurulmamasi ve sirketlerin lobi giiciiniin, devletlerin uluslararasi
rekabette One gecme istegiyle birlesmesi, gelecekte yeni etik ve demokratik sorunlari dogurma
thtimalini giiclendirmektedir. Bu sebeple, etik kurallar ve yonetmeliklerle c¢evrelenmesi
gereken bu teknolojileri kullanma ve gelistirme kapasitesine sahip egitimli kamu personeli
oranini arttirmaya, vatandaslarin bu teknolojilere yonelik farkindaligini yiikselterek hak ve
ozgiirlikler konusundaki kaygilarini gidermeye biiyiik 6nem verilmelidir.

Sonu¢

Giivenlik alanindaki teknolojik evrim igerisinde, YZ ile YSA gibi ileri teknolojiler, giivenlik
politikalarinin kapsamini genisletmekte ve modern stratejilerin bicimlenmesinde belirgin bir
rol oynamaktadir. YZ teknolojileri, modernlesmeyle bliyiiyen tehditlere karsi geleneksel
giivenlik konseptlerinin asamadigi sorunlara hizli ve etkili ¢ozlimler sunarak, giivenlik
operasyonlariin vazge¢ilmez araglar1 haline gelmistir.

Ulusal sinirlar, bireysel giivenlik, toplumsal biitlinliikk ve kamu diizeni gibi unsurlarin
korunmasina yonelik yeni yaklasimlar sunan YZ teknolojileri, tehditleri yalnizca kayit altina
almakla kalmayip, ayn1 zamanda riskleri dnceden tespit etme ve miidahale etme kapasitesine
de sahiptir. Bu uygulamalarin sahip oldugu yiiz ve nesne tanima, tehdit tespiti, risk analizi ve
su¢ tahmini gibi yetenekler; asayis hizmetleri, kent giivenligi, kitlesel go¢, dogal afetler, teror
ve siber saldirilar gibi operasyonlarda kullanilmaktadir.

YZ teknolojileri, sundugu firsatlarin yani sira 6nemli sinirliliklar: ve tehlikeleri de beraberinde
getirir. Ozellikle YZ sistemlerinin etkin ¢alismasi igin gerekli olan biiyiik veri setlerinin
manipiile edilmesi ve siber saldirilara maruz kalmasi, kisisel giivenlik risklerini ve hak

ihlallerini dogurabilmektedir. Ayrica makine ogretimi siireclerinde kullanilan veri
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kiimelerindeki dnyargili yaklagimlar, adaletsiz uygulamalara neden olabilmektedir. Bu sebeple
YZ destekli giivenlik uygulamalarinin gelistirilmesi ve uygulanmasinda etik kurallarin goz
oniinde bulundurulmasi ve iyi egitilmis personel tarafindan siirekli denetlenmesi hayati 6neme
tasimaktadir.

Diinyada kamu diizeni ve giivenliginin saglanmasinda YZ teknolojilerinin uygulanmaya
basladig1 iilkelerdeki ¢arpici orneklere ragmen, bilhassa otokratik rejimlerde bireylerin
mahremiyetini ihlal etme ve 6zgiirliikleri kisitlama araci olarak kullanabilme riskini de tasidgi
da goriilmektedir. Ornegin Cin’de yiiz tanima sistemleri ve diger izleme araglari, bireylerin
hareketlerini takip etme ve toplumsal hareketleri Onceden tespit etme amaciyla
kullanilabilmektedir. Bununla birlikte demokratik rejimlerde de YZ uygulamalarinin etkisine
iliskin bilgi ve bu sistemlerin denetimi sinirli kalmaktadir. Bu teknolojilerin toplum tizerindeki
olumsuz etkilerini asgari diizeye indirmek i¢in yasal diizenlemeler ve etik kurallar getirilmesi
gerekliligini ortaya koymaktadir. Bu baglamda, arastirma ve uygulama alanlarina yonelik
¢ikarimlar arasinda politika olusturma siireclerinde sivil toplum, uzmanlar ve ilgili kamu
kurumlarinin etkin katilimi gerekmektedir.

Bu arastirmanin simirliliklar1 arasinda, istatistiksel verilerin ve saha c¢alismalarinin daha
derinlemesine incelenememesi sayilabilir. Gelecekteki ¢alismalar, farkli tilke ve kurumlarin YZ
tabanl giivenlik sistemlerini karsilastirarak ampirik veriler lizerinden daha kapsamli sonuglar
elde etmeye odaklanabilir. Ayrica, etik ve toplumsal kabule iliskin etkilerin izlenmesi, bu
teknolojilerin giivenlik uygulamalarindaki mesruiyetini ve siirdiiriilebilirligini degerlendirmek
acisindan degerli olacaktir. Boylece arastirma, teknolojik yeniliklerin toplumsal faydaya
dontistiiriilmesi yolunda karar alicilara ve akademik ¢evrelere 6nemli katkilar sunmaya devam

edecektir.
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CYBER SECURITY ACT 2024: A FACELIFT TO THE CYBER SECURITY IN
MALAYSIA
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1. Introduction

Digitalization has permeated all aspects of life, with many critical activities now dependent on
digital systems. Their disruption could severely impact citizens' well-being and essential
services. The G20 recently emphasized the importance of digital connectivity for inclusion and
transformation, stressing the need for a secure online environment to build trust in the digital
economy (ITU, 2024). However, this vision faces challenges including digital divides, privacy
concerns, intellectual property issues, online safety, disinformation, and cybersecurity threats.
The World Economic Forum report highlighted technological risks as a key global concern,
including widespread cybercrime, critical infrastructure breakdown, digital inequality, and
adverse outcomes of new technologies (World Economic Forum, 2024). Weak cybersecurity
infrastructure exacerbates these issues, potentially leading to misinformation, social cohesion
erosion, supply chain collapse, and even social conflicts. Therefore, strengthening
cybersecurity policies is crucial for addressing these challenges and ensuring a resilient digital
future.

Cybersecurity is the process of protecting information by preventing, detecting and responding
to attacks. It is a collection of tools, policies, security concepts, security safeguards, guidelines,
risk management approaches, actions, training, best practices, assurance and technologies that
can be used to protect the cyber environment and organisation and user’s assets (ITU, 2008).
Such organisation and user’s assets include connected computing devices, personnel,
infrastructure, applications, services, telecommunications systems and the totality of
transmitted and/or stored information in the cyber environment. The aim of cybersecurity is to
ensure the attainment and maintenance of the security properties of the organisation and user’s

assets against relevant security risks in the cyber environment.

* Assoc. Prof. Dr.Ahmad Ibrahim Kulliyyah of Laws, International Islamic University Malaysia. E-mail:
sonny@iium.edu.my
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Furthermore, we can summarise that the objectives of cybersecurity are to achieve the three
components, namely, availability, integrity which may include authenticity and non-repudiation
and confidentiality. Pertaining to the cyber system or digital assets of any country, therefore,
three components are crucial, namely:

1. The confidentiality of cyber system. This aspect of security focuses on the need to
ensure only relevant persons would have access to every type of the digital assets.
Measures must be taken to prevent unauthorised hands or eyes from entering the
restricted space or accessing confidential information. There are incidents we heard
from many parts of the globe where confidentiality of digital assets was compromised,
such as leaks of military and official secrets, massive breach of personal data that
impacted the public at large or an illegal interception of confidential communications
systems.

2. The integrity of the cyber system. This second aspect of the CIA-triangle aims at
preventing malicious or negligent disruption to the accuracy, completeness or truth of
the system. Threats such as illegal intrusion (“hacking”) of digital systems, unauthorised
modification to the digital system, data theft as well as disinformation and
misinformation are incidents that compromise with the integrity of a cybersecurity
system. When threats such as these happen, the owner of the critical information system
must be prepared to embrace the worst scenario of cybersecurity attacks. Therefore,
access restriction and data preservation mechanisms must take place and must be
enforced by law to ensure abuses can be effectively prevented or prosecuted.

3. The availability of system’s security. This third objective of cybersecurity perceives that
any interruption to the smooth working of digital system of a country or an organisation
must be prevented, quickly detected or otherwise responded to. This is because such
interruption will not only stop or slow down the system’s function, but certainly when
it comes to the CII, this may cause disturbance to public service delivery and may
therefore create massive disturbance to public safety or economic chaos. Thus, threats
such as sabotage and shutting down of the system, malicious downtime and the denial

of services (DOS) should be perceived as serious disturbances to national security.

2. Threat to Cybersecurity and Critical Infrastructure in Malaysia

Malaysian cyberspace has never been a quiet zone. The country’s National Cyber Security
Agency (NACSA) under the National Security Council, Prime Minister’s Office, revealed that
the cyberattack trend has been increasing between 2016 and 2022. The trend includes
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Distributed Denial of Service (DDoS), intrusion malware infection, malware hosting and
advance persistent threats. NACSA reported 7192 incidents of cybersecurity in 2022, an
increase from 5575 reported a year earlier.?

In the beginning of 2024, the Government of Malaysia initiated the Central Database Hub
(“PADU”) system as a key part of the country's digital transformation. The citizen data
repository is an integrated socio-economic database that combines data from various
government departments to provide a fair representation of each household's status in Malaysia
(Prime Minister’s Office Website, 2024). According to the release, PADU aims to ensure
government services reach deserving recipients and prevent leakage in aid distribution and
would therefore put an end to the issues of subsidy misappropriation, which currently costs the
government RM8O0 billion. Barely three months after the announcement, we were informed that
PADU has attracted a huge amount of cyberattacks. The Economic Affairs Minister revealed
that there were two million weekly cyberattack attempts were put up against PADU database
(The New Straits Times, 11 March 2024). Meanwhile, the defense minister warned that there
were over 3000 cyberattacks made daily against the Malaysian cyberspace (The New Straits
Times, 30 March 2024). These are perhaps just a tip of an iceberg we can never be sure of. But
we know that the Malaysian cyberspace is never a quiet and peaceful playfield.

If this phenomenon is allowed to proceed, we may certainly end up losing. Public trust erodes,
businesses slow down, privacy loses its meaning and our global competitiveness suffers. The
most tangible impact will be felt by our national critical information infrastructure (CII). ClI
are those computer or information systems that are so critical that their disruption may cause
detrimental impact on the security, defence, foreign relations, economy, public health, public
safety or public order of Malaysia, or on the government functions.

Take for example two incidents affecting the system of public transport. In Malaysia, Kuala
Lumpur International Airport (“KLIA”)’s Total Airport Management System (TAMS) was
disrupted by a technical glitch that caused system network failure on August 21, 2019. The
system failure lasted for several days, affecting multiple systems including flight information
display, check-in counters, WiFi availability, baggage-handling system and immigration
process. This had in turn created dozens of flight delays and long passenger queues in both
international terminals. Malaysia’s Transport Minister reportedly refuted any elements of
sabotage and told the members of parliament that the outage was because the 21-year-old core

network switches (CNS) system that was never changed since KLIA began operations in 1998

2 This is what was reported by the Government in the Parliament back in March 2024 (Hansard Dewan Rakyat,
DR 27/3/2024, p. 37).
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(Malay Mail, 2019). In a separate and a more recent incident, a series of disruptions occurred
to Prasarana Malaysia’s LRT signalling system for more than a week in November 2022. In
one of the incidents, the operator company revealed that some trains “disappeared”
intermittently from the monitoring screen of the LRT operation and control centre, posing a
huge hazard (The Star, 2022).

The incidents mentioned highlight the vulnerability of Critical Information Infrastructure (CII)
to a wide range of cybersecurity threats, stemming from both intentional attacks and
unintentional system failures. Essential sectors including government operations,
telecommunications, utilities, public transport, financial systems, and healthcare facilities have
all faced significant cybersecurity challenges. Malaysia, like many other countries, has
experienced a series of incidents affecting the cybersecurity of its CII in recent times. To
address these challenges, a multi-faceted approach incorporating tools, measures, policies, and
laws is necessary to prevent, detect, and respond to cybersecurity threats effectively.
Particularly crucial are well-crafted policies and robust legal frameworks, which are essential
for equipping the nation to navigate the complex and evolving cyber landscape. These elements
form the foundation of a comprehensive strategy to safeguard critical infrastructure against

cyber threats.

3. Cyber Security Act 2024: An Attempt to Upgrade
With so many stories of cyber threats and cyberattacks incidents, the Malaysian lawmakers
brought this issue to the primary stage of policy-making by introducing Cyber Security Act
2024 [Act 854]. The Act was first passed by the House of Representatives on 27" March 2024
and was finally gazetted on 26™ June 2024. The Act is meant to enhance the national cyber
security by providing for the establishment of the National Cyber Security Committee, duties
and powers of the Chief Executive of the National Cyber Security Agency, functions and duties
of the national critical information infrastructure sector leads and national critical information
infrastructure entities and the management of cyber security threats and cyber security incidents
to national critical information infrastructures, to regulate the cyber security service providers
through licensing, and to provide for related matters.
There are a number of critical provisions under this Act, i.e.:
e The establishment of the National Cyber Security Committee whose functions include
to plan, formulate and decide on policies relating to national cyber security; to decide
on approaches and strategies in addressing matters relating to national cyber security;

and to monitor the implementation of policies and strategies relating to national cyber
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security. Besides, the Committee will be able to advise and make recommendations to
the Federal Government on policies and strategic measures to strengthen national cyber
security; to give directions on matters relating to national cyber security; and to basically

oversee the effective implementation of the Act (Cyber Security Act 2024, 2024).

e The classification of the National Critical Information Infrastructure (NCII) sectors to
include eleven sectors, namely government; banking and finance; transportation;
defence and national security; information; communication and digital; healthcare
services; water, sewerage and waste management; energy; agriculture and plantation;
trade, industry and economy; and science, technology and innovation (Cyber Security
Act 2024, 2024).

e Designation of NCII sector lead and NCI1 entity. The Act empowers the Minister, upon
the recommendation of the Chief Executive, to appoint any Government Entity or
person to be the NCII sector lead (Cyber Security Act 2024, 2024: Section 15).
Subsequently, the NCII sector lead may designate any Government Entity or person
who owns or operates a national critical information infrastructure as a NCII entity
(Cyber Security Act 2024, 2024: Section 17).

e The Act requires cyber security service provider who provides a cyber security service
to NCII entity to obtain a special license (Cyber Security Act 2024, 2024: Section 27).

4. Statutory Duties of the NCII Entity

The legislation sets some statutory duties for the entities (government or non-government alike)
designated as National Critical Information Infrastructure (NCII) entity. Those duties are quite
comprehensive, consisting of both preventive and responsive actions that seek to ensure the
objectives of cybersecurity for the primary players in Malaysia. Those duties include the
following:

1. Duty to provide information relating to national critical information infrastructure
(Cyber Security Act 2024, 2024, Section 20). This necessarily means that NCII entity
are, when required, bound to disclose information about their critical computer or
computer system which covers both information technology and operational technology

system.
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2. Duty to implement code of practice (Cyber Security Act 2024, 2024: Section 21). Under
this provision, a NCII entity shall implement the measures, standards and processes as
specified in the code of practice to ensure the cyber security of the national critical
information infrastructure owned or operated by the national critical information

infrastructure entity.

3. Duty to conduct cyber security risk assessment and audit. A NCII entity are obliged
undet the new law to conduct a cyber security risk assessment in respect of the NCII
owned or operated by such entity in accordance with the code of practice and directive.
Apart from that, NCII entity shall ensure audit is carried out by an auditor approved by
the Chief Executive to determine the compliance of the NCII entity with this
requirement of the Act (Cyber Security Act 2024, 2024: Section 22).2 The risk
assessment and audit shall be held in a manner and time to be prescribed by the
Authority.

4. Duty to give notification on cyber security incident. If it comes to the knowledge of a
NCII entity that a cyber security incident has or might have occurred in respect of the
NCII owned or operated by the NCII entity, the entity shall notify the Chief Executive
and its NCII sector lead of such information within the period and in such manner as
may be prescribed (Cyber Security Act 2024, 2024: Section 23).*

5. Participation in cyber security exercise held by the Chief Executive is necessary for the
purpose of assessing the readiness of any NCII entity in responding to any cyber security
threat or cyber security incident (Cyber Security Act 2024, 2024: Section 24).

5. Conclusion
Cyber Security Act 2024 is meant to provide a coordinated national mechanism to defend
Malaysia's NCII by outlining various preventive, detective and responsive measures to protect

our cyberspace. Among those preventive and detective measures are the obligations for the

3 Cyber Security Act 2024, section 22. The corresponding Regulations 2024 prescribed that the cyber
security risk assessment has to be conducted at least once in a year, while the compliance audit at least once in two
years.

4 Cyber Security Act 2024, section 23. The corresponding Regulations 2024 stated that the cyber security
incident notification must be made immediately, and within six hours some initial information need to be reported
to NACSA. Subsequently, more thorough report needs to be submitted within fourteen days after the first initial
report.
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NCII entity to conduct cyber security risk assessment and audit as well as undertaking cyber
security hygiene and exercises. Furthermore, as part of responsive measures, the duty to notify
cyber security incident is crucial. Failure to do those obligations constitutes an offence under
the Act.

All these mechanisms introduce new norms of cyber security in Malaysia. Most, if not all, of
data breaches in the past came to our attention only long after they happened, and often through
third party channels. This would hamper any effort to prevent the harm or losses to the
Malaysian NCII sectors as well as individuals. The Act is hoped to bring a loud and clear
message about Malaysia's aim to achieve a national cyber resilience and cyber sovereignty as
outlined by the Government's Malaysia Cyber Security Strategy 2020-2024. For this end, we
hope the new Cyber Security Act 2024 paves the way for a better security in Malaysian digital
economy.

Cybersecurity is more than just a policy product; it is a national journey worth travelling. It
requires a long-term plan that visions the whole aspects of the national objective, economic
growth and sustainability and social wellbeing. To achieve this, cybersecurity law and policy
shall be firmly rooted in our commonly shared values and tradition as well as being driven by
civility and innovation.
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iKINCi KARABAG SAVASI SONRASI OLUSAN YENI POLiTiK DENGELER:
“TEK YOL TEK KUSAK” PROJESI EKSENINDE AZERBAYCAN’IN YENI
BOLGESEL DiJITAL MERKEZE DONUSMESI
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Orcid: 0000-0002-6266-5353

Ozet

Azerbaycan’in giiney-batisinda yer alan Karabag; Ermenistan’in 1991-1993 yillar1 arasinda
Azerbaycan ile girmis oldugu savas sonucu 30 yil denetim altina almistir. Bu siirede, bir
milyondan fazla sivil Azerbeycan halki, zorla yurtlarindan edilerek siiriilmiis, bolgede
kalmalaria izin verilmemistir. Cok sayida Azerbeycanli sivil halk katledilmis ve milyar
dolarlarla ifade edilebilecek maddi zararlar ortaya ¢ikmistir. Bolgede bu denli siyasi bir denge
degisimi Giiney Kafkasya’ya da yansimis; bu da siyasi istikrarsizlik ve ¢ekismelerin ard arda
yasanmasina neden olmustur. Soruna uluslararasi hukuk ¢ercevesinde ¢6ziim arayislari ve buna
iligkin girisimler sonugsuz kalmis. Azerbaycan’in, Birlesmis Milletlerin uluslararasi hukuk
cergevesinde yaptigl tiim girisimler sonugsuz kaldigr gibi baris¢il ¢oéziim onerileri de yok
saytlmigtir. Siire¢ bolgedeki Azerbaycanli yurttaslar agisindan cekilmez bir hal almis,
uluslararasi alinan higbir ¢6ziim Ermeni tarafinca uygulanmadigi gibi, Ermenilerin yerel halk
tizerindeki siyasi-sosyal baski, siddetini arttirmistir. Eyliil 2020°de savag baslamis 44 giin siiren
bu savag sonucunda Azerbeycan bolgenin kontroliinii ele ge¢irmistir. Azerbaycan’in bu savas
sonras1 elde ettigi kazanimlar hem siyasi itibarin1 geri kazandirmis hem bdlgede bir gii¢
oldugunu ispatlamistir. Bu sonug, bolgede jeopolitik baglamda siyasi ve ticari dengelerinin
degismesine neden olmustur. Bu minvalde Cin tarafindan 2013 yilinda agiklanan “Tek Yol Tek
Kusak™ projesine Azerbaycan dahil edilmistir. Bu baglamda bu ¢aligma, Azerbaycan’in bu
proje i¢ine dahil olarak jeopolitik anlamda kazandig1 6nemi ve dijital jeopolitikte elde edecegi

kazanimlar1 inceleyecektir.

Anahtar kelimeler: Karabag Savasi, Toprak Biitiinliigii, Jeopolitik Gergek, Ipek Yolu, Tek
Yol Tek Kusak.

* Teacher at Baku Higher Oil School, Nigar_guliyeval984@yahoo.com
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NEW GEOPOLITICAL REALITIES AFTER THE SECOND KARABAKH
VICTORY: TURNING AZERBAIJAN INTO A REGIONAL DIGITAL HUB WITHIN
THE FRAMEWORK OF THE “BELT AND ROAD INITIATIVE”

Abstract

Located in the southwestern part of Azerbaijan, Karabakh was under Armenian occupation for
30 years as a result of the war between Armenia and Azerbaijan from 1991 to 1993. During this
occupation, over one million Azerbaijani civilians were forcibly displaced and deprived of their
homes. Hundreds of thousands of Azerbaijani civilians were killed, and the region suffered
economic damage worth billions of dollars. This shift in political balance had profound
repercussions across the South Caucasus, resulting in ongoing political instability and conflicts.
Efforts to resolve the issue within the framework of international law and through diplomatic
initiatives remained fruitless. Armenia's persistent violations of ceasefire agreements further
escalated tensions. Despite Azerbaijan's attempts to seek peaceful solutions and its adherence
to United Nations-backed legal processes, these efforts were disregarded, exacerbating the dire
conditions for Azerbaijanis in the region. Additionally, the Armenian side intensified its socio-
political oppression and violence against the local Azerbaijani population. Anticipating that
neither international nor national mechanisms would resolve the conflict, Azerbaijan launched
a military operation in September 2020. This 44-day campaign successfully liberated its
occupied territories. The victory restored Azerbaijan's political prestige and demonstrated its
strength to neighbouring countries, leading to significant shifts in the geopolitical and economic
dynamics of the region. In this context, Azerbaijan was integrated into China’s “Belt and Road
Initiative,” unveiled in 2013. This inclusion highlights Azerbaijan’s strategic importance in
regional geopolitics. Accordingly, this study will examine the geopolitical significance and the
digital geopolitics Azerbaijan has gained by becoming part of this initiative.

Keywords: Karabakh War, Territorial Integrity, Geopolitical Realities, Silk Road, One Belt

One Road, Digital Infrastructure

1. Giris
Sovyetler Birligi’nin dagilmasiyla Ermenistan “uluslarin kendi kaderini tayin hakki” ilkesini
kendi perspektifince yorumlayarak 1991-1993 yillar1 arasinda Azerbaycan topraklarinin

%20’ye yakiini kendi kontrolii altina almistir. Uzun yillar stiren ulusal ve uluslararasi sorunun
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hukuk c¢ercevesinde ¢ozililmesi amaglansa da bu amaca ulasilamamistir. Birlesmis Milletler
Giivenlik Konseyi (BMGK) tarafindan bagvurular lizerine ¢oziime yonelik alinan 822, 853,
874, 884 numaral1 konsey kararlart mevcut olmasina ragmen; Ermenistan bu bariscil ¢éziimlere
yanasmamis uluslararasi hukuku da yok saymistir. Karabag sorununa iligkin ¢6ziim arayislari,
ulusal ve uluslararasi diizeyde cesitli girisimlerle desteklenmistir. 1992 yilinda ABD, Fransa ve
Rusya'nin da yer aldign Avrupa Giivenlik ve Isbirligi Teskilati (AGIT) Minsk Grubu, bu
cabalarin baslica platformlarindan biri olmustur. Ayrica, 1994 yilinda Azerbaycan ve
Ermenistan arasinda imzalanan Biskek Ateskes Anlasmasi, bolgedeki catigmalarin sona
erdirilmesi amaciyla hayata gecirilmistir. Ancak, Ermenistan’in bu karar ve anlagsmalara
uymamasi, bolgede kalict barisin saglanmasini engellemistir.
Tarihsel Siire¢

Cografi konum olarak inceledigimizde Azerbaycan’m kuzeyinde Rusya, giineyinde Iran,
giineybatisinda Tiirkiye Cumhuriyeti, doguda Hazar denizi, batida Ermenistan ile sinirlar
mevcut olmakla Tarihi Ipek Yolu iizerinde bulunmaktadir. Avrupa ile Asya’y1 ve dzelliklede
Tiirkiye ile diger Tiirk Cumhuriyyetleri arasinda bir giizargah olmasi tilkenin statejik konumunu
giiclendirmektedir. (Nerimanli, 2015: 2) (Bkz Resim.1)
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Resim.1 Kaynak: Tebriz Nerimanli, “Karabag Savasinin Tiirkiye, Azerbaycan ver Ermenistan
I¢in Sosyal ve Ekonomik Etkileri”

Yakin donemin tarihine bagvurdugumuz zaman, 1813 yilinda Giiliistan ve 1828 yilinda

Tiirkmencay anlagsmalari, Azerbaycan’t Kuzey ve Giiney olarak ikiye boliinmesini saglamistir.

Bu boliinmenin ardindan devam eden tarihi siiregte Sovyetler Birligi’nin 1922 yilinda

kurulmasiyla Azerbaycan, Ermenistan Sovyet yonetimi altina girdi. Karabag bolgesi 1923

yilinda Azerbaycan Cumhuriyeti’ne bagl 6zerk bir bolge statiisii kazanmistir. Bu karar higbir

zaman Ermenistan yonetimi tarafindan kabul edilmemistir. 1980’lerde ise Sovetler Birligi nin
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zayiflamasi ve ardindan dagilmasiyla sonuglanan siiregte ise sonug olarak Karabag Sorunu giin
1s181ina ¢ikmistir. (BBC News, 2020)

1991 yilinda Ermenistan’in  bagimsizlig: ilan edildikten sonra, Daglik Karabag Ermenileri
ayrilma isteklerinde bulunarak, 10 Aralik 1991 yilinda Daglik Karabag Ermenileri referandum
ile Azerbaycan’dan ayrilmak icin oy kullanmis, yapilan referandumdan sonra Daglik
Karabag’in bagimsizligin1 ilan etseler de, bu girisim uluslararast toplumda karsilik
bulamamustir. Bolgede ¢ikan catismalar 1992 yilinda Ermenistan ordusu ve Daglik Karabag
Ermenileri ile Azerbaycan ordusu arasinda sicak c¢atismalara doniiserek Sovetlerin
dagilmasindan sonra Kafkasya’da yasanan biiyiik savaglar arasinda yer almis.

1994 yilindan ateskes ile baslayan ve 30 yil siiren Karabag sorununa uluslararasi hukuk
cergevesinde ¢Oziimiin bulunamamasit Azerbaycan tarafinin baris¢il iimitlerini yitirmesine
neden olmustur. Bundan dolay1 Azerbaycan hiikiimeti 2010 yilindan itibaren uluslararasi
hukuktan kaynaklanan haklarina dayanarak askeri giiciinii kullanabilecegi yoniinde
deklarasyonlar yapmaya baslamistir. Bu deklarasyonlar ile Daglik Karabag ve cevresinde
bulunan yedi bolgenin (ilge) isgaline karsi gerekli siyasi, diplomatik ve askeri yontemlere
basvuracagini uluslararasi alanda her platformda belirtmesine yani isgale kars1 bir askeri gii¢
kullaniminin sinyallerini vermeye baglamistir. Sovetler Birligi’nin dagilmasi ile Karabag
Ermenileri “uluslarin kendi kaderlerini tayin hakki” ilkesini mesrulastirmak i¢in bolgede
boliicii eylemlere bagvurmay: tercih etmisler. Ancak Giiney Kafkasya’da Sovetler Birliginin
dagilmasindan sonra uyulmasi gereken tek ve onemli ilke “sinirlarin dokunulmazligr” ilkesi
oldugu bilinmektedir. Uluslararasi hukuk c¢ercevesinde konuyu degerlendirdigimizde
Ermenistan’in selfdeterminasyon argiimanlar1 “kendi kaderini tayin hakk: ilkesi’nin” arkasina
siginarak Azerbeycan’nin toprak biitiinliigiinii ihlal ettikleri ve uluslararasi hukuk normlarina
aykir1 davrandiklar kabul edilmektedir. (Kurban ve Ciimen, 2020: 3)

Ermenistan devletinin bu yaklagimi uluslarasi alanda kabul goriilmese de ve uluslararasi hukuk
normlarma aykiri davranmis olsa da hicbir giic Ermenistan’in Azerbeycan’nin toprak
biitiinliglinii ihlal etmesinin ve bolgede barisi tehdit altina almasini engelleyememistir. 28
Aralik 1991 yilinda Hankendi, 26 Subat 1992 yilinda Hocali (bu bolgede, insanlik disi eylemler
sergilenerek Azerbeycan Tiirklerine karsi soykirim yapilmistir), 8 Mayis 1992 Susa, 18 Mayis
Lac¢in, 2 Ekim 1992 Hocavend, 2 Nisan 1993 Kelbecer, 7 Temmuz 1993 Agdere, 23 Temmuz
1993 Agdam, 23 Agustos 1993 Cebrail, 23 Agustos 1993 Fizuli, 31 Agustos 1993 Gubadli, 29
Ekim 1993 Zengilan Ruslarin destegini alan Ermeniler tarafindan isgal edilmistir. (Anadolu
Ajansi, 2020)
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Uluslararas1 diizen cercevesinde degerlendirigimiz zaman 1992 yilinda AGIT girisimi ile
Minsk Grubu olusturulmustur. ABD, Fransa, Rusyan’nin es bagkanlarindan olusan bu Minsk
Grubu giiniimiize kadar Karabag sorununu kendi ¢ikarlar1 baglaminda ele aldiklar1 igin sorunun
¢Ozlimiine iliskin ciddi adimlar atilmamistir. Bu grup sadece 2020 yilina kadar mevcut
statiikonun devam etmesine neden olmustur. Bolgede her bir devletin kendi ¢ikarlari oldugu
icin sorunun ¢dziilmesinde BM kararli ¢ergevesinde sorun degerlendirilmemis, zira kendi i¢ ve
dis siyasi ¢ikarlar1 ¢cercevesinde sorunu ele almayi tercih etmislerdir. (Sitki, 2020:3) Halbuki 30
Nisan 1993 yilinda BM Giivenlik Konseyi Ermeni birliklerin isgal ettikleri Azerbaycan
topraklarindan ¢ekilmeleri i¢in dort (822, 853, 874, 884) numarali kararlar kabul etmistir.
(Anadolu Ajansi, 2020)

30 yillik zaman diliminde Karabag sorununa Minsk Grubu’nun sunmus oldugu ¢dzumler
arasinda 2007 yilinda kabul edilmis Madrid Prenseplerini de géstermek miimkiindiir. (Haber 7,
2010) 30 sene devam eden sorunun uluslararasi hukuk gergevesinde ¢6ziilmesi hedeflenmis
olsada, Karabag sorunu somut sonuglar dogurmamis ve buda bolgedeki gerilimin artmasina yol
acmistir. Ermenistan’in, Azerbaycan-Ermenistan sinirindaki ateskes ihllaleri gerilimi artirarak
¢Oziim arayislarin1 engellemistir. Ermenistan’in Azerbaycan’in sivil yerlesim yerlerini hedef
almasi, ¢6zlim siirecini daha da karmasik hale getirerek barisa giden ¢abalar1 zayiflatmistir.
Azerbaycan hiikiimetinin 2010 yilinda baslayan bu sdylemleri, Tiirkiye gibi komsu ve dost
iilkelerin de destegi ile askeri egitim, askeri gii¢ ve askeri teknolojisini gelistirme yoniinde
ilerlemistir. Hiikiimet hem askeri biitgesini arttirmis hem de gerekli askeri egitim ve techizat
eksiliklerini tamamlamistir. Ancak Azerbaycan hiikiimeti i¢in saldirilarin baglamasini ve
Daglik Karabag bolgesinin isgalini tetikleyen olay, Azerbaycan’in stratejik bolgesi olan Tovuz
bolgesine Temmuz 2020 de Ermenilerin saldiris1 ve bu saldirilar sonrasinda 27 Eyliil 2020
tarihinde de bir ateskes ihlalinin daha vuku bulmasi olmustur. Akabinde 27 Eyliil 2020 tarihinde
baslayan ve 44 giin devam eden isgal siiresi Azerbaycan’in Ikinci Karabag Zaferi olarak
sonu¢lanmistir. Bu zafer ile Azerbaycan topraklarini isgalden kurtararak toprak biitiinliigiinii
yeniden saglamistir.Karabag sorununun ¢oziime kavusmasi, bolgede barisin saglanmasi ve
Azerbaycan’in kendi toprak biitlinliigiinii yeniden saglamis olmasi beraberinde yeni imkanlara
da yol agmustir. Ikinci Karabag Savast 10 Kasim 2020 tarihinde Azerbaycan
Cumbhurbaskani [lham  Aliyev, Ermenistan basbakani1 Nikol _Pasinyan ve Rusya Devlet

Bagskani Vladimir Putin tarafindan “Daglik Karabag Ateskes Antlagsmasi’nin” imzalanmasi ile
sonuclanmistir. Bu anlasmada dikkat ¢eken maddelerden biri Azerbaycan ile Nahgivan’ni
birbirine baglayacak olan Zangezur Koridoru’nun giiney rotast olarak tiim ulasimlar igin

acilmasidir. Bu ateskes antlagsmasi ile Azerbaycan siyasi itibarini kazanip bolgedeki giiciinii
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ortaya koymay1 basarmistir. Bundan dolay1 uluslararasi alanda bolgedeki giiclii devletler
tarafindan gz ontine alinmasi kaginilmaz olmustur.

Hazar Denizi’ne kiyisi olan Azerbaycan, dogal kaynaklar konusunda oldukca zengindir.
Bu yiizden iilkeye bir¢ok kiiresel ve bolgesel aktor ilgi duymaktadir. Cin’in Azerbaycan’a olan
ilgisinin temeli Cin'den Avrupa'ya uzanan bir demiryolu hatti gelistirmeye ¢alismasindan
kaynaklanmaktadir. Bunun disinda Azerbaycan iizerinden gidecek giizergah Cin’in mallarinin
daha giivenli sekilde tasinmasini saglayacaktir. Ayrica Azerbaycan’in sahip oldugu dogal
kaynaklar1 ve bolgedeki giicii de Cin’in Azerbaycan’a odaklanmasina vesile olmaktadir.
Azerbaycan ile ilgili belirtilmesi gereken bir diger dnemli husus ise, Azerbaycan’in Tek Yol
Tek Kusak projesinde yeni katilimcilarin dahil edilme siirecinde 6nemli ve kararli bir jeopolitik,
politik, kiiltiirel ve ulasim alan1 olmas1 durumudur.
SSCB’nin dagilmasi ile uluslararasi arenada tekrar soz hakkini alan 6zerk kullanan
Azerbaycan, Bakii-Tiflis-Ceyhan petrol boru hatti, Giiney Gaz Koridoru ve Trans-Hazar
Uluslararas1 Tagimacilik Rotasi dahil olmak iizere bir dizi 6nemli bolgesel ve kitalararasi enerji
ve ulagim projelerini ya aktif olarak baslatmis ya da katilmistir. Ulkenin kalkinmasinda énemli
rol oynayan enerji kaynaklari Azerbaycan’t Giiney Kafkasya’nin en giiclii tilkelerinden biri
haline getirmistir. Bununla beraber Azerbaycan tarihi ipek yolu tizerindeki konumu ile Avrupa
ile Asya kitasini birbirine baglamasi ylizyillardir vazgecilmez ticari noktalardan biri olmasina
neden olmustur.
Dijital Ipek Yolu kapsaminda konuyu ele aldigimizda, Karabag sorunun ¢dziime ulasmasi
bolgede barisin saglanmasimi ve yeni isbirliklerinin olusmasini imkan sunmakta. Dijital Ipek
Yolu projesi Asya ile Bati arasinda yeni bir ekonomik ve Kkiiltiirel bag kurma vizyonunu
tasimakta. Bu proje, eski Ipek Yolu’nun dijital ¢agda yeniden hayat bularak sekillenmesi olarak
degerlendirilmekte. Fiziksel mallarin tasindig1 geleneksel yolla beraber, veri transferi ve dijital
hizmetlerin hizla aktarilmasini saglayarak Dogu ile Bati'n1 bir birine baglayan dijital
altyapilarin gelistirilmesi 6n plana ¢ikmaktadir.
Cin’in Bir Kusak Bir Yol projesi kapsaminda, dijital koridorlarin kurulmasiyla dijital altyap:
yatirimlar1 ve teknolojik isbirlikleri ile bu projenin hayata kecmesi hedeflenmekte. Dijital Ipek
Yolu, internet erisimi, bulut bilisim, YZ, e-ticaret, dijital 6demeler gibi alanlarda iiliikeler aras1
isbirliklerini giiclendirerek, bolgesel ve kiiresel ticaretin daha verimli hale gelmesini
saglamaktadir. Bu proje bolgesel barisin ve ekonomik kalkinmani tesvik etme potansiyeline
sahiptir. Belirtmek gerekiyor ki, teknolojik ¢oziimler, bolgede sinir agan isbirliklerinin oniinii
acarak, veri paylagimini tesvik ederek, diplomatik ve ekonomik iligkilerin gelismesine ve

ilkeler arasinda daha hizli ve seffaf iletisim imkanlari sunma potansiyeline sahip. Bu baglamda,
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Dijital Ipek Yolu projesi, Azerbaycan’in giivenlik ve savunma stratejisini giiclendirerek

bolgede istikrarin ve igbirliginin gelismesinide saglamaktadir.

Kadim Ipek Yolu Projesi ve Tarihsel Yolculugu
Ipek yolu (die seidenstrasse) kavrami ilk defa 1877°de Alman cografyact Ferdinand von
Richthofen tarafindan kullanilmigtir. (Chin, 2013: 196) Yakin bir zamana kadar bu ticaret
yollar1 igin higbir zaman Ipek Yolu tabiri kullanilmamistir. O dénemlerde Semerkand Yolu,
Kaggar Yolu, Tebriz Yolu gibi gidilen glizergah veya Kuzey Yolu, Giiney Yolu, Bat1 Yolu gibi
ilgili yonler yola admi verirdi. (Tarihi, Bugiinii ve Gelecegiyle Ipek Yolu, 2015) Cin’in Xian
sehrinden baglayarak Orta Asya, Anadolu ve Akdeniz araciligiyla Avrupa’ya kadar uzanan
kadim ticaret yolu tek bir rotadan olugsmamakta tam aksine biitiin Asya’y1 birbirine baglayan
biiyiik bir ag bigiminde 6rgiitlenmisti. Bu acidan Asya’y1 diinya ekonomisine entegre eden bir
islevi olan Ipek Yolu, dzellikle 2. yiizyil ve 16. yiizyil arasinda tartigmasiz bir ekonomik giic
merkezi konumunda olmustur. Oueh’e gore o donemde diinyanin iktisadi siklet merkezi
Asya’ydi. Ekonomik gii¢ daha sonra Atlantik Okyanusu’nun ortasma kayinca Ipek Yolunun
onemi azalmistir. (Giiven, 2015) Jean-Paul Roux’a gore ise eskiden ipek Yolu, Orta Asya’nin
servetiydi. Bu yolun kapanmasiyla bolgede felaket ¢anlar1 ¢almis ve bu yolla birlikte kiiltiirti
de yok olmustur. Zamanla daha ekonomik ve giivenli yollarin bulunmasi ile dnemini biiyiik
dlgiide yitiren Ipek Yolu, giiniimiizde ise basta Cin olmak iizere Asya’da bir¢ok iilkenin
ekonomik olarak yiikselise gegmesi ile yeniden énemli hale gelmistir. (Ozdasli, 2015: 585)
Azerbaycan, tarih boyunca bilinen en eski ve en gelismis ilk ticaret yolu olan Ipek Yolu
lizerinde bulunmaktadir. ipek Yolu ise ismini ¢ok eski ¢aglarda Cin Ipegi’nin tiim diinya da
olan popiilaritesinden gelmektedir. Bu ticari yol aracilifi ile kervanlarla taginarak batiya
ulastirilan ipek kumasinin ismi nedeni ile bu yol bu isimle anilmaktadir. Cografi konumu
nedeniyle, eski ¢aglardan beri dogu ile bat1 arasinda bir kdprii islevi gdren Azerbaycan, Ipek
Yolunu en énemli kavsak noktalarindan biri olmustur. Orta Cagda, Ipek Yolu Cin’den baslayip
Orta Asya’ya, oradan Azerbaycan’a ve Anadolu’ya gecerek Trakya iizerinden Avrupa’ya
uzanmistir.
Bu tarihi bilgilerin ardindan Ikinci Karabag Savasi sonras1 Azerbaycan’1 bdlgedeki siyasi ve
ticari gii¢ dengelerini degistirmesi nedeni ile tekrar degerlendirmemiz gerekecektir. Bu hususta
ilk ele alinmas1 gereken siyasi gelisme savas sonrasi bir Zengezur Koridorunun énemidir.
Zengezur Koridoru veya Nahgivan Koridoru, Ikinci Karabag Savasi'nin Azerbaycan tarafindan
kazanilmasinin ardindan Azerbaycan ve Ermenistan arasinda imzalanan ateskes antlasmasinin

9. Maddesi geregince Azerbaycan ile ekslav pargast olan Nahcivan Ozerk Cumbhuriyeti
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arasinda baglantiyr kuracak olan koridordur. Zengezur Koridoru Azerbaycan'in ana kismint
onun bir pargasi olan Nahgivan Ozerk Cumhuriyeti ile baglayan bir ulasim koridorudur. Daha
genis anlamda, Zengezur Koridoru, Nahgivan’it Azerbaycan ve Tiirkiye ile baglayarak,
Nahgivan’dan Tiirkiye’ye, oradan Akdeniz iizerinden diger bat1 iilkelerine, bir sozle, bolge
tilkelerine Cin, Orta Asya-Azerbaycan-Tiirkiye-Avrupa transit-ulasim hattini kullanma imkani
saglamaktadir. Aslinda anlasilacag lizere, sadece Azerbaycan ile Nahcivan’1 degil, Tiirkiye ile
Azerbaycan’1 ve Azerbaycan iizerinden Tirkiye’nin diger Tiirk Cumhuriyetleri ile ulagimini
saglayarak, uzak dogu’ya kadar ulasim anlamina gelmektedir.

Ikinci Karabag Savasinin ardindan kiiresel projelerden biri olan, 2013 yilinda Cin tarafindan
aciklanan ve faaliyete gecen “Tek Yol Tek Kusak” projesidir. Bu proje 6 bolgeyi kapsayarak,
bolge tlkeleri ile “Alt Yapi ve Tesis Baglantilar:”, “Yatirim ve Ticaret liskilerin Gelismesi”,
“Finansal Entegrasyon”, “Kalkinma Politikalarin Koordinasyonu”, “Sosyal ve Kiiltiirel
Alanda Isbirliyin Gelismesi” alanlarinda isbirliginin yapilmasini hedeflemektedir. Bu proje
kapsaminda dikkat ¢eken Alt Yapi ve Tesis Baglantilar: projesidir ki, bolge iilkeleri ile
yapilacak olan isbirliginde Cin Dijital Ipek Yolunu tesis ederek Avrasya’daki etkisini artirmayi
planlamaktadir. Bu proje yeni Dijital Silah Yarisi olarak da degerlendirilir ve bu yaris ABD’nin,
Cin’in bu teknolojileri kullanmamasi i¢in askeri ve giivenlik risklerini savunarak ilerlemesini
engellemeye amaglamaktadir.

Cin Daisisleri Bakani Jinping’in ifadesiyle “yeni yiizyilda yeni bir anlam ve mahiyetlerle
doldurulmas1” amaglanan Yeni Ipek Yolu Projesi’nin doguyu batiya baglamasi ile Cin
ekonomisine biiyiik bir gii¢ kazandiracaktir. (Sputnik Turkiye, 2015) Pekin kendisini merkeze
aldig1 bu yeni ekonomik atagi ile diinya pazarina daha hizli ve ucuz yollardan ulagsmayu, kiiresel
kriz nedeniyle talep azalmasi yasayan ekonomisine gili¢ kazandirmayi, ekonomik biiylimeye
paralel olarak artan hammadde ihtiyacini kolay ve ucuz yollardan karsilamay1 amaclamaktadir.
Yalnizca tasimacilik hatti ile sinirli olmayan bu proje ile Ipek Yolu iizerindeki iilkeler arasinda
isbirligi ve ortak yatirimlarin artirilmasini amaclamakta ve yolun bir ekonomik kusak haline
getirilmesini ongdrmektedir. Bu haliyle proje, Cin’in dev pazari1 ve yiiksek performansli iretim
giiciiyle birlikte Avrupa’nin sermayesi ve teknolojisi, Orta Asya’nin ise enerji kaynaklarini
iceren ¢ok yonlii bir katilimi ihtiva etmektedir. (Atli, 2014: 76)

Tek Yol Tek Kusak Girisimi nin ilkeleri, genel cercevesi, bolgesel isbirligi oncelikleri ve
mekanizmasi agiklanmistir. Buna gore; Cin'in bu yeni vizyonu ¢ok kutuplu bir diinya egilimini
kapsayan, iktisadi kiiresellesme, kiiltiirel ¢esitlilik, kiiresel serbest ticaret rejimi ve agik bolgesel
isbirligi ruhu i¢inde agik diinya ekonomisini hedeflemektedir. Yayinlanan eylem planina gore

bu girisim, kusak iizerindeki iilkelerin ortakliklarini giiclendirmek, bagimsiz, dengeli ve
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stirdiiriilebilir bir kalkinmay1 tesvik etmek, bolgedeki tilkelerin kalkinma stratejilerini koordine
etmek, yatinm ve tiiketimi tesvik ile yeni is olanaklarini ortaya ¢ikarmak gibi ekonomik
saiklerin yan1 sira kiiltiirlerarasi iletisimi ve insani iliskileri gelistirmek, ilgili tilke halklari
arasinda iletigimi, karsilikli 6grenmeyi, giiven ve karsilikli saygi, baris ve refah i¢inde birlikte
yasama gibi insani degerleri de kapsamaktadir. Cin, bu yeni girisiminin Birlesmis Milletler
Sarti'nin amag ve ilkeleri dogrultusunda bes ilkeden olusan “baris i¢inde birlikte yasama”
prensibine dayandigini ifade etmektedir. Bunlar: iilkelerin egemenligi ve toprak biitiinliiklerine
karsilikli saygi, karsilikli saldirmazlik, igislerine karismama, esitlik ve ortak yarar ile barig
icinde birlikte yasamadir. (Ministry of Foreign Affairs The People’s Republic of China, 2015).
Projenin altyap1 ve mali giderlerinin karsilanmasina yardimct olmasi i¢in Cin’in onciiliigiinde
aralarinda Tiirkiye, Azerbaycan, Kirgizistan’in da bulundugu 57 iilke ile Asya Altyap1 Yatirim
Bankas1 (AAYB) kurulmustur. AAYB’ye basvuru yapan iilkeler arasinda ingiltere, Almanya,
Fransa gibi Avrupa’nin en onemli giiclerinin yam sira Suudi Arabistan, Urdiin gibi
Ortadogu’nun dikkate deger {ilkelerin olmasi Cin’in artan ekonomik giiciine paralel olarak
uluslararas1 alanda dnemsenen bir iilke haline geldigini gdstermektedir. Yeni Ipek Yolu Projesi
(YIYP), Cin’in ucuz isgiicii ile genis pazar agin1 Avrupa’nmn sermayesi ve Orta Asya’nin
kaynaklar1 ile bulusturmay1 hedefleyen ¢ok yonlii bir kiiresel girisimdir. YIYP ile Cin, basta
Orta Asya iilkeleri olmak {izere sinir 6tesi ulagim ve alt yap1 projeleri gelistirerek hem bolge
hem de diinya ekonomisi ile biitlinlesme siirecini hizlandirmay1 hedeflemektedir. Projenin,
ekonomileri 21 trilyon dolara ulasan kusak {izerindeki 65 {iilkenin ekonomik ve Kkiiltiirel
hayatina canlilik kazandirmasi beklenmektedir. Pekin’in “refah kusagi” olarak tasavvur ettigi
projenin ilgili iilkeler arasinda is birligini, ortak yatirimlar: ve kiiltiirel iletisimi arttirmasi

beklenmektedir. (Ozdasli, 2015: 588)

Azerbaycanda dijitallesen bu diinyada yurt i¢i ve sinir 6tesi telekomiinikasyon projelerini takip
ederek, 6nemli ulasim merkezlerine dahil olarak bdlgenin dnemli Dijital Merkezi statiistinii
kazanmay1 hedeflemektedir. Bakii-Tiflis-Ceyhan petrol boru hatti, Gliney Gaz Koridoru ve
Trans-Hazar Uluslararas: Tagimacilik Rotasindan sonra Dijital Ipek Yolu projesine dahil olmak

Azerbaycan’a Dijital Giizergah olma imkanini saglayacaktir.

Ikinci Karabag Savasina Giden Siirec
Karabag sorununa uluslarars1t hukuk cercevesinde basta BM olmak iizere Minsk Grubu {iye
devletleri ve uluslarasi toplum ¢6ziim bulamamalar1 Azerbaycan’nin Tiirkiye’nin destegiyle

askeri egitimini, giigiinii ve teknolojisini gelistirmeye kararli kilmigtir. 2003 yilindan itibaren
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Azerbaycan savunma giderlerine biiyiik biitce ayirmaya baglamig, 16 Aralik 2005 tarihinde
Azerbaycan Cumhurbaskani fTham Aliyev’in karar1 ile Savunma Sanayi Bakanligi’nin
olusturulmasina dair karar imzalanmistir. Belirtmemiz gerekiyor ki, bodlge biitiinliigliniin
korunmas1 adina Azerbaycan ulusal gilivenligi ve ulusal giic kapsamindan haraketle ulusal
giivenlik konsepti ve askeri doktrinlere yer vermistir. 23 Mayis 2007 yilinda “Azerbaycan’in
Ulusal Guvenlik Konsepti”, 8 Haziran 2010 yilinda ise “Azerbaycan’in Askeri Doktrini”
yaymlanmistir. (Siriyev, 2010: 135)

2007-2014 yillar1 arasinda Savunma Sanayi Bakanliinin iiretim teknolojilerinin gelistirilmesi
icin 50°den fazla yeni iiretim tesisleri kurdugu gozlemlenmistir. 2014 yili verilerine gore
{iretimin 26.3% oraninda artdig1 bilinmektedir. Imal edilmis ve teslimi gerceklesmis savunma
sanayi uriinlerinin 2014 yil1 ile 2013 yil1 verileri karsilagtirildigi zaman %30 civarinda artis
sergiledigi bilinmektedir. Global Firepower isimli kurumun askeri gii¢ degerlendirmesinde 106
tilke arasinda Azerbaycan 50. sirada yer alan {ilke olarak degerlendirilerek, Giliney Kafkasya da

askeri savunmasi en giiclii olan iilke oldugu kabul edilmistir. (Ozalp, 2015: 122)

2010 yili Azerbaycan’nin askeri harcamalarina bakildigi zaman ise 1.42 milyar dolar artis
goriilmektedir. Belirtilen rakam 2004 yilinda yapilan askeri harcamalarla kiyaslandig1r zaman
resmi Bakii’nun bu harcamalari {i¢ katina ¢ikardigi bilinmektedir. Ayrica Azerbaycan’nin 2010
yilinda askeri harcamalar1 Erivan’in ayni1 yila ait milli biitge tutarini da gectigini gdstermektedir.
“2012 SIPRI raporuna esasen, Azerbaycan’in 2007-2011 déneminde silah ithaalati, 2002-2006
donemine gore %164 artmis ve Azerbaycan diinyada en ¢ok silah ithaal eden 38’inci lilke olarak

belirlenmigtir.” (Bilgin, 2020: 4)

2016 yilindan itibaren Bakii ile Ankara arasinda gelisen savunma entegrasyonu, askeri igbirligi
Bakii lehine degiserek Azerbaycan’a onemli kazanimlar saglamistir. Karabag savasinda
kullanilan Tiirk yapimi1 IHAlar ve 120 km menzile sahip TRG-300 Kaplan Fiizesi gibi énemli
silahlar Azerbaycan ordusunun kabiliyetini arttirarak sahada 6nemli avantajlar saglamistir,
nitekim 2016 yilinda Ermenistan ile yasanan ¢atisma Azerbaycan’in giivenlik stratejisindeki

gelismelerin somut 6rnegi olarak degerlendirilmektedir. (Bilgin, 2020: 4)

10 Kasim 2020 yilinda imzalanmis olan “Daghk Karabag Ateskes Antlagmasinin”
degerlendirdidimizde, bu anlagsmanin ardindan 6ne ¢ikan 6nemli antlagsmalardan birinin de

“Susa Beyannamesi” oldugunun altim1 ¢izmek gerekmektedir. Bolgede 15 Haziran 2021
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tarihinde imzalanmis olan Susa Beyannamesi, Ankara ve Bakii arasinda imzalanan 6nemli
belge niteligindedir. 15 Haziran NATO zirvesinin hemen ardindan Tiirkiye Cumbhuriyeti
Cumhurbagkan1 Recep Tayyip Erdogan’in, Azerbaycan’1 ziyaret etmesi sirasinda Azerbeycan
Cumbhurbaskani ilham Aliyev ile birlikte Susa sehrini ziyaret ederek her iki iilke aralarinda Susa
Beyannamesi’ni imzalamig boylelikle Azerbaycan’in yaninda olduklarini, miittefik olduklarini
bu belge ile tiim diinyaya ilan etmislerdir. Susa Beyannamesi tam adiyla “Tiirkiye Cumhuriyeti
ile Azerbaycan Cumhuriyeti Arasinda Miittefiklik iliskileri Hakkinda Susa Beyannamesi”dir.
Azerbaycan ve Tiirkiye arasinda imzalanmis olan ve “miittefiklik” kelimesi gecgen ilk 6nemli

belgedir. (Anadolu Ajansi, 2021)

Susa Beyannamesindeki 6nemli maddelerden biri de, iki devletten birine ii¢lincii bir devlet
tarafindan saldir1 s6z konusu oldugunda; her iki devletin birbirine yardim saglamay1 kabul
ettiginin beyannamede karsilikli imza altina alinmis olmasidir. Beyannemede yer alan bu
madde, NATO Antlasmasi’nin 5. maddesi kapsaminda paralellik sagladigindan bu minvalde de
degerlendirilebilmektedir. Susa Beyannamesi, Tiirkiye’nin Kafkasya’daki boélge iilkeleri
ve komsu Orta Asya iilkeleri ile yakin iliskiler kKurma imkanini saglams, hem ekonomik

hem de ulasim ac¢isindan baglariin giiclenmesinin oniinii agnstir.

Karabag Zaferinde dikkat c¢eken bir baska énemli husus Tiirkiye ile Azerbaycan’in
birbirine karadan ulasimimi saglayacak olan paha bicilmez oneme sahip Zengezur
koridorunun ac¢ilmasi olmustur. Zengezur Koridoru “Dogu-Bat1 Koridoru”, “Kuzey-Giiney”
Uluslararasi Ulagim Koridoru (ITC) ve Hazar Ulastirma Ag1’n1 (CTN) giiclendirerek Hazar’dan
Avrupa’ya uzanan Petrol ve Gaz Boru Hatt1 Sistemi’nin (OGPS) isleyisine katki saglayarak
Tek Yol Tek Kusak projesinde yer alan Dijital ipek Yolunda bu koridordan gegmesinin &niinii
acmaktadir. Zengezur Koridorunun faaliyete ge¢gmesi, halihazirda Avrupa Birligi (AB), ABD,
Rusya ve Cin’in enerji tedarik hatlari i¢in 6nemli rol oynayarak bolgenin transit kapasitesini

arttiracak niteliktedir. (ANKASAM, 2021)

3. “Tek Yol Tek Kusak” Projesi Cersevesinde Azerbaycan’in Bolgesel Dijital
Merkeze Cevrilmesi
Modern ipek Yolu diger bir adiyla Tek Yol Tek Kusak projesi 2013 tarihinde Si Cinping
tarafindan aciklanmig ve bu proje dogu ile batiy1 birlestirerek yiize yakin iilkenin yer aldigi
kiiresel ticaret yolu zincirinini olusturulacagi proje olarak degerlendirilmektedir. Proje 6

bolgeyi kapsamakta ve bu bolgeler su sekilde degerlendirilmistir;
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- “Dogu Asya: Cin, Mogolistan
- Giineydogu Asya: Brunei, Kambocya, Endonezya, Laos, Malezya, Myanmar,
Filipinler, Singapur, Tayland, Timor-Leste, Vietnam
- Orta Asya: Kazakistan, Kirgizistan, Tacikistan, Tiirkmenistan, Ozbekistan
- Ortadogu ve Kuzey Afrika: Bahreyn, Misir, Iran, Trak, Israil, Urdiin, Kuveyt, Liibnan,
Umman, Katar, Suudi Arabistan, Filistin, Suriye, Birlesik Arap Emirlikleri, Yemen
- Giiney Asya: Afganistan, Banglades, Bhutan, Hindistan, Maldivler, Nepal, Pakistan,
Sri Lanka
- Avrupa: Arnavutluk, Ermenistan, Azerbaycan, Belarus, Bosna-Hersek, Hirvatistan,
Cekya, Estonya, Giircistan, Macaristan, Letonya, Litvanya, Makedonya, Moldova,
Karadag, Polonya, Rusya, Sirbistan, Slovakya, Slovenya, Ukrayna ve Tiirkiye” (M5
DERGI, 2021)
Tek Yol Tek Kusak projesi kazan-kazan ilkesine dayanarak bolge iilkeleri ile ekonomik
iligkileri gelistirirken, siyasi iligkilerinde Cin tarafindan kuvvetlendirilmesi amac¢lanmaktadir.
Bu baglamda Cin projede yer alan iilkeler iizerinde onemli bir siyasi etki olusturmayi
amaclamaktadir. (Filiz, 2020: 119)
Cin devlet bagkan1 Xi Jinping’in Tek Yol, Tek Kusak slogani ile ilk kez Kazakistan’da dile
getirdigi Yeni Ipek Yolu Projesi, o tarihten bu yana Pekin’in en onemli dis politika
hedeflerinden biri haline gelmistir. Avrupa ile Asya arasinda yeni bir ekonomik koridor olmast
beklenen proje, Cin agisindan siyasi, ekonomik ve kiiltiirel kazanimlar1 olan ¢ok yonlii bir
stratejidir. Pekin’in ozellikle 2000’11 yillardan itibaren izledigi c¢ok yonlii dis politika
anlayisinin bir parcgasi olma niteligindeki bu proje ile Cin, daha 6nce ¢ok fazla etkili olmadig:
birgok bolgede daha etkin bir gii¢ haline gelmeyi hedeflemektedir. Bununla birlikte bu girisim
ABD’nin tek kutuplu diinya anlayisina kars1 Cin’in son yillarda izledigi politikalar: da destekler
mahiyettedir. (Ozdasli, 2015: 579)
Ipek Yolu yiizyillar boyunca Dogu ve Bati arasinda insanlarin, mallarin ve fikirlerin tagindig
ticaret ve etkilesim kanali olmustur. (Atl, 2014:76) Yiizyillardir nesilden nesile aktarilan; barig
ve isbirligi, aciklik ve kapsayicilik, karsilikli 6grenme ve karsilikli yarar ilkelerini barindiran
Ipek Yolu Ruhu, kusak iilkelerin gelismesi, refah diizeyinin artmasi ile insan uygarliginin
ilerlemesi acisindan biiyiik katki saglamistir. Bu bakimdan Dogu ile Bati arasinda iletisimi ve
isbirligini simgeleyen bu ruh; diinyadaki tiim {ilkeler tarafindan paylasilan ortak tarihi ve
kiiltiirel mirastir. (Ministry of Foreign Affairs The People’s Republic of China, 2015)
Tek Yol Tek Kusak projesinde “Alt Yap1 ve Tesis Baglantilar”, “Yatirim ve Ticaret Iliskilerin

Gelismesi”, “Finansal Entegrasyon”, ‘“Kalkinma Politikalarin Koordinasyonu”, “Sosyal ve
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Kiiltiirel Alanda Isbirligin Gelismesi” gibi bes temel alan yer alarak iilkeler ile isbirliginin
giiclenmesi amaclanmaktadir. (Clifford Chance, 2017).

Projede yer alan Alt Yap1 ve Tesis Baglantilar1 Cin’in dijital alanda bosluklarin farkina vararak
2015 yilinda Dijital Ipek Yoluna ihtiya¢ oldugunu ortaya koymustur. Baslangicta, tedarik
zincirinde seffafligin gelistirilmesi igin nesnelerin interneti (10T) ve veri iiretimine yonelik bir
dijital devrim olarak goriilsede, daha sonra bu gelismeler kendisiyle bagimsiz platformlarin
birbirleriyle iletisim kurmasini ve bagimsiz veri depolarinin olusturulmasina neden olmustur.
Dijital Ipek Yolun’nun stratejisi genis bir dizi Cin kamu politikasini ve BIT altyap1 yatirimlarini
icermektedir. Ik giinden bu yana Dijital Ipek Yolu projesi fiber optik kabloyu basitce
yaymanin Otesine gecerek 5G aglari bi¢ciminde ag ekipmani, teknoloji ve kolaylastirict
yazilimlar igeriyor. BeiDou navigasyon sistemleri tarafindan da desteklenen 5G aginin siirekli
olarak alinmasi ve optik kablolara erisim ile Cin, Avrasya’daki etkisini artirmayi
planlamaktadir. Bu yeni Dijital Silah Yaris1 olarak degerlendirilen yaris, ABD’nin, Cin’in bu
teknolojileri kullanmamasi i¢in askeri ve giivenlik risklerini savunarak ilerlemesini
engellemeye amaglamaktadir. (Wheeler, 2020)

5G teknolojisi yliksek hiza sahip olarak veri aktariminda yiiksek kapasiteli, gecikme siiresi kisa,
az maliyetli ve glivenilir mobil iletisim hizmeti sunmay1 hedeflemektedir. 5G teknolojisi ile
iletisim sistemlerinde yasanan bir¢ok sinirlamalarin ortadan kalkacagi ve veri transferlerinde
hizin 20 gigabite ulagilmas1 amaglanmaktadir. Boylece yiiksek hiza sahip olan bu teknoloji veri
transferlerinde gerekli olan bulut sistemleri, artirilmis gerceklik ve sanal gergeklik gibi
uygulamalar1  indirmeden  saliseler iginde verilerin  aktarilmasinda  kullanilmasi
amaglanmaktadir. 5G teknolojisi sadece akilli sehirler ve insanlarla cithazlar arasinda degil, ayni
zamanda cihazlar arasinda da kesintisiz ve verimli iletisimin saglanmasini hedeflemektedir.
(Sarigiil, 2018)

[letisimin saglanmasinda BIT’e deger kazandiran 6nemli bir faktér mevcuttur. Bu faktdr
giinlimiizde petrol kadar degerli olan veridir. Petrol ana kaynak olarak degerlendirilsede,
petroliin sinirlt bir kaynak oldugunu hepimiz bilmekteyiz, lakin veri sinirsiz bir deger ve bu
deger gelisen teknolojiler sayesinde saliseler icerisinde ¢ogalmakta ve tiikenmez bir sanal
ortamda bulunmaktadir. Veri igin teknoloji diinyasini atan kalbi diyebilmekteyiz. Verisiz BIT
islevsiz olmakla anlamsizdir.

Veri aktarimi Tek Yol Tek Kusak projesi kapsaminda Dijital Ipek Yolu iizerinde iletisimin hizli
bir sekilde yapilmasini hedefleyerek, petrol kadar 6nemli olan Veri’nin Cin i¢in ne kadar degerli
oldugunu ortaya koymaktadir. Dijitallesen ¢agda verileri elinde bulunduran diinyanin gii¢iinii

elinden bulundurur perspektifi iizerinden degerlendirme yaptigimizda; Tek Yol Tek Kusak

Cyberpolitik Journal Vol. 9, No. 18 www.cyberpolitikjournal.org 306

306

<< Winter 2024

/,
N\

<



projesi ile Cin hiikiimetinin yakin gelecekte diinyanin siiper giiciine sahip birkag iilkeden biri
olacaginin kag¢inilmaz olarak gerceklesecegi kanaatinde oldugumu belirtmek isterim.
Tam bu noktada dikkatlerinizi bugiin kismen gerceklesen bazi teorilere ¢evirmenizi
isteyecegim. Oncelikle, 1904 yilinda H.Mackinder tarafindan gelistirilmis olan “Kara
Hakimeyet Teorisi” 6n plana ¢ikmaktadir. Mackinder’in goriisiine gore yeni uluslararasi global
sistem igerisinde yer almak isteyen devletler kara’da egemenliklerini saglamalidirlar.
Mackinder’e gore cografya acisindan “merkez” bolgeye sahip olan diinya adasina sahip olur
teorisini savunmaktaydi. Merkez bolgesi i¢in 6nce Georgraphical Pivot of History (Tarihin
Cografi Mihveri), daha sonra Heartland (Kalpgah) (Bkz. Resim.2) adi kullananan Mackinder,
diinyanin geri kalan bolgesini sahip olduklar1 6zelliklere gore iki kusaga bolmus. Bu iki kusak
su sekildedir;
I¢ Kusak - Merkez bolgesinin cevresinde bulunan Almanya, Avusturya, Balkanlar,
Turkiye, Iran, Pakistan, Hindistan ve Cin’i kapsar.
- Dis Kusak - Ingiltere, Kuzeybat1 Afrika, Avustralya, A.B.D. ve Kanada’y1 kapsar.
(Iscan, 2004: 16)

Havita-1: Halford J. Mackinder’in Jeopolitik Modeli

—{ 2000 mi. woild

' MACKINDER'IN JEOPOLITIK MODELI
HEARTLAHD - . RIMLAID
e (MIHVER ALAN) i KEMAR KUSAK ¢

Resim.2 Kaynak: Uluslararasi Iliskilerde Klasik Jeopolitik Teoriler ve Cagdas

Yansimalari, Ismail Hakki Iscan

Daha sonra, Nicholas John Spykman “Kenar Kusak” (Rimland) olarak savundugu teoride
Kalpgah olarak adlandirilan Avrasya ile Rusya’yr cevreleyen Tiirkiye, Irak, Iran, Pakistan,
Afganistan, Hindistan, Cin ve Kore’nin yer aldigin1 Kenar Kusagi kontrol eden Avrasya’yi

kontrol eder; Avrasya’y1 kontrol eden ise diinyay1 kontrol eder teorisini savunmustur. (Anadolu
Ajans1,2018) (Bkz: Resim.3)
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Bu iki diisenceye zamanla, Amerikali Amiral Alfred Tayer Mahan “Deniz Hakimiyet Teorisini”

gelistirerek denizlere hakim olan diinyay1 kontrol eder kuramii savunurken, ikinci Diinya
Savasindan sonra denizlerin ve karanin istiinii kusatan havanin da bu ikisi kadar 6nemli
oldugunu savunan ABD’li havacilar tarafindan

“Hava Hakimiyet Teorisi” gelistirildigi

bilinmektedir.

THE WORLD ISLAND

7 HEARTLAND
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Resim.3 Kaynak: https://newellta.weebly.com/political-theories.html

Bu teoriler kapsaminda Tek Yol Tek Kusak projesini degerlendirdigimiz zaman projenin 6
bolge: Dogu Asya, Giineydogu Asya, Orta Asya, Ortadogu ve Kuzey Afrika, Giiney Asya,
Avrupa’yi kapsayarak, bolge tilkeleri ile “Alt Yapi ve Tesis Baglantilart”, “Yatirim ve Ticaret
Iliskilerin Gelismesi”,

“Finansal Entegrasyon”, “Kalkinma Politikalarin Koordinasyonu”,

“Sosyal ve Kiiltiirel Alanda Isbirliyin Gelismesi” alanlarinda is birliginin saglanacagim daha
oncede belirtmistim. Bu 6 bolgeyi inceledigim zaman Mackinder ve Spykeman tarafindan
zamaninda gelistirilmis olan Heartland ve Rimland teorileri, Mahan tarafindan savunulan Deniz
Hakimiyet Teorisi ve son olarak lkinci Diinya Savasindan sonra gelistirilmis olan Hava
Hakimiyet Teorileri aslinda “Tek Yol Tek Kusak” projesinde yer almakta, ¢linkii Cin 6 bolgede
yer alan tiim devletlerle hem karada, hem havada, hemde denizlerde isbirliginde bulunmay1

amagclamaktadir.

Tek Yol Tek Kusak projesinin Kafkasya bolgesi agisindan degerlendirdigimizde; oncelikle

Ikinci Karabag Savasinin bitmesi bolgede giivenligin saglanmasi anlamina gelmektedir. Ayrica
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bolgede Azerbaycan ile Tiirkiye’yi bir birine baglayacak olan Zengezur koridoruun saglanmig
olmasmin 6nemi de yadsinamaz bir gergeklik tagimaktadir. Bu koridor alternatif giizergah
statiisiinli (gliney giizergahi) tasimaktadir. Tek Yol Tek Kusak projesinde kullanilabilecek
Oonemli giizergah niteligini tasiyan bu koridor, bolgenin Dijital Merkeze ¢evrilmesinde 6nemli

rol oynamaktadir.

Bagimsizligini kazandiktan sonra Azerbaycan, Bakii-Tiflis-Ceyhan petrol boru hatti, Giiney
Gaz Koridoru ve Trans-Hazar Uluslararas: Tasimacilik Rotasi dahil olmak tlizere bir dizi dnemli
bolgesel ve kitalararasi enerji ve ulagim projelerini baglatarak bu projelerde yer almistir.
Dijitallesen bir diinyada bu projelerin yaninda Azerbaycan yurt i¢i ve smir otesi
telekomiinikasyon projelerini de takip ederek, 6nemli ulasim merkezlerine dahil olarak

bolgenin Dijital Merkezi statiisiinii de kazanmay1 hedeflemektedir.

10 Nisan 2020 tarihinden itibaren Azerbaycan parlamentosu Hazar Denizi’nin dibinden
Azerbaycan ile Tiirkmenistan arasinda bir trans-Hazar fiber optik kablonun désenmesine iliskin

yasay1 kabul ederek cumhurbagkaninin onayina sunmustur. (https://president.az/articles/36415)

Yiiksek veri iletim kapasitesine sahip olan yeni denizalt1 fiber optik kablo, Azerbaycan ve
Tiirkmenistan’1 bir birine baglayacaktir. Bu hattin olusturulmasi, Frankfurt ve Mumbai internet
merkezlerini birbirine baglayarak Avrupa ve Asya arasinda Dijital Ipek Yolu'nun olugmast igin
onemli 6l¢iide katkida bulunarak web trafiginin Avrupa’dan Tiirkmenistan, Ozbekistan,
Afganistan, Pakistan ve Hindistan’a Azerbaycan topraklari {izerinden aktarilmasini
saglayacaktir. Azerbaycan, bu trans-Avrasya dijital telekomiinikasyon koridorunun
olusturulmasina katilarak, kendisini bolgesel bir Dijital Merkez haline getirmeyi
amaglamaktadir. Azerbaycan’nin Dijital Merkez haline gelmesi bdlgenin internet erisiminin
ana saticist olmasimi saglayarak, ithaalat¢idan bir dijital hizmet ihracatgisina donlismeyi

hedeflemektedir. (Jamestown Foundation, 2020)

Bu program ¢ercevesinde iilke disinda yiiriitiilen altyapi projeleri arasinda Hazar Denizi’nin
dibinde Azerbaycan ile Kazakistan arasinda da bir bagka fiber optik kablonun yapimi da yer
aliyor. (Trend News Agency, 2021) Azerbaycan’nin Dijital Merkeze ¢evrilmesi, sadece Giiney
Kafkasya i¢in degil, ayn1 zamanda Orta Dogu, Orta Asya ve Giliney Asya icin de bolgesel bir
siber hizmet merkezi haline gelmesi agisindan 6nemlidir. Ciinkii Londra, Frankfurt, Sofya,

Istanbul, Moskova, Amsterdam ve Dubai gibi iilkelerle beraber yeni bir Intenet Degisim
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Noktast (IXP) olarak Bakii’niin ¢esitli dijital hizmetlere erisimi olan 1,8 milyar kisiye
ulagtiracag diistiniilmektedir. (Caspian News, 2019)

Burada belirtmek isterdim ki, Cin ve Kazakistan arasinda 2019 yilindan itibaren Dijital Ipek
Yoluna dair ¢alismalarin baslamasi, Azerbaycan ve Kazakistan arasinda Hazar denizinin
tizerinden fiber optik kablonun diizenlenmesi Azerbaycan’a dijitallesen ¢agda yeni jeopolitik
kimlik kazandirmaktadir. Fakat Azerbaycan sadece Dijital Gilizergah olarak kalmay1
planlamiyor, burada ayni zamanda veri merkezlerinin kurulmasi da hedeflenmektedir. Bu
baglamda da Dijital Ipek Yolu’nun bir parcasi olarak, Cinli sirketler ev sahibi iilkelerde veri
merkezleri kurmayr hedeflemektedir. Alibaba Cloud, 2017 yilinda Malezya, Endonezya ve
Singapur da dahil olmak iizere diinyanin on yedi bolgesinde “Ucan Apsaras Veri Merkezleri”
ad1 verilen bulut bilisim biiylik veri merkezleri kurarak Asya’nin en biiyiik bulut tabanl bilgi
islem platformunu olusturdu. China Telecom Global, Tek Yol Tek Kusak iilkelerinde biiyiik
kapasiteli sunuculart barindiracak veri merkezleri ve bulut bilisim hizmetlerini barindirmak igin
veri depolama sistemlerini de insa ediyor. Dijital Ipek Yolu iizerinden aktarilan verilerin
yOnetilmesi, aktarilmasi ve depolanmasi, donanimin ve yazilimin yalnizca kurulmasi degil, ayni
zamanda bakiminin da Cin sirketleri tarafindan yapilacagi proje kapsaminda bilinmektedir.

(“Matthew S. Eriet and Thomas Streinz, 2021:52)

DEGERLENDIRME

Modern Ipek Yolunun kurulmasinin dijitallesen cagda yeni teknolojiler sayesinde
gerceklesecegi perspektifi ile ele alirsak; 20. ylizyilin baslarinda gelistirileren teorilere, “Kara
Hakimiyet Teorisi”, “Deniz Hakimiyet Teorisi” ve “Hava Hakmiyet Teorisine” birde “Veri
Hakimiyet Teorisi”, kuramini uluslarasi iligkiler disiplininden gelen biri olarak 6ne siirmek
isterim. izah etmek isterim ki, “Veri Hakimiyet Teorisi’nin” giiniimiizde “Kara Hakimiyet
Teorisi”, “Deniz Hakimiyet Teorisi” ve “Hava Hakmiyet Teorisi” kadar 6nemli yer tuttugunu
belirterek, veriler modern c¢agin petrolu niteligini tasidigini - veriyi kontrol eden diinyayi

kontrol edeceginin altin1 tekrarla ¢cizmek isterim

Tek Yol Tek Kusak projesi vasitasiyla, Cin uluslarasi iliskilerde zaten 6nemli yere sahip olan
Kara, Deniz ve Hava Hakimiyetinde fiziki giicii elinde bulundurmakla beraber, Dijital ipek
Yolu tizerinden de aktarilacak olan verilere sahip olarak diinya hakimiyetini kendi kontrolii

altina almay1 hedeflemektedir. 2013 yilinda Cin’in ilan etmis oldugu projesini inceledigimde,
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Cin somut gli¢le beraber, soyut giicede sahip olmay1 amaclayarak diinya hakimiyetini elinde
bulundurmak niyetindedir.

Bununla birlikte bu girisim ABD’nin tek kutuplu diinya anlayisina karsi Cin’in son yillarda
izledigi politikalar1 da destekler mahiyettedir. Ozelikle 11 Eyliil saldirilarindan sonra ABD’nin
Cin’in “hayat alan1” olarak gordiigii bolgelere yonelmesi ile Cin; Sanghay Isbirligi Orgiitii
(Si0), BRICS (Brazil, Russia, India, China and South Africa) gibi mekanizmalarla bélge
iilkeleri ile isbirligini artirmaya calismistir. Bu bakimdan Yeni Ipek Yolu Projesi de ABD
hegemonyasina ve onun tasarladig tek kutuplu diinya anlayisina karsi bir baskaldir1 olarak

degerlendirilmektedir. (Ozdasli, 2015: 579)

Yeni Ipek Yolu’nun aciklanan ve aciklanmayan hedefleri gdz éniinde bulunduruldugunda
Ikinci Diinya Savasi sirasi ve sonrasinda olusturulan kiiresel diizene bir alternatif olusturacagi,
en azindan kiiresel giic ABD’nin dengeleyebilecek bir proje niteligi tagidig1 gerek uluslararasi

iligkilerde gerekse de akademik diinyada dile getirilen konularin baginda gelmektedir.

Sonug olarak; Azerbaycan bdlgesel olarak da Ikinci Karabag Zaferi sonucunda Tiirkiye ve
Tiirki Cumbhuriyetleri ile baglarint giiclendirmis, Kafkasya Bolgesinde bolgenin istikrarina
yonelik giiclii ve vazgecilmez bir iilke oldugunu ortaya koyarak siyasi ve ekonomik yiikselisini
devam ettirmis; Cin’in Yeni Ipek Yolu projesinde de hem jeopolitik konumunun énemi hem

giiclii ekonomisi ile vazgegilmez oldugunu tiim diinyaya gdstermistir.
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THE POLITICS OF CYBER-SECURITY

Onur YILMAZ*
Orcid: 0000-0001-6846-0968

By Dunn Cavelty, M. (2024). The Politics of Cyber-Security (1st ed.). Routledge.
https://doi.org/10.4324/9781003497080

Myriam Dunn Cavelty, a recognized expert and academic in cybersecurity, international
relations, and security, authored The Politics of Cyber-Security. She is a Senior Researcher and
Vice President of Education and Research at the Center for Security Studies (CSS) at ETH
Zurich. Cavelty, who focuses primarily on cyber security policies, concentrates on these
policies' social, political, and economic dimensions. She has written numerous books and
academic articles in the field of cyber security, becoming an essential reference source with her
work titled Cyber-Security and Threat Politics: US Efforts to Secure The Information Age.
Cavelty’s extensive experience and research in the field make her a credible and authoritative

voice on the subject.

The author identifies her target audience in this book as academics, policymakers, and
students interested in international relations, security studies, and cyber security. Cavelty aims
to expose the political dimensions of cyber security policies, their technological and political
interactions, and the real-world implications of these factors. She argues that cyber security
policies must no longer be examined solely from a technical perspective, as the issue has
evolved into a domain that needs to be assessed within the context of international relations,
power dynamics, and state actions. In this regard, she emphasizes the necessity of historical
analysis to understand the new reality; the cyber domain has integrated itself into real life over
the past 30 years, sometimes with states intervening to seek political gains within this domain
(Cavelty, 2024: 1-15). Thus, the book's introduction highlights the importance of considering
the new historical, political, and technical conditions in addressing cyberspace security. As a
result, the new reality of cyber security is discussed in a manner that positions states at the

center, reflecting the field's current state.

* Research Assistant, Ph.D. Candidate, Political Science and International Relations, Istanbul Aydin
University - Istanbul, Turkey. E-mail: yilmaz12onr@gmail.com
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In the second section, which emerges from the debate on cyber policies, the book adopts
a comprehensive approach to reveal the interactions between cyber security, cyberspace, and
politics. According to this view, cyberspace and cyber security influence politics, while cyber
security policies also affect, shape, and guide cyberspace and cyber security. On the other hand,
it is essential to balance traditional political approaches encountered in forming cyber security
policies and the dynamic nature of such policies. Thus, developing cyber security policies
requires rediscovering various bureaucratic units and evaluating and establishing their
responsibilities and roles within a new legal framework. The treatment of cyber security policies
spans a broad spectrum from securitization tendencies to technological routines and their
applications in daily life, and it is observed to develop in a context where different perspectives
are raised simultaneously. Considering the undeniable impacts of digital technologies on power
dynamics, wealth distribution, and even conflicts today, it becomes easier to comprehend the
structure that intersects technology and politics. The growing number of studies in International
Relations focusing on cyber security and technology emerges due to these influences (Cavelty,
2024: 16-31).

In the fourth section, which examines how states consider cyber security as a political
issue, topics such as cybercrime, cyber espionage, and cyber warfare are discussed, highlighting
states' growing interest in this area. It is noted that since the 1980s, the cyber domain has
presented a constantly changing and anarchic situation characterized by malicious software,
damage to critical infrastructure, espionage, and information warfare, prompting states to
implement various policies in this domain. Concepts like Morris Worm, Moonlight Maze, and
Electronic Pearl Harbor are now seen as having social significance and political implications.
As a result, states have moved far beyond merely viewing electronic developments as
reflections of progress. Instead, they must develop policies that consider the threats and attacks
associated with these developments. Consequently, the complex structure of cyber threats
makes it unlikely for states to cope with them individually. At this point, the collaboration
between the public and private sectors requires various partnerships, cooperation, information
sharing, and coordination. It necessitates a tripartite defense approach, which manifests in
combating cybercrime, protecting critical infrastructures, and safeguarding the private sector.
On the other hand, there is a debate about the role of states. Some view the role and degree of
intervention of states or state regulations as essential, while others find it more appropriate for
the private sector to operate autonomously in this area and for market mechanisms to function.

The potential for cybersecurity measures and policies to be repressive is also a significant point
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of contention (Cavelty, 2024: 32-54). This is because there are concerns and related criticisms
regarding the possibility that such measures may limit privacy and freedom of expression.
Nevertheless, cybersecurity is not just a technical issue; it has political, economic, and social
dimensions, and due to various reasons, such as its borderless nature and the anonymity of the
perpetrator, it requires international cooperation. The transformation of states' presence in the
cyber domain that began in the 2000s is discussed in the fourth section. Accordingly, the state,
which was previously involved in the cyber domain for reasons such as combating cybercrime,
preventing service disruptions, and eliminating data breaches, has started to be a direct
supporter or perpetrator of various cyber incidents. The reality of new cyber attacks that can
yield widespread consequences brings to mind disaster scenarios in the collective
consciousness. It compels states to take action to avoid being victims of such possibilities. As
states begin to view the cyber domain as both a threat and an opportunity, they have initiated
measures and efforts to enhance their capabilities. Countries like the USA, Russia, and China
have entered a reality where they invest in cyber capabilities to conduct operations against
political rivals or enemies. The increasing complexity of cyber attacks, associated with more
political and strategic objectives, has resulted in many states seeking to develop their
capabilities. Examples of this new reality include the Stuxnet attack against Iran, efforts to
control internet traffic through programs like TEMPORA, TURMOIL, and TURBINE, and
state-sponsored hacker attacks on the networks of the 2016 Democratic National Committee
and many other US institutions. Therefore, in which states engage as primary actors, cyberspace
has transformed into a synergistic structure that must be addressed with technical concerns and
strategic and political goals and objectives (Cavelty, 2024: 55-78).

In the book's fifth chapter, views are presented regarding the notion that the perception
of cyber threats is, in essence, a result of a political process. Although a centralized structure
has not articulated these perceptions, it is emphasized that they are formed within a political
process and undergo changes over time, ultimately serving cognitive and political objectives.
The importance of this discussion lies in revealing the existence of a political discourse process
in determining what constitutes a threat during the categorization of cyber threats and how it
should be addressed. For instance, while cybercrime is not inherently evaluated politically, it
can be considered an element of security policy when linked to state or non-state actors and
causes significant harm. Similarly, categories like cyber espionage, cyber influence operations,
cyber terrorism, or cyber warfare emerge from the degree of state involvement and the political
processes they pursue or participate in (Cavelty, 2024: 79-103). With states becoming actors in
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cyberspace in all their aspects, there is a belief that various norms that everyone must adhere to

must be developed in this domain.

The book's sixth chapter provides a comprehensive overview of the development of
international cybersecurity norms. States' increasing use of cyber tools to achieve their political
objectives has created the necessity for regulating state behaviors. Diplomatic forums like the
UN have played central roles in establishing regulatory norms. The UN's Group of
Governmental Experts has brought together experts from various countries to work on
foundations such as norms for state behavior, the applicability of international law, confidence-
building measures, and cybersecurity capacity development. However, the disagreements
regarding the applicability of international law in the cyber domain and the balance between
state sovereignty and individual freedoms cannot be overlooked as part of this process. While
Western countries advocate for openness and freedom of expression in cyberspace, states like
China and the Russian Federation have proposed ideas emphasizing state control and
sovereignty. These ideological differences have complicated the norm-formation processes. On
the other hand, given that states have engaged in various actions despite norms, even reaching
the brink of war, the effectiveness of these norms is also a matter of debate. Possible reasons
for this include the time it takes for norms to be adopted, conflicts of interest among state
institutions that would implement these norms, and the inadequacy of norms to restrict the
actions of powerful states. In short, while cybersecurity norms are developing, they are shaped
by the intricate and complex interactions between diplomacy and state policies. However, the

prerequisite for the success of these norms is international cooperation and harmony.

The book's seventh chapter, which operates through cyber incidents, states that these
incidents are significant elements shaping international relations and security strategies. It is
emphasized that cyber incidents, which start by exploiting security vulnerabilities and are
evaluated in the context of technical impacts and socio-political frameworks, have gained
security-political significance. Cyber attacks/incidents resulting from violating cybersecurity
vulnerabilities through malware, worms, Trojan horses, spyware, and ransomware can result in
strategic and significant damage. Therefore, focusing solely on the technical aspects of these
incidents while neglecting their strategic, social, and political contexts will reduce the
effectiveness of security strategies. For this reason, cyber incidents must be addressed

holistically, and it should not be overlooked that they arise from a socio-political process.
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The book's eighth chapter examines the current state of cyber operations, their uses, and
expected benefits. It proves these cyber operations are primarily carried out for espionage and
often manifest as minor disruptions. This chapter mainly explores why states need such
operations, analyzing how technological capabilities and politically encountered constraints
influence their decisions to use cyber operations. The example of Ukraine illustrates that such
cyber operations did not significantly alter the war's course, emphasizing that these operations
are predominantly focused on intelligence gathering. Thus, it is argued that the potential for
cyber operations to cause genuine destruction is limited. Consequently, evaluations suggest that
the strategic value of cyber operations may be overstated while noting that they could be used
to achieve various political objectives. In summary, the idea that cyber operations play a more
supportive role than a coercive or conflict-escalating element in military operations is

emphasized.

In the final chapter, it is highlighted that cybersecurity policies need to be approached
with an interdisciplinary framework due to the multifaceted nature of cyberspace, alongside
predictions that cybersecurity will become increasingly important with the global digital
transformation and that security concerns arising from this transformation will escalate. It is
suggested that the progression of digital transformation may involve various challenges and
inequalities, potentially turning security into a privilege; state-sponsored cyber attacks are
expected to develop in a more sophisticated manner, possessing significant resources, which
may lead to more advanced and effective Cyber-attacks; as societies continue their digital
transformation, states are anticipated to adopt more proactive roles in this area, vying to shape
it; and in the context of strategic competition, digital sovereignty is likely to instigate
transformative changes resonating across diplomatic, economic, and strategic domains. Cavelty
asserts that cybersecurity should be approached interdisciplinarily and anticipates increased
security concerns with digital transformation. The proactive role of states in cyberspace and the

importance of international cooperation are emphasized.

Overall, this book provides a comprehensive analysis not just of existing theories,
practices, or problems in cyber policies but also of ongoing dialogues, developing policies, and
collective actions. It offers a general and thorough perspective that contributes significantly to

the literature and is an essential resource for experts, policymakers, academics, and students.
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SIBER SALDIRILAR ASIMETRIK SAVASIN BiR PARCASIDIR

Naman Bakac*
Orcid: 0000-0002-7806-4827

Israil’in Liibnan’da ¢agri cihazlar, telsiz ve radyo panellerine yonelik gerceklestirdigi eylem;
sosyal bilimciler, bilisim uzmanlari, askeri stratejisiler ile miihendisler tarafindan siber teror
veya siber savas suglar1 kapsamina girip girmedigini giindeme getirdi. Bu giindeme; birkag giin
once CIA eski sefi Leon Panetta’nin saldirty1 terérizm olarak nitelendirmesi ile eylem, siyasi
ve teknokratlar tarafindan da oldukga sofistike ve ilging bulundu. Bu siber teroriin olus bi¢cimine
dair birgok teknik iddialar ve senaryolar da giindeme geldi. Saldirinin teknik kismi kadar failine
dair medyada “olagan siipheli” olarak Israil’in gdsterilmesi de kagimlmaz olmakla beraber,

“olagan siipheli”den saldiriy1 tistlendigine dair herhangi bir agiklama gérmedi kamuoyu.

Israil’in siber terér kapsamina giren bu eylemi; siber giivenlik, siber istihbarat, siber savunma,
siber caydiricilik, siber hukuk, siber tehditler, siber suglar, siber teror, siber savas ve siber
politikalar gibi bir¢ok basligin ne denli hayati ve dncelikli oldugunu bir kez daha gosterdi. Tiim
bu hayati basliklari, Prof. Dr. Nezir AKYESILMEN ile konustuk. Tiirkiye’de ilk akademik
dergi olma ozelligine sahip Siber Politikalar Dergisi’nin editorii olan YESILMEN,
Disiplinlerarasi Bir Yaklasimla: Siber Giivenlik ve Siber Politika ismiyle bir kitapta yaymladi
ve su anda Selguk Universitesi Uluslararas: Iliskiler Béliimii’'nde akademisyen olarak siber
giivenlik, siber politikalar, siber hukuk ve siber suglarin insan haklar iligkisi baglaminda hem

dersler vermekte hem de akademik makaleleri bulunmaktadir.

Siz uzun yillar uluslararasi iliskiler disiplini ile beraber; siber giivenlik, siber politikalar,
siber hukuk, siber uzay ve siber tehditler gibi alanlarda akademik ¢aliymalar yapan ve
Tiirkiye’de bu alanda ilk akademik dergi cikaran bir uzmansimz. 17 ve 18 Eyliil’de
Liibnan’da patlatilan cagr cihazlar, telsizler ve radyo panelleri saldirisina baktigimizda
bu gelismeyi siz nasil okudunuz? Nereye oturttunuz? Isin teknik kismina ve olus bicimine

dair yaklasimimiz nedir?

* Batman Mezopotamya Turizm Mesleki ve Teknik Anadolu lisesi.
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Liibnan’da gercgeklestirilen saldiri, hem bolgesel hem de kiiresel giivenlik agisindan oldukca
dikkat ¢ekici. Israil'in ge¢miste de siber savas ve iletisim sistemlerine yonelik saldirilar
diizenledigini biliyoruz. Bunlardan en dikkat cekeni 2010 yilinda Iran Niikleer Tesislerine
yonelik gergeklestirilen ve tahminen en az 1000 reaktoriin kullanilamaz hale geldigi Stuxnet
saldirisidir. Stuxnet birgok teknik ve statejik agidan diinyada bir ilkti. Fiziksel zarar verdigi i¢in
ilk siber silah olarak kabul edilmektedir, Yine teknik karmasikligi nedeniyle ki o giine kadar
iiretilen en karmasik zararl yazilimdan 20 kat daha karmasikti (kodun uzunlugunun 50 bin satir
oldugu soyleniyor. Yani bir doktora tezi kadar uzun). Siber giivenlik firmalar1 ¢ok sayida
uzmanla kurduklar1 ekiplerle teknik yapisin1 ¢ozmeye calistilar. Sanayi tesislerine yapilan bu
saldir1, air-gap dedigimiz internete bagli olmayan networklara yapilan ilk siber saldirtydi.
Stuxnetten sonra diinya ¢apinda bir siber giivenlik algisi gelisti ve tilkeler o zamana kadar dijital
alan1 bir oyun, eglence, ekonomi ve iletisim alani olarak gérmekten ¢ok bir politika alan1 olarak
gormeye bagladilar. Yani askeri, giivenlik ve stratejik acidan kayda deger bulmadiklarindan
ilgilenmediler. Fakat stuxnet bu algiy1 kiiresel ¢apta degistirdi. Tabi daha 6nce de bu algiy1
farkli diizeylerde kiran gelismeler yasandi.

Internetin ilk 20 yil1 (1969-1989) gérev-ce bariscil ve zararl yazilimin olmadigi bir donemdi.
Fakat 1989°da Morris kurtcugu o zaman internete bagli olan 60 bin bilgisayarin %10’u yani
6000’1 etkilendi. Bu bilinen ilk zararli yazilim olarak kabul ediliyor. Bu saldir1 ve sonrasinda
1990’1ar genelde bireysel diizeyde siber giivenlik algis1 ve endisesini olusturdu. Fakat 2000
yilinda mafya Cocuk saldiris1 olarak da bilinen ve Yahoo, eBay, CNN gibi biiyiik kiiresel
firmalara yapilan saldir1 sonucu network giivenligi ya da kurumsal giivenlik sorunu veya algisi
ortaya cikt1. Hala ulusal ve uluslarararas: giivenlik acisindan alarm zilleri ¢almamusti. ilk zil
2007 yi1linda Rusya menseli oldugu tahmin edilen Estonya’ya yonelik DDoS (hizmet yavaslama
ve engelleme) saldirilar oldu. Tabi en belirletyici olan ise yukarida bahsedilen Stuxnet oldu.
2016 yilinda yine Rusya’nin ABD Bagskanlik secimlerine yonelik saldir1 da bu alandaki basat
ve belirleyici saldirilardandir. Hizbullah’a yonelik bu son saldir1 da en az Stuxnet ve digerleri
kadar ulusal ve uluslarararas1 giivenlik {izerinde etkileri olacaktir.

Telsiz ve Radyo Panellerinin Hedef Alinmasi, Askeri ve Lojistik Koordinasyonu Sekteye
Ugratmak I¢indir

Bu saldiriy1 teknik agidan degerlendirirsek, siber uzayin disinda geleneksel elektromanyetik
alanlar lizerinden yapilan bir saldir1 olarak nitelendirebiliriz. Cagr1 cihazlari ve radyo panelleri
gibi iletisim sistemlerine saldiri, modern savasta bilgi akisini kesmek, psikolojik baski yaratmak

ve iletisimi kopararak sahada taktik istiinlilk saglamak amaciyla kullaniliyor. Teknik olarak,
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bu saldirinin hedefi iletisim altyapisini kirmak ve savunma mekanizmalarini zayiflatmaktir. Bu
da hibrit savasin bir parcasi olarak goriilebilir.

Bu saldir1, sadece fiziksel yikim degil, ayn1 zamanda bilgi ve iletisim sistemlerine yonelik bir
operasyonu temsil ediyor. Siber savas unsurlar1 devreye girerek, kars1 tarafin iletisim aglarini
ve stratejik haberlesme araclarini etkisiz hale getirmeyi hedefliyor. Ozellikle telsiz ve radyo
panelleri gibi iletisim cihazlarinin hedef alinmasi, askeri ve lojistik koordinasyonu sekteye
ugratmak amaciyla yapilmis olmalidir. Bu saldirilar, bilgi iistiinliigii saglama c¢abalarinin bir
parcasi olup, askeri operasyonlar1 zayiflatma, karar alma siireglerini yavaslatma ve psikolojik
iistiinliik elde etme amaci tasir. Israil'in bu saldirilari, bdlgedeki giic dengesini degistirme ve
belirli alanlarda taktik avantaj saglama amaci giidiiyor. Siber saldirilar asimetrik savasin bir
pargasidir. Saldirilarin ahlaki, insani ve hukuki boyutu bir tarafa birakilacak olursa, bu alanda
Israil bu yéntemleri sik sik kullanan ve yenilik¢i yontemler gelistiren bir iilke. Bu yoniiyle
Israil’in en basarili aktdrlerden birisi oldugu agiktir.

Bu saldirilarla ilgili piyasada bir dizi senaryo ve teori var. Bir kismi1 akla yatkin, fakat bir kismi1
siber teknolojinin yapisini bilmeyen tamamen afaki iddialara dayali argiimanlar. Bu saldiri
teknik yoniiyle incelendiginde piyasadaki bir¢ok teorinin dogru olma ihtimalinin diisiik oldugu
goriilecektir. Neden mi? Birincisi, bu bataryalar ya asir1 sarj, ya da sikistirma, darbe ya da
1sinma sonucu patlayabilirler. Bu 6rnekten yola ¢ikarak, simdiye kadar kazara da olsa neden
hic¢ biri patlamadi? Ikincisi, velev ki patladi, bu bataryalar genellikle 500mAh ya da 1000 mAh
olurlar ki boyutlar1 olduke¢a kiiciiktiir. Bunlarin patlatma 6rnekleri internette mevcut. Onlara
bakarsaniz bu kadar biiylik zarar verecek kapasitede olmalar1 imkansiz gibi. Oysa Hizbullah’a
yonelik saldirida gordiigiimiiz patlamalar ¢ok biiyiik patlamalar. Sanki bir Pager bataryasi degil
de elektrikli araba bataryasi gibi. Ugiinciisii, o zaman geriye bir teori kaliyor o da bu cihazlara
onceden patlayict bir diizenegin yerlestirilmis olmasi ihtimali. Bu biiylik bir operasyon
gerektirir. Devlet ve devlet dis1 aktorlerin is birligini gerektirir. Bu nedenle, isin i¢inde hem
Israil devleti hem de baz1 firmalarin olma ihtimali var. Bu firmalar lojistik firmas olabilecegi
gibi, iiretici firma da olabilir. Dordiinciisii, diyelim ki diizenek kuruldu, bir de o diizenegi
patlatacak bir yazilim gelistirmeniz ve bu cihazlara yiiklemeniz gerekir. Bu da zaman ve biiyiik
bir caba gerektirir. Bu siireci tam olarak anlamak i¢in daha ¢ok bilgiye ihtiya¢ var. Bu zamanla
ortaya cikacaktir. Fakat bu saldir1 siber giivenlik tarihinde bir doniim noktasi olacaktir. Tipki
2000 y1lindaki mafya ¢cocuk saldirisi, 2007deki Estonya’ya yonelik DDoS saldirilar1 ve 2010°da
[ran niikleer tesislerine yonelik Stuxnet saldirist gibi.

Bu Saldiri, Teknik ve Sosyal Miihendisligi Birlestirdigi i¢cin, Hibrit Bir Siber Saldiridir
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Bu saldir1 salt teknik bir saldir1 olmayip, ayni zamanda dolandiriciliga dayali bir sosyal
mithendislik saldirisidir da. Bu nedenle, bu saldir1 hem teknik hem de sosyal miihendislik
yontemlerini birlestirdigi i¢in hibrit yani karma bir siber saldiridir. Uluslarararasi siber
saldirilarda teknik saldirilar1 engellemeye yonelik ciddi dirtinler gelistirilmis durumdadir.
Teknik saldirilarin basarilt olma ihtimali artik daha zor. Fakat kullanici hatasi, manipiilasyon
zaafi ve dolandiriciliga dayali sosyal miihendislik saldirilarinin basari orani ¢ok yiiksek. Sosyal
miithendislikte yontemler bitmez. Bu nedenle 6nlem almak olduk¢a zordur. Bu nedenledir ki
son yillarda basarili siber saldirilarin %90’indan fazlasini sosyal miihendislik saldirilari
oldugunu ileri siiren raporlar var.

Toparlayacak olursak, bu saldir1 ve kullanilan teknikler daha ¢ok tartigilacak ve muhtemelen
higbir zaman isin aslin1 tam olarak 6grenemeyecegiz. Fakat sunu iyi bilmeliyiz ki bugiin Siber
teknoloji alaninda geldigimiz nokta ve siber saldirilarin geldigi diizey isin daha baslangicinda
oldugunu ileri siirmek yanlis olmaz. Teknoloji gelistik¢e yeni kolayliklar ve konforun yaninda
yeni saldir1 yontemleri ve tehditler ortaya ¢ikmaktadir. Siber teknoloji bugiin bag dondiiriicii bir
hizla gelisiyor ve hayatimiza getirdigi yenilikler (degisimler) de bas dondiiriicii bir hizla artiyor.
Uluslararasi Siber Hukuk Cok Zayif, Son 1 Aya Kadar Bm’de Yapilmis Tek Bir Siber
Hukuk Anlagsmasi Yoktu

Saldirimin teknik kism disinda bir de hukuki, siyasi ve askeri kismina bakilacak olursa,
siber hukuk ve siber politikalar alaminda yetkin bir isim olarak Israil’in bu saldirisi
uluslararasi iligkiler literatiiriinde neye tekabiil ediyor? Siber su¢lar baglaminda israil,
neyle itham edilebilir? BM ve uluslararasi hangi kurum harekete gecebilir? Mesela bu
bir siber teror veya siber savas sucu mudur? Eger dyleyse hangi kurum, ne yapmahdir?
Maalesef uluslarararasi siber hukuk oldukea zayiftir. Ulusal ve bolgesel gapta bir takim hukuki
diizenlemeler olsa bile, son bir aya kadar BM nezdinde yapilmais tek bir siber hukuk anlagmasi
maalesef yoktu. BM iiyelerinin 6zellikle biiyiik gii¢lerin siber alanla ilgili farkli diigiinmesi ve
farkli ¢ikarlara sahip olmasi nedeniyle, uzun yillar bu alanda hi¢bir anlasma yapma basarisi
gosterilemedi. Ta ki 8 agustos 2024 tarinde kabul edilen siber suglarla miicadele anlagsmasina
kadar. O da ¢ok dar ve ciddi miidahalelerle bir¢ok konuda 6zellikle insan haklar1 ve ifade
Ozgirliigiiniic koruma konusunda haddinden fazla devlet merkezli oldugu elestirilerini
almaktadir. BM'nin siber saldirilara yonelik net bir mevzuati olmamakla birlikte, 2015 yilinda
kabul edilen siber suglarla miicadeleye dair kiiresel inisiyatifler ve Uzmanlar Grubu Raporu
uluslararas1 hukuk cergevesinde siber saldirilar1 diizenlemektedir. Fakat sunu unutmayalim ki
bu diizenleme bir anlagsma degil, yani devletler iizerinde baglayici degildir. Tavsiye

niteligindedir, fakat yine de bir referans metindir.
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Siber hukuk agisindan bakildiginda, Israil’in bu saldirisi, uluslararast hukukta heniiz tam
anlamiyla diizenlenmemistir. Ancak yine de mevcut hukuki cercevelere dayanarak bu
saldir1 uluslararas1 insancil hukuk, Birlesmis Milletler (BM) Sart1 ve siber suglara karsi
miicadele eden uluslararasi normlar kapsaminda ele alinabilir. Israil'in saldirilar toplumu korku
ve dehsete sevk ettigi icin terér, ya da siber terdr olarak degerlendirilebilir. Yine BM
saldirmazlik ilkesi geregi egemen bir iilkenin topraklarina saldir1 diizenledigi i¢in uluslarararasi
hukuku ihlal eden, saldirmazlik ilkesini ¢igneyen, bir devletin toprak biitiinliigiine ve/ya siyasi
bagimsizligina yonelik saldir1 sugu olarak degerlendirilebilir. Israil, bu saldirryla sivil iletisim
altyapilarina zarar vermisse, bu durum uluslararasi insancil hukukun ihlali olarak
degerlendirilebilir. Cenevre Sozlesmeleri ve ek protokoller, savas durumunda sivillerin
korunmasini sart kosar. Sivil iletisim aglarina yonelik saldirilar, orantisiz gii¢ kullanimi ve sivil
hedeflere zarar verme suglamalarina yol agabilir.

Bu Saldiri, Toplumu Korku Ve Dehsete Sevkettigi Icin Siber Terére Girebilir

Ozetle israil neyle suglanabilir:

1. Egemen bir devlete kars1 yasadisi kuvvet kullanimi: BM Sarti'na aykiri olarak kuvvet
kullanimi ve siber saldir1 gerceklestirmek.
2. Sivil altyapiya zarar verme: Cenevre Sozlesmeleri ve insancil hukuk agisindan, sivil
altyapilara zarar verildigi iddia edilebilir.
3. Orantisiz gii¢c kullanimi: Eger saldirinin askeri bir gerekliligi asarak sivil halki hedef
aldig1 gosterilirse, orantisiz gii¢ kullanim1 suglamasi yapilabilir.
4. Siber savas sucu: Saldirinin dogasi geregi, askeri ve sivil hedefler arasindaki farki
gozetmeden yapilan siber saldirilar, savas sucu kapsamina girebilir.
5. Siber terdr: Toplumu korku ve dehsete sevk ettigi i¢in siber terdre girebilir.
Tabi biitiin bunlar igin Israil’in bu saldirilar1 isledigine dair net kanit gereklidir. Zira siber
saldirilarda failleri bulmak ¢ogu zaman zordur. Hatta sofistike saldirilarda bu imkansiza yakin
bir zorlugu ifade ediyor. Literatiirde 1yi bilinen Estonya’ya yonelik DdoS saldirilari, Stuxnet,
ABD secimlerine yonelik saldirilarda bile itham edilen taraflar hi¢bir zaman sorumluluk kabul
etmediler. Zira, bu saldirilart ortaya cikaracak teknik bir bilgi ve uygulama heniiz mevcut
degildir. Fakat genelde siber saldirilar fiziksel ya da kinetik ¢atigsmalarin devami niteligindedir.
Estonya’ya yonelik saldir1 yapildiginda Rusya ve Estonya arasinda devam eden bir gerginlik
vard, Iran’a yonelik Stuxnet saldiris1 Iran-Bat1 ya da ABD ve Israil ile olan ¢atismasi sonucu
yapildig1 tahmininden yola ¢ikilarak ve saldirinin teknik karmasiklig dikkate alinarak ABD ve

Israil fail olarak ilan ediliyor. Yine ABD se.imlerine miidahale ABD ile var olan ¢atismasinin
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bir devami olabilecegi gergegiyle ileri siiriiliiyor. Tabi bu konuda yiiriitiilen bazi1 hukuki siiregler
de 6nemli ipuglar1 vermisti. Son olarak Israil ve Hizbullah arasinda var olan kinetik catismadan
ve saldirinin teknik karmasikligindan (bu kadar karmasik bir teknik saldirryr ancak Isral
yapabilir algisindan) yola ¢ikilarak Israil fail olarak gosteriliyor.
Siber Terore Karsi; BM, UCM Ve Uluslarararasi Telekominikasyon Birligi Devreye
Girebilir

Ozellikle siber terdr ve siber savas suclari incelendiginde, Birlesmis Milletler, Uluslararasi
Ceza Mahkemesi (UCM) ve Uluslarararas1 Telekominikasyon Birligi (ITU) gibi kurumlar
devreye girebilir. Glivenlik Konseyi, bu tiir olaylar1 ele almak ve uluslararasi baris1 ve giivenligi
saglamakla gorevlidir. Konsey, bir sorusturma baslatarak olayin tiim yonlerini inceleyebilir ve
gerekli yaptirimlart belirleyebilir. UCM, eger bu saldirida bireysel sorumlulugu olan kisiler
varsa ve ilgili devletler UCM'ye {liye ise, bu kisiler hakkinda dava acilabilir. Uluslararas:
Telekomiinikasyon Birligi (ITU) siber giivenlik konusunda uzmanlasmis bir kurulustur. Bu tiir
olaylar karsisinda {iye devletlere teknik destek saglayabilir ve uluslararas: standartlar
cergevesinde bu saldirilarin insani ve hukuki boyutlarini degerlendirebilir. Tabi burada iki
temel sorun var. Birincisi, siber alanda askeri ve sivil alan ayirimi maalesef yoktur. Dijital
alanda sinirlar olmadigindan, sivil ve askeri alanlari ayirmak da imkansizdir. Bu nedenle,
hukuki anlamda kesin bir degerlendirme yapmak zordur. Ikincisi, ulusal diizeyde oldugu gibi,

uluslarararasi diizeyde de hukukun giicii degil, gii¢liiniin hukuku karsimiza ¢ikmaktadir.

ingilizce ve Tiirkce ¢ikardigimiz akademik bir dergi olan Siber Politikalar Dergisi’nde Elif
Giirdal Limon’un Askeri Haberlesme Sistemleri iizerine 2023 tarihli dikkat cekici bir
yazisini okudum. Yazida; “Siber giivenlik ortami devletlerin ve diger aktorlerin bir savas
alani olarak gordiikleri ve ulusal giicleriyle biitiinlestirdikleri bir konu haline gelmistir. Bu
acidan siber giivenlik ulusal giivenligin bir parcasidir. Siber savas diger savag tiirleri
arasinda yerini almigtir” diyor. Siber giivenlik, nasil ulusal giivenligin bir parcasi haline
geldi? Siber savas, diger savas tiirleri arasindaki yerini nasil almis oldu?

Elif Giirdal Limon’un makalesinde de vurgulandig gibi, siber giivenlik, devletlerin ve diger
aktorlerin stratejik ¢ikarlar1 dogrultusunda giderek ulusal giivenligin ayrilmaz bir pargasi haline
gelmistir. Bu doniistim, teknolojinin hizla ilerlemesi ve dijital altyapilarin giinliik hayatin ve
devlet isleyisinin merkezinde yer almasiyla dogrudan baglantilidir. Siber savasin diger savas
tiirleri arasindaki yerini almasi ve siber glivenligin ulusal glivenligin ayrilmaz bir bileseni haline

gelmesi birka¢ 6nemli gelismeye dayanmaktadir.
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Devletler, askeri, ekonomik, sosyal ve siyasi islevlerini yiiriitmek i¢in kritik altyapilarinda
dijital teknolojilere daha fazla bagimli hale geldi. Bankaciliktan enerji sistemlerine, iletisim
aglarindan ulasim altyapilarina kadar bircok alan, siber tehditlere agik hale geldi. Bu
dijitallesme, saldiriya agik daha fazla alan yaratirken, ulusal giivenlik i¢in de siber savunmanin
onemini artird. Ornegin, elektrik sebekeleri gibi kritik altyapilara yonelik siber saldirilar, genis
capl elektrik kesintilerine ve toplumsal kaosa yol acgabilir. Bankacilik ve finans sistemlerine
yonelik saldirilar, ekonomik istikrar1 tehdit edebilir. Ya da askeri komuta ve kontrol
sistemlerine yonelik saldirilar, tilkenin savunma kabiliyetini zayiflatabilir.

Ayrica 2000’11 yillarin ortasindan itibaren ilkeler ulusal siber giivenlik strateji belgeleri
gelistirmeye basladilar. Bu belgeler genelde o iilkelere yonelik siber riskler ve tehditleri
belirlemekte ve onlara karsi alinabilecek teknik, hukuki, kurumsal kapasite gelistirme ve
isbirligine yonelik 6nlemleri, politikalari, stratejileri ve uygulamalar1 kapsamaktadir. Yine son
yillarda aralarinda Tiirkiye (son ulusal siber ggvenlik strateji belgesinde bu vurgu var), Cin,
ABD’nin de yer aldig1 bircok iilke ulusal giivenlik strateji belgelerinde acikga siber giivenligin
ulusal giivenligin dnemli bir bileseni haline geldigini ifade etmektedir.

Bu nedenle, siber giivenlik artik yalnizca teknik bir mesele degil, ayn1 zamanda politik ve hatta
sosyolojik bir sorundur. Teknik énlemlerin yaninda savunmay1 giiglendirecek hukuki vesiyasi
karar ve stratejiler gerektiriyor. Bunun 6tesinde toplumu siber giivenlik kiiltiirii konusunda
bilgilendirmek ve bilinglendirmek gerekiyor. Ozellikle siber giivenlik kiiltiirii diyorum Ciinkii
siber giivenlikten farkli olarak siber giivenlik kiiltlirii pozitif giivenlik anlayisina dayali bir
kavramdir. Pozitif gilivenlik de salt olumsuzluklar ve siber saldirilar1 6nlemeye yonelik bir
strateji olmayip, giivenlik ve 6zgiirliik dengesini koruyan bir anlayistir. Negatif giivenlik ise,
herseye ragmen, hak ve hukuk pahasina gilivenligi saglamaktir. Oysa bu anlayis bir giivenlik
politikas1 degil aslinda kendisi bir giivenlik sorunudur. (Pozitif) Siber giivenlik ozetle
vatandasin temel hak ve ozgiirliiklerini koruyan, acik ve erisilebilir internet saglayan ve ayni
zamanda giivenligi thmal etmeyen bir glivenlik anlayisidir.

Siber gilivenlik bugiin devletlerin ulusal giivenligini koruma stratejilerinin bir pargasi haline
geldi. Devletler, dijital altyapilarin1  korumak i¢in siber ordular ve siber savunma
mekanizmalari olugturmak zorunda kaldilar. Siber ordu deyince iiniformali, silahli asker
diistinmemek gerekir. Bu alanda faaliyet gosteren bilgisayar uzmanlarindan olusan kisiler ve/ya
sirketler olabilir. Bugiin bir¢ok siber giivenlik firmasi aslinda o tilkelerin ordularina bagli sivil
goriiniimlii siber ordunun bir parcasidir. Bu nedenle, bu tiir yapilanmalardan dolay literatiirde
yeni vekalet savaglari kavrami gelistirildi. Yani devletler diger bir devlete ya da yapiya

saldirirken ortaya ¢ikma ihtimaline binaen uluslarararasi sug tegkil etmesin diye bu sirketler
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tizerinden saldir1 yaparlar. Siber giivenlik, geleneksel ulusal gii¢ unsurlarma (askeri giic,
ekonomik gii¢, diplomatik gii¢) ek olarak yeni bir ulusal gii¢ unsuru olarak kabul gérmeye
basladi. Bir tilkenin siber kapasitesi, diger tilkelerle olan iliskilerinde ve uluslararasi arenada
rekabet¢i konumunda belirleyici rol oynar.

Kisacasi, siber giivenligin ulusal giivenligin 6nemli hatta bence en 6nemli bileseni haline
gelmesinin baglica bir ka¢ nedeni var. Birincisi, giderek hayati 6nemi artan bilginin kontrolii.
Bilgi dedigimiz sey internette paylasilan yazi, resim, video, gorlinen ve gériinmeyen her tiirlii
datay1 igerir. Ikincisi, eenerji, ulasim, iletisim, finans ve ticaret gibi kritik altyapilar giderek
daha fazla siber ortama bagimli hale gelmistir. Bu altyapilara yonelik siber saldirilar, bir
iilkenin ekonomik ve sosyal hayatini felg edebilir. 2007°de Estonya’da oldugu gibi. Ugiinciisii,
siber teknoloji askeri operasyonlar1 desteklemek, maliyetlerini diisiirmek ve hatta kargi tarafi
saskina ¢evirmek i¢in kullanilan ciddi bir ara¢ hatta silah haline geldi. Bu da askeri rekabeti bu
alana tasidi ve asimetrik bir alan olusturdu. Yine bu c¢er¢evede, devletler arasindaki
rekabet, siber alana da taginmustir. Siber casusluk, siber sabotaj ve siber propaganda gibi
faaliyetler, devletler arasinda yeni bir ¢atigma alanini olusturmustur.

Siber savas, ya da siber ¢atigmalar asimetrik savas tlirlerinden biri olarak kabul edilmeye
basland1. Geleneksel savaslarda giiclii askeri gilice sahip devletler avantajliyken, siber savasta
bu denge bozulabilir. Zayif devletler veya devlet disi aktorler bile sofistike siber saldirilar
diizenleyerek biiylik devletlerin kritik altyapilarina zarar verebilir. Tabi siber savas kavrami ¢ok
da hazzettigim bir kavram degil. Siber alan1 asir1 sekilde giivenliklestiren ve bu yonde 6nlemler
almay1 tesvik ettigi i¢in. Siber alanda birakalim devletler ya da biiytik sivil yapilar1 bazen bir
kisi hatta bir ¢ocuk bile bir devlete muazzam zarar verebilir. Bunun en tipik 6rnegi 2015 yilinda
Kane Gamble adinda 15 yasindaki bir Ingiliz cocuk Irak ve Afganistan savaslarina tepki olarak
o zamanki CIA bagkani John Brennen’in kisisel sosyal medya hesaplarini hackleyerek 2000
tizerinde CIA ajanin kisisel bilgileri ile 10 binlerce gizli savas belgesini ifsa etti. Dijital alan
devletlerin yaninda kisiler dahil olmak {izere devletdisi aktorleri de fazla gii¢lendiriyor. Hatta
bugiin siber alanin en giiclii aktorleri devletler degil, big-tech firmalar1 denilen biiyiik teknoloji
firmalaridir. Bunlar Cisco, IBM, Microsoft, Google, Twitter vs’dir. Biitlin bunlar siber
catismalar1 ya da siber savaslari asitmetrik yapmak i¢in agik delillerdir. Diisiiniin 15 yasindaki
bir cocuk CIA tarihinin en biiyiik zararmi verebiliyor. Bu durum, siber savasin klasik savas
tiirleri arasindaki yerini saglamlastirmasina neden oldu.

Uluslarararasi Diizenin Karar Alicilari, Kendilerine Yakin Ulkelerin Teror ve Savas

Suc¢larini Gormezden Geliyorlar
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Isin teknik kismn disinda, uluslararas: iliskiler béliimiinde bir akademisyen olarak,
Israil’in Gazze ve Liibnan’daki bu savas sucu ve terér uygulamalarina karsi, bolgesel ve
kiiresel barisi, kiiresel hukuku ve insan haklarim korumak baglaminda Israil’i
durdurabilecek aktoér veya kurum neden cevval degil? Neden durdurulamiyor Israil?
Savas sucu ve terorden yargilanabilecek yiizlerce kuvvetli delil varken uluslararasi
kurumlarin varlik sebebi ve misyonu sorgulaniyor bildiginiz gibi diinya kamuoyunda.
Mevcut uluslararasi diizen Israil’in giivenligi icin mi sekillendi diye insan sormadan
edemiyor. 2.Diinya savas1 sonrasi sekillenen Pax-Americana veya demokratik liberal
uluslararas1 diizen bu haliyle devam edebilir mi? Gazze’deki soykirnmdan sonra
uluslararasi diizenin nasil sekillenecegini 6ngoriiyorsunuz?

Uluslarararasi barig ve istikrar1 korumak basta Birlesmis Milletler ve biiyiik giiclerin hukuki ve
ahlaki sorumlulugudur. Bunun yaninda diger uluslararararasi orgiitler ve devletler hatta tiim
toplum organlarinin hukuki ve ahlaki sorumluluklari s6z konusudur.

Uluslarararas1 miidahale ve yaptirimlar hususunda da maalesef ¢ok kere ¢ifte standartlara sahit
olmaktay1z. Uluslarararasi diizenin karar alicilar1 kendilerine yakin tilkelerin terdr ve savas
suclarini gérmezden gelebiliyorlar. Bunu sadece Israil drneginde degil, son 80 yilda bunun ¢ok
ornegini gordilkk. Bagka {ilkelerin topraklarinda terér estiren, hatta isgal eden, kendi
vatandaslarina yonelik sistematik insan haklar1 ihlali yapan bircok iilke uluslarararasi arenada
yaptirimlara maruz kalmasi gerekirken, ceza almadan hatta bagkasini ayn1 suglarla suglayarak
da gezebiliyor. Bu cifte standart menfaatler s6zkonusu oldugunda cogu kisinin/toplumun ve
tilkenin bagvurdugu hatta savundugu bir yol. Herkes kendi teroriinii mesru goriiyor maalesef.
Is kendisine gelince o farkli deyip isin i¢inden siyriliyor. Diger birgok devlet de ‘zamani gelince
lazim olabilir’ diyerek bu hukuksuzluklara ya sessiz kaliyor ya da ciliz bir tepki veriyor.
Bunun yaninda bu alanda BM ¢ercevesinde baglayici karar alma yetkisine sahip tek organ BM
Giivenlik Konseyidir (BMGK). BMGK yapist itibariyle demokratik olmadig: gibi, bes daimi
tiyenin sahip oldugu veto hakki da bir¢ok hukuksuzluga kaynaklik etmektedir. Bu nedenle,
Geng Sivillerin gelistirdigi ve sontrasinda Erdogan’in sik¢a kullanarak uluslararasilastirdigi
‘Diinya Besten Biiyiiktiir’ slogan1 yerinde bir tespittir. Fakat bu slogan bana kalirsa eksiktir, is
adalet ve hukuka geldiginde diinya 200’den (yaklasik 200 olan iiyesine atfen) de biiyiiktiir.
Gergekte bir adaletin saglanabilmesi i¢in devletleri de asan kiiresel demokratik bir yapiy1 ve
isleyisi hedeflemeliyiz. Aksi takdirde devlet-merkezli her diizen i¢inde yapisal olarak biiyiik
adaletsizlikleri ve istikrarsizliklar igerir. Kisacasi, burada sorun yapisaldir ve ciddi bir BM
reformuyla ancak miimkiin olabilir. O da bugiinkii konjonktiirde olduk¢a zor goriinmektedir.

Bir takim revizyonist talepler var, fakat statiiko ¢cok daha gii¢lii goriiniiyor.
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Siber Uzay, Uluslarararasi Iliskilerdeki Anarsik Diizeyi Artird:r ve Anarsiyi Gercek Bir
Hobsiyan’a Cevirdi

Diger onemli bir husus, uluslarararasi orgiitlerin kendilerini olusturan devletlerden bagimsiz
olamamasi. BM diyoruz ama BM, onu olusturan iiyeler ve karar alma yetkisine sahip olan giiclii
ilkelerden bagimsiz bir yap1 degildir. Evet basta BM olmak tizere diger uluslarararasi orgiitlerin
bir dizi eksikleri var, zaaflar1 var. Bu konuda 1970’lerden beri gelistirilen genis bir akademik
literatiir var. Fakat yine bu orgiitler diinya barisi i¢in hayati bir gérev ifa etmektedirler. Bugiin
BM’yi uluslararasi sitemden ¢ekersen hala mevcut olan 350 uluslarararasi ¢atisma ve 40 olan
savasin en az 10 katina ¢ikmasi igten bile degildir. O zaman kimin giicii kime yeterse politikas1
devreye girecektir. Bugiin uluslararast kurumlardan ¢ekindigi i¢in saldirgan olamayan bazi
ilkeler, ilk firsatta saga sola saldiracaklardir. Zaten son yillarda sistem kismen zayiflayinca
Afrika, Ortadogu ve Kafkaslarda bunun bir¢ok 6rnegini goérdiik. Bu kaos ve hobsiyan anarsik
diizen daha da derinlesecektir. Aslinda bunu siber uluslarararasi iligkilerle de agiklamak
miimkiindiir. Ciinkii son fiziksel tehditlerden bagimsiz olarak, siber uzay uluslarararasi
iliskilerdeki anarsik diizeyi arttirdi. Gergek hobsiyan bir anarsiye g¢evirdi. Unli MIT
hocalarindan Misir asilli ve siber politika onciilerinden Prof. Nazli Choukri buna hiper anarsi
diyor ki dogrudur. Zira fiziksel uluslarararasi iliskilerde gorece bir diizen saglayan
uluslarararasi oOrgiitler, uluslarararas1 hukuk, uluslarararasi toplum, diplomasi gibi kurumlar
siber uluslarararasi iligkilerde ya ¢ok zayiflar ya da hi¢ yoklar. Bu nedenle, buradaki diizen
oldukgca catismali olan hiper anarsik bir ortamdir, der. Son Israil saldirilar1 da bunu hem fiziksel

hem de siber alanda agik¢a gostermektedir.

Batinin israil'i Desteklemesi, Liberal ve Ahlaki Degerleri Gozardi Eden Bir Yaklasimdir
Tabi ki bu kurumlan elestirelim, daha iyisi i¢in c¢abalayalim fakat yipratmamaya 6zen
gostermeliyiz. TV’lerde bu konularda ilber Hoca’nin ifadesiyle oldukca cahil olan bazi
kimselerin bu kurumlari tahfif etmesi, asagilamasi, gereksiz gdstermesi, hatta ¢ete ve teror gibi
haddi asan sifatlar kullanmasi ciddi bir sorumsuzluk gostergesidir. Bu kadar cehalet okumakla
olur dedirten cinsten bir yaklasim. Daha &nemlisi, Israil konusunda ya da baska baz1 hususlarda
uluslarararas1 orgiitlerin olabildigince gli¢lii ve cevval olmasini arzulayan bazi kisiler, isin ucu
kendilerine degince ya da desteklemedikleri hususlara gelince bu orgiitlerin bu kadar yetkiye
sahip olmamas1 gerektigini savunan tutarsiz hatta ahlaksiz kisilige biirtiniiyorlar.

Maalesef Giivenlik Konseyinde daimi iiyeler olarak yer alan basta ABD, Fransa ve Ingiltere,

Israil'i giiclii bir sekilde destekliyorlar. ABD kosulsduz bir destek sunuyor. Bu yaklasim hem
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ABD’ye hem de Pax-Amerikana olan uluslarararasi sisteme ¢ok ciddi zarar veriyor. Bugiine
kadar savunageldikleri liberal ve ahlaki degerleri gézard1 eden bir yaklasim. ABD’de giiglii bir
yahudi lobisi var. Fakat parti fark etmeksizin bu kosulsuz destek artik lobi sirketlerini de asan
hatta ABD’de belli ¢evrelerde elestirilen bir noktaya geldi.

Mevcut uluslararasi diizen, 20. yiizyilin ikinci yarisinda birgok alanda basarilar elde etse de,
ozellikle Israil-Filistin gatigmasi basta olmak iizere birgok benzer catismalari ydnetmede
gosterdigi zaafiyet nedeniyle bu diizenin siirdiirtilebilirligi artik biiylik bir soru isaretidir. Son
Gazze saldirilari, bu diizenin ne 6lciide isledigini sorgulatan en ¢arpici drneklerden biridir. Ifade
ettiginiz gibi bu siire¢ devam ederse mevcut uluslarararasi sistem zaten bir sorgu siirecinde,
daha da sorgulanacak ve alternatiflere daha fazla ac¢ik hale gelecektir. ABD ve batinin bu
kosulsuz destegi ayn1 zamanda uluslararasi diizeyde insan haklar1 ve demokrasi arglimanlarini
da zayiflatmaktadir. Baska yerde bu degerleri 6nceledigini sOyleyen aktorler eger, bir¢ok
gostergeye gore savas sucu, insanliga karsi su¢ ve soykirim sugu teskil eden Israil saldirganlig
savunmaya devam ederslerse bu degerleri gerek¢e gostererek artik kimseyi ikna
edemeyecekler. Ikna olmayinca da kolay kolay bu ihallerin yogun oldugu ve miidahale
gerektiren baska yerlerde de uluslarararasi kamuoyunun destegini bulamayacaklar. Bu da
mevcut sistemi zaafa ugratacaktir. Hatta buna alternatif teokratik rejimlerin kurulacagi olduk¢a
baskici ve zalim diizenler bile ciddi destek almaya baslayacaktir. Uluslarararasi sitem maalesef
boyle bir trende girmis durumda. Bu terndin bizi gdtiirecegi durak maalesef daha bariscil ve

Ozgiirliik¢ii olmayacaktir.

Dijital Caydiricilik Siber Giice Pararlel Bir Olgudur

Cikardigimz derginin 2021°deki 11.sayisinda Ozan Sabri Tuncer’in “Siber Caydiricilik”
iizerine ilgin¢ bir makalesi vardi. Bu makaleden hareketle siber teror, siber saldir1 ve
siber suclara karsi siber caydiricihi@: saglamanin yolu yordamu iizerine neler soylersiniz?
Siber caydiricilik kapasitesini artirmak icin ne tiir stratejiler izlenmelidir? Bununla
iliskili siber ordu kurma, siber istihbarat gibi literatiirde yer alan gelismeler, siber
saldirilar ve siber savaslar karsisinda onleyici ve caydirici nasil olunabilirler?

Dijital alanda siber caydiricilik var mi? tartigsmasi uluslarararasi iliskilerde son 10 yilda ¢okta
tartisildi. Kimisi yok dedi, kimisi var da zayif dedi, kimisi niikleer caydiciligi bile asan bir
diizeyde dedi. Siber caydiricilik, devletlerin veya diger aktdrlerin siber saldirilara karsi caydirict
giiclerini artirmalarin1 gerektirir. Bunun i¢in, gii¢lii bir siber altyapi, yazilim ve donanimin yerli

iiretimi, giiclii bir siber hukuk ve kurumsal g¢erceve, kapsamli bir teknik ve biling egitimi ve
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uluslarararasi isbirligi gerekir. Bu baglamda, Ozan Sabri Tuncer’in makalesin de gectigi gibi,
caydiriciligr saglayan temel unsurlar arasinda giiclii altyapi, siirekli siber tatbikatlar, isbirligi,
egitim ve karsi saldir1 kapasitesi yer aliyor.

Dijital caydiricilik siber giice pararlel bir olgudur. Siber gii¢c kendi basina birsey ifade etmez,
diger ulusal gii¢ unsurlartyla birleserek ancak ulusal giiciin bir bileseni olur. Bu ¢ergevde,
uluslarararasi istatistikler ve endexler bize bir takim ipuglar1 verebilir.

Cambridge Belfer Merkezi tarafindan olusturulan daha 6nce bir akademik ¢alismamda
kullandigim Ulusal Siber Gii¢ Endeksi (NCPI), 30 tilkenin siber yeteneklerini, siber
yontemlerle yedi yetenegi elde etme ¢abalarini degerlendirerek analiz eder. Bu yetenekler;

* Saldirgan siber gruplarin gozetlenmesi ve izlenmesi,

* Ulusal siber savunmalarin gii¢lendirilmesi ve gelistirilmesi,

* Bilgi ortaminin -siber uzayin- kontrol edilmesi ve manipiilasyonu,

* Ulusal giivenlik i¢in yabanci istihbarat toplama,

* Ticari kazang veya sanayi biiyiimesinin gelistirilmesi,

* Bir diismanin altyapisini ve yeteneklerini yok etme veya etkisiz hale getirme, ve,

¢ Uluslararasi siber normlar1 ve teknik standartlari tanimlama giicii. (Moo, J., Hemani, 1.,
Jones, S., DeSombre, W., Cassidy, Dan. & Schwarzenbach, A. (2020). National Cyber Power
Index 2020. Belfer Centre; Akyesilmen, N. (2022). Tiirkiye in the global cybersecurity arena:

335

Strategies in theory and practice. Insight Turkey, 24(3), 109-134 ve ).
NCPI, iilkelerin gozetim, savunma, kontrol, istihbarat, ticaret, saldir1 ve normlar dahil olmak

tizere ¢esitli alanlardaki niyet ve yeteneklerini analiz eden tablo asagidadir.
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Graph 1: NCPI 2020: Most Comprehensive Cyber Powers
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Kaynak: https://www.belfercenter.org/sites/default/files/2024-09/NCPI1_2020.pdf

Siber Caydiriciigi Artirmanin En Onemli Unsuru, Yerli Yazilim ve Donanim

Kapasitesini Artirmaktir

Siber caydiricilik, potansiyel saldirganlari eylemlerinden vazgegirmek amaciyla belirli

maliyetler ve riskler olusturarak, saldirinin sonug¢larinin olumsuz olacagini gosteren bir

stratejidir.

e Siber caydiricilik kapasitesini artirmak i¢in izlenebilecek bazi stratejiler soyle

siralanabilir.

e Oncelikle uygulanabilir, ger¢ekgi ve seffaf bir ulusal siber giivenlik strateji belgesini

ortaya koyabilmek,
¢ Yazilim ve donanim iiretme kapasitesini arttirmak,

e Teknolojik altyapilar1 giincel ve giiclii tutmak,

o Kiritik altyapilarin korunmasi i¢in ulusal ¢erceveler ve uygulamalr gelistirmek,

e Siber giivenlik farkindaliginin artirilmasi,
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e Siber giivenlik egitimi, 6zellikle Avrupa Konseyi’nin gelistirdigi dijital vatandaglik
egitimini ya da OECD’nin kiiresel vatandaslik egitimini yayginlasrarak miifredatin her
diizeyine yerlestirmek,

e Giincel tehditlere kars stirekli giincellenen savunma mekanizmalar1 gelistirmek,

e Potansiyel tehditlerin erken tespiti,

e Karsi saldir1 planlarinin gelistirilmesi,

e Siber saldirilarin tespit edilmesi ve engellenmesi i¢in gerekli teknik bilgi ve becerilerin
gelistirilmesi,

¢ lyi koordine edilmis ve giiclii ulusal siber olaylara miidahale ekiplerinin gelistirilmesi,

e Diger tilkelerle isbirligi ve bilgi paylasimi,

e Ortak operasyonlar ve tatbikatlar,

e Uluslararasi standartlarin gelistirilmesi,

e Siber suglarla miicadeleye yonelik yasal diizenlemelerin yapilmast,

e Siber suglularin cezalandirilmasinin saglanmasi

e gibi bir dizi strateji gelistirilebilir. Fakat en 6nemlisi nedir derseniz yerli yazilim ve
donanim {iretme kapasitesinin gelistirilmesi, dijital vatandaslik egitimi ve ulusal ve
uluslarararasi isbirliklerinin gelistirilmesidir. Siber giivenlikte en zayif halka bireydir
ya da kullanicidir. Bu nedenle teknik ve bilinmglendirme egitimi siber giivenligin en

temel tasidir. Acil ve anlik bir ihtiyagtir. Gecikmeksizin 6nlemler alinmalidir.

Bircok Konuda Oldugu Gibi Tiirkiye’de Siber Alanda da Ciddi Sefaffik Sorunu Var
Cumhurbaskam Erdogan, 7 Ekim’den beri Israil’in isgalci ve yayillmaci politikalarinin
Gazze’den sonra sirasiyla Liibnan, Suriye ve Tiirkiye gibi bolge iilkelerini de
kapsayacagini ve siramin bolge iilkelerine geleceginden dem vuruyor. israil’in isgalci ve
yayillmaci politikasi ile gelecek olasi siber saldirilara ve siber savasa karsin, Tiirkiye’deki
siber giivenlik kurumlarinimim kapasitesini nasil buluyorsunuz? Siber ordu, siber
istihbarat, siber savunma ve literatiirde siber uzay denilen Tiirkiye’nin ise siber vatan
dedigi bu bashklardaki giicii nedir? Tiirkiye ne tiir yazilimsal ve donanimsal hamlelere
imza atmistir? Siber caydiricilik, siber giivenlik ve siber ordu alanindaki karnesi nedir?
Tabi bu konuda daha ¢ok acik kaynaklar iizerinden yorum yapma imkanimiz var. Maalesef
bir¢ok konuda oldugu gibi Tiirkiye’de siber alanda da ciddi bir sefafflik sorunu vardir. Herkesin
paylastig1 ve giivenlik agisindan herhangi bir sorun teskil etmeyen veriler bile kamuoyundan

gizlenmektedir. Bu hem bilimsel ¢aligma yapmak acisindan ciddi bir ¢ikmazdir hem de onlarin

Cyberpolitik Journal Vol. 9, No. 18 www.cyberpolitikjournal.org 337

337

<< Winter 2024

/,
N\

<



akademik olarak yorumlanmasi ve olasi politik tavsiyelerin gelistirilmesi agisindan engel teskil
etmektedir. Sadece biirokrat kafas1 bize yeter anlayis1 ulusal diizeyde ciddi bir potansiyel
kaybina neden olmakrtadir.

Tirkiye’nin diinyadaki gelismelere paralel olarak 2010’lardan itibaren siber giivenlik alaninda
onemli adimlar attigina sahit oluyoruz. ilk ulusal siber giivenlik strateji belgesini 2013 yilinda
yayimladi ve bugiine kadar {igiincii versiyonunu kamuoyuyla paylasti. Son belgede daha 6nceki
belgelerde detayli bir sekilde yayimlanan siber giivenlikten sorumlu kurum ve kuruluslar ile
eylem plani son raporda gizlendi. Diinyada bu tarz gizlenme 6rnekleri pek yoktur ki zaten daha
onceki raporlarda bunlar yaymlanmis. Bazi1 seyler gizlense bile bunlart gizledim denmez.
Gizlersin sadece. Siber giivenlik strateji belgesi 6nemli bir hamle, fakat bu belgenin gergekei,
uygulanabilir ve kapasite ile uyumlu olmas1 gerekir. Tabi son raporda eylem plani gizlenince
bir¢ok seyleri tartismak ya da analiz etmek zor. Eski raporlar lizerinden yorum yapilabilir.
Yine son yillarda Tiirkiiye Silahli Kuvvetleri biinyesinde kurulan daha 6nce elektronik harp
birimi Siber Savunma Komutanligi’na doniistii. Emniyet ve jandarmada siber istihbarat ve
suclarla miicadele birimleri, MIT, BTK ve TUBITAK biinyesinde kurulan birimler, SOMEler
ve organizasyonlari, Havelsan, Aselsan ve diger 6zel ve yar1 resmi sirketlerin faaliyetleri cok
nemli adimlar olarak goze carpiyor. Son yillarda iiretilen yazilimlar, siber giivenlik
¢oziimlemeleri, giivenlik duvari gibi daha dar ¢er¢eveli donanimlar da yeterli olmasa bile kayda
deger gelismelerdir. Bu adimlar sayesinde, disa bagimliligi azaltmak ve siber giivenlik
ekosistemini giiglendirmek amaglanmistir. Ancak, bu alandaki ¢alismalarin heniiz yeterli
diizeyde olmadigi ve daha fazla yatirima ihtiya¢ oldugu s6ylenebilir.

Tiirkiye Siber Giivenlik Alaninda Son Yillarda Kurumsal ve Hukuk Alaminda Onemli
Bir Yol Katetti

Kavramsallastirmalar bazen konuyu daha iyi anlamak ve c¢oziimler gelistirmek icin yararli
olabilir. Fakat bu kavramsallastirmalar, bilimsel ve teknolojinin dogasiyla uyumlu oldugu
siirece boyledir. Siber vatan ya da Cinlilerin siber egemenlik dedigi kavramlar kulaga hos
geliyor fakat siber teknolojinin dogasit dikkate alindiginda bazi sikintilar barindiran
kavramlardir. Siber vatan kavrami, Tiirkiye’de dijital ekosistemi bir biitiin olarak korumay1 ve
bunu ulusal giivenligin bir bileseni olarak algilamakta. Cin’in siber egemenlik kavrami da
benzer bir kavramdir. Fakat siber uluslarararasi iliskilerde, fiziksel uluslarararas: iliskilerde
oldugu gibi smirlar yok. Hukuk, 6zellikle uluslarararas1 hukuk c¢ok zayif. Hukuku uygulama
kapasitesi olduk¢a zayiftir. Bu nedenle, diigiiniildiigiinde kavramlarin i¢i bos kaliyor. Yerli fizik

ya da yerli matematik demek gibi birsey. Fakat kavram olarak kullanmakta bir beis yok bence.
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Tiirkiye siber giivenlik alaninda son yillarda kurumsal ve hukuk alaninda énemli yol katetti
fakat ulusal siber gii¢c endeksinde goriildiigli gibi, daha ¢ok ciddi adimlarin atilmasi gerekir. Bir
de bu teknoloji bir hareketli hedef gibidir. Siirekli degistiginden alinacak her onlem yakin
gelecekte eksik ya da zayif kalabiliyor. Kurumsal ve teknik alanda bir siirekli degisim ve
gelisim momenti kazanmak 6nemli. Bu da ciddi uzmanlikla ve partizanlik yapmadan uzman
goriisleri, uzman destekleri almakla miimkiindiir. Bu alan olabildigince teknik ve bilgi istiyor.

Ehliyet ve liyakat her alanda ¢ok 6nemli fakat burada ¢ok ama ¢ok daha 6nemli.

Global Siber Giivenlik Endeksi’ne Gore Tiirkiye, Giiclii Bir Performans
Sergilemektedir

Disisleri Bakam1 Hakan Fidan, gectigimiz giinlerde “Siber Giivenlik Teskilat”
kurulmasina doniik bir hazirhktan bahsetti. Tiirk Silahli Kuvvetleri biinyesinde de Siber
Savunma Komutanh@ olusturuldu. Tiirkiye’nin ister Israil’den gelebilecek, ister
mafyatik veya dis istihbarat kurumlarindan gelebilecek askeri veya siyasi siber tehditlere
kars1 hangi kurumlar1 su anda aktif durumdadir? Bize bu kurumlardan ve neler
yaptiklarindan biraz bahsedebilir misiniz? Geg¢enlerde Uluslararas1 Telekomiinikasyon
Birligi (ITU) tarafindan hazirlanan, " Global Siber Giivenlik Endeksi" ne dair verileri
gordiim. Eger sizde gordiiyseniz bu endekse gore Tiirkiye’nin durumu nedir?

Disisleri Bakan1 Hakan Fidan'in agikladig: "Siber Giivenlik Tegkilat1" projesi, Tiirkiye'nin siber
giivenlik alaninda atacagi ciddi bir adim olur. Yukarida bahsettigimiz baslica kurumlar ve var
olan diger pek ¢ok irili ufakli kurum da 6nemli isler yapiyorlar, fakat yetersizler. Daha bu hafta
biitiin vatandaslarin kimlik bilgilerinin ¢alindigina dair yogun tartismalar yasadik. Bu nedenle,
kapsamli ¢aligmalar yapacak, bagimsiz bir siber giivenlik kurumu gerekir. Geg bile kalindi bu
hususta. Fakat zararin neresinden doniiliirse kardir. Kurum kurmak yetmez, niteligi ¢ok 6nemli.
Israil’in ulusal siber giivenlik koordinasyon merkezi olan siber giivenlik kurumu dogrudan
Icrani basi olan Basbakana baglidir. O nedenle, esnek, hizli, yetkin ve etkin bir yapis1 vardir.
Yine siber giivenlik sadece dijital alan uzmanlariyla, yani teksniyenlerle sinirlandirilmamalidir.
Boyle bir kurumda teknik elemanlarin yaninda siyasetten psikolojiye, hukuktan ¢evreye kadar
genis yelpazede bir uzman kadrosuna sahip olmalidir. Tipki ABD ulusal giivenlik ajanst NSA

gibi. Bizde kurulacak kurum dogrudan icranin basina bagl, etkin ve yetkin bir kurum, farkh
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disiplinlerden uzmanlar ve pattizan olmayan bir kadro kurulursa, is yapar. Yoksa var olan bir
dizi kurumlardan birisi olmaya devam eder.

Siber giivenlik bir biitiindiir, kurumsal altyapiy1r hukuki cer¢eveden, egitimi isbirliginden
ayiramayiz. BM ITU Kiiresel Giivenlik endeksi bu alandaki ¢alismalarin ilklerindendir. Son 10
yilda 5. Endeksi yayainladi ki bu ¢ok biiyiik bir basar1 aslinda bir uluslarararasi orgiit icin.
Yontem acisindan bilimselligi ve oOlgiilebilirlik kapasitesi sorgulansa bile (¢linkii endeks
maalesef liye iilkelerle yapilan anket verisine dayaniyor) 6nemli bir gostergedir.

Tirkiye, son yillarda siber giivenlik alaninda 6nemli ilerlemeler kaydetmis ve 6zellikle askeri,
devlet ve istihbarat kurumlari araciligiyla bu alanda kapasitesini genisletmistir. Siber Savunma
Komutanligr, BTK (USOM), MIT ve TUBITAK BILGEM gibi kurumlar, Tiirkiye nin siber
tehditlere kars1 direncini artirmada kritik rol oynamaktadir. Bununla birlikte, Disisleri Bakani
Hakan Fidan’in bahsettigi Siber Giivenlik Teskilat1 gibi yeni yapilar, Tiirkiye’nin ulusal
siber savunma kapasitesini daha da giiclendirecek adimlar olarak degerlendirilmektedir.
Global Siber Giivenlik Endeksi’ne gore Tiirkiye, giiclii bir performans sergilemekte olup,
gelismis kapasitesini daha da ileriye tasiyarak siber giivenlik alaninda kiiresel diizeyde

daha etkili bir oyuncu olma potansiyeline sahiptir.

Ben Bu Donemi, Belirsizlikler Cag1 Ya Da Post-Truth Cagi Olarak Adlandiriyorum

Tarmm toplumu, sanayi toplumu, bilgi toplumu gibi kategorilerden sonra icinde
yasadigimiz ¢aga dair birtakim okumalar yapmaktalar fiitiiristler, postbiyologlar, genom
uzmanlary, nano ve tekno-miihendisler, sosyal bilimciler.... Yapay zekanin gelecegi,
Endiistri 1.0°’den Endiistri 10.’nun konusuldugu, makine-insan denilen insan 3.0’dan
Insan 4.0’a yani 6liimsiiz insana gececegi soylenen devasa tekno gelismeler... Peki, siz su
anda insanhgmn icinden gectigi 21.yiizyll ¢cagim siz neyle adlandirryorsunuz? Nasil bir
diinya mimarisi kuruluyor? Nasil bir toplum ve birey bizi bekliyor?

Icinde yasadigimiz zamani anlatmak igin bir dizi tanimlama kullanilmaktadir ve muhtemelen
hepsi de kendi ekosisteminde dogrudur. Dijital ¢ag, bilgi cagi 2.0, yapay zeka ¢agi, siber-
biyolojik ¢ag gibi. Ben bu donemi daha c¢ok belirsizlikler ¢agi, ya da post-truth dedikleri
herseyin algi ve mnaipililasyona dayandirildigi gercegin kayboldugu cag seklinde
adlandirtyorum. Yapay zeka ve veri de ¢cok 6nemli bu ¢cagda. Yakin zamana kadar, bu ¢agda
veriye hiikkmeden diinyaya hiikmeder denirdi. Cilinkii veri bu cagin petrolu olarak
tanimlanmaktaydi. Fakat simdi onun yerine yapay zekay1 gelistiren diinyaya hiikmeder deniyor.

Eskiden cagla ifade edilen biiylik degisimler simdi birkag¢ yilla ifade edilir oldu. Bu degisime
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ayak uydurmak ¢ok zor. Ciddi bir ¢caba ve emek gerektiriyor. Hamasi sdylemlerle, ger¢ekten

kopuk iddialarla bir yere kadar gidilebilir ancak.

Teknoloji hiz demek, fakat hiz kontrol edilmezse felaket getirir. Bugiin bir¢ok siber olay ve
siber tehditler bizim hizli davranmamiz ve yeterince diisiinmeye zaman ayirmamamizdan
kaynaklaniyor. Hizli mesaj atacagiz diye yanlis kisilere mesaj atariz. Bize gelen oltalama
mesajlarina inanarak hizlica hesaplarimizi koruyacagiz diye kendi elimizle sifrelerimizi ya da

bilgilerimizi saldirganlara yolluyoruz. Bu ¢agda bizi kurtaracak sey diislinerek hareket etmektir.

Ahlak Yiizlii Bir Teknoloji Siariyle Daha Insani ve Ahlaki Bir Dijital Diizen Kurulabilir
Teknoloji kotli birsey degil aksine ¢ok yararli birsey. Konumuz siber giivenlik olunca
olumsuzluklarina odaklandik, oysa siber teknoloji ve dijitallesme insanlig1 gelecegidir ve bu
bilingle onu goziimiiz gibi korumaliyiz. Bu da ancak kiiresel bir isbirligi ile miimkiindiir.
Fiziksel ¢evreyi korumak i¢in nasil bir ¢alisma ve biling varsa (yeterli degil fakat kiiresel ¢apta
son yillarda bir pozitif algi insa edildi) dijital cevreyi korumak i¢in de ayn1 hassasiyet ve ¢caba
sarf edilmelidir. Bu yapilmazsa gelecek nesiller ¢ok biiyiik zorluklar ¢ekecektir. Biitiin bunlarin
ontine gecmek ya da bu etkileri hafiletmenin yolu siber ahlaki gelistirmekten gecer. Ahlak yiizli
bir teknoloji siariyle ancak daha insani ve daha ahlaki bir dijital diizen kurulabilir. Dijital bir
kiiresel toplum var bugiin. 5.5 milyar insan interneti kullaniyor. Bunun farkinda olarak daha
evrensel ve kiiresel igbirligi ve esitligi koruyan bir diizen kurulmalidir.Teknolojiye diigmanlik
yapilmaz, teknolojiyle savasilmaz. Adapte edilir ve insani bir yliz kazandirilarak insanligin

hizmetine sunulur. Buna katki sunmak biitlin dijital vatandaslarin ahlaki sorumlulugudur.

Giderek dijitallesen bir diinyada veri ¢ok oOnemli ve yapay zeka hayatimizi derinden
sekillendirmeye devam ediyor. Siber giivenlik kissel diizeyden kiiresel diizeye bir sorun olmaya
devam ederken, insan-makina iletisimi derinlesecektir. Black Mirror dizi bu konuda bize ciddi
ipuglar1 vermektedir. Gelecekte toplumlarin teknoloji tutsagi haline gelmesi, insanlarin
robotlagmasi, insan beynine fiziksel miidahaleler gibi ahlaki sorunlar insanliga yonelik ciddi
sorunlardir. Gelecekte bireysel anayasalardan, dijital devletlere kadar tahmin edilmesi zor

projelerle karsilasilabilir.
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NOTES FOR AUTHORS / YAZARLAR iCiIN NOTLAR

We would like to thank you for choosing to submit your paper to Cyberpolitik. In order to fasten
the process of reviewing and publishing please take try to read and follow these notes in depth,
as doing so will ensure your work matches the journal’s requirements.

All works including research articles, comments and book reviews submitted
to Cyberpolitik need to be original contributions and should not be under consideration for any
other journal before and/or at the same time.

All  submissions are to be made online via the Journal's e-mail address:
cyberpolitik@gmail.com

The authors of a paper should include their full names, affiliations, postal addresses, telephone
numbers and email addresses on the cover page of the manuscript. The email address of the
author will be displayed in the article.

Articles should be 1.5-spaced and with standard margins. All pages should be numbered
consecutively. Please avoid breaking words at the end of lines.

The articles need to be between 5000 - 7000 words (including footnotes and references);
comments between 2000-4000 words (including footnotes and references); and book - article
reviews between 500 - 1500 words.

An abstract of up to 150 words should be added during the submission process, along with an
average of five keywords.

Authors should make a final check of their article for content, style, proper names, quotations
and references.

All images, pictures, maps, charts and graphs should be referred to as figures and numbered.

Sources should be given in full for images, pictures, maps, tables and figures.

Comments in Cyberpolitic
A comment is a short evaluation of an expert regarding new issues and/or development in
cyberpolitics.

Comments require journal's full reference style.
Book / article Reviews in Cyberpolitic

A book review should provide a fair but critical assessment of a recent (not older than 5 years)
contribution to the scholarly literature on the themes and topics relevant to the journal.
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A book review for Cyberpolitik:

« provides complete bibliographical references of the book(s) and articles to be reviewed.

e summarizes the content and purpose of the book, focusing on its main argument(s) and the
theory, methodology and empirical evidence employed to make and support these arguments
o Critically assesses the author(s)’ arguments, their persuasiveness and presentation,
identifying the book’s strengths and weaknesses

« presents a concluding statement that summarizes the review and indicates who might benefit
most from reading the book

Book / article reviews should be preceded by full publication information, in the following
form:

Education for Peace: Politics of Adopting and Mainstreaming Peace Education Programs in
Post-Conflict Settings by Vanessa Tinker, Academica Press, 2015, $81.62 (Hardcover), ISBN
978-1680530070.

The reviewer's name, affiliation and email address should appear, on separate lines, at the top
of the review, right after the bibliography of the book/article.

Journal style

Authors are responsible for ensuring that their manuscripts conform to cyberpolitik's reference
style.

Reference style of Cyberpolitik is based on APA 6th Edition.
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