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EDITORIAL PREFACE: BASICS OF THE METAVERSE

Dear Readers,

We are proud to present to you the 16th issue of the Cyberpolitik Journal. It is a great honor
for all of us to continue our journey that we started eight years ago without interruption. As
the digital world grows every day and every second, new developments and new technologies

emerge, we are trying to read and understand this domain within our limitations.

In an era dominated by the omnipresence of technology and interconnected digital
ecosystems, the role of digital citizenship education cannot be overstated. The articles
featured in the 8th volume and 16th issue of the Cyberpolitik Journal bring forth a compelling
narrative, shedding light on diverse facets of cyber landscapes, from cybersecurity policies to
geopolitical rivalries in cyberspace. Among these, the exploration of "Human Rights-Based
Digital Citizenship Education" by Nezir Akyesilmen stands out as a beacon, advocating for

ethical considerations that pave the way for cyber peace.

The interconnectedness of our world has given rise to a digital society where the boundaries
between physical and virtual realms blur. As such, fostering responsible digital citizenship is
not merely an educational endeavor but a prerequisite for cultivating a global culture of cyber
peace. Akyesilmen's emphasis on human rights as the cornerstone of digital citizenship
education is timely and resonates with the growing need to address the ethical dimensions of
our online existence. The author develop and propose a human rights-based model for digital
citizenship education that claiming ethics as the backbone of cyber peace. The article focuses
on the basic elements of digital citizenship education and develops principles of education

model from internationally recognized human rights instruments.

In the contemporary geopolitical landscape, cyber threats and attacks transcend national
borders, making it imperative for nations to collaboratively address the challenges posed by
the digital domain. The comparison of cybersecurity policies between Tiirkiye and England,

as articulated by Giil Nazik Unver, provides valuable insights into the diverse approaches
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adopted by nations in fortifying their cyber defenses. National Cybersecurty strategies of
Tiirkiye and Endland diverse but they have also many commanalities. International

cooperation is a vital strategy for a successful cyber defence in cyberspace.

Akyesilmen's proposition of a human rights-based approach to digital citizenship education
urges us to consider the ethical implications of our actions in the digital realm. As we witness
the fierce competition between major players like the United States and Russia in cyberspace,
as presented by Gizem Dede, it becomes evident that a shared understanding of ethical
behavior in the digital realm is essential for fostering trust and cooperation on the
international stage.Dede, focuses mainly on cyber attacks by russia but it is well known that

all actors in cyberspace are pro offense in digital realm.

Elif Giildal Limon's exploration of Turkey's military communication systems highlights the
critical role of cybersecurity and the imperative of localizing capabilities in the face of
evolving threats. It is within this context that digital citizenship education emerges not only as
a tool for individual empowerment but as a collective defense mechanism against cyber

threats that transcend borders.

In the realm of opinions, Yavuz Akdag's perspective on Cyber-Al technology and
international relations underscores the rapid advancements in technology and their profound
impact on geopolitics. However, as we navigate this intricate landscape, E. Dilara Kiling's
focus on the problems of digital citizenship in the cyber world resonates strongly. The
challenges posed by the digital realm extend beyond mere technological aspects; they

encompass the very fabric of our society, demanding a comprehensive and ethical approach.

Kamil Tarhan's review of "Technology Ethics: A Philosophical Introduction and Readings"
aligns with the call for a philosophical underpinning in our approach to digital world. It
prompts us to delve into the ethical frameworks that guide our interactions in cyberspace,

emphasizing the need for a holistic understanding that goes beyond technical proficiency.

In conclusion, the 8th volume and 16th issue of the Cyberpolitik Journal offers a
comprehensive panorama of the challenges and opportunities presented by the digital era. In

this landscape, digital citizenship education emerges as a linchpin for cultivating responsible
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behavior, fostering ethical considerations, and ultimately contributing to the attainment of
cyber peace. As we navigate the complexities of cyberspace, it is essential to recognize that
the path to a secure and harmonious digital future begins with the education of responsible

and ethically conscious digital citizens.

EDITORYAL ONSOZ: METAVERSIN TEMELLERI

Sevgili okuyucular,

Cyberpolitik journal Dergisi'nin 16. sayisini sizlere sunmaktan gurur duyuyoruz . Sekiz yil
once basladigimiz yolculugumuzun kesintisiz devam etmesi hepimiz i¢in biiyiik bir onur.
Dijital diinya her gegen giin biiylirken, yeni gelismeler ve yeni teknolojiler ortaya ¢ikarken,

biz de bu alan1 kendi sinirlarimiz dahilinde okumaya, anlamaya calistyoruz.

Teknolojinin ve birbirine bagl dijital ekosistemlerin her yerde mevcut oldugu bir ¢agda,
dijital vatandaslik egitiminin rolii yadsinamaz. Cyberpolitik Journalin 8. cildi ve 16.
sayisinda yer alan makaleler, siber giivenlik politikalarindan siber uzaydaki jeopolitik
rekabetlere kadar siber ortamin farkli yonlerine 151k tutan ilgi ¢ekici bir anlatiyr ortaya
koyuyor. Bunlar arasinda Nezir Akyesilmen'in "Insan Haklar1 Temelli Dijital Vatandaslhk
Egitimi: Siber baris i¢in etik" arastirmasi, siber barisin yolunu acacak etik hususlari savunan

bir yol gosterici rehber olarak 6ne ¢ikiyor.

Diinyamizin birbirine bagliligi, fiziksel ve sanal alanlar arasindaki sinirlarin bulaniklastigi
dijital bir toplumun ortaya ¢ikmasina neden oldu. Bu nedenle, sorumlu dijital vatandasligin
tesvik edilmesi yalnizca egitimsel bir ¢aba degil, ayn1 zamanda kiiresel bir siber baris
kiiltiirtintin gelistirilmesi i¢in bir 6n kosuldur. Akyesilmen'in dijital vatandaslik egitiminin
temel tas1 olarak insan haklarina yaptigi vurgu giinceldir ve ¢evrimi¢i varolusumuzun etik

boyutlarina yonelik artan ihtiyagla ortlismektedir. Yazar, etigin siber barisin omurgasi
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oldugunu iddia eden dijital vatandaslik egitimi i¢in insan haklarina dayali bir model gelistirip
onermektedir. Makale, dijital vatandaglik egitiminin temel unsurlarina odaklanmakta ve
uluslararast kabul gormiis insan haklar1 belgelerinden egitim modelinin ilkelerini

gelistirmektedir.

(Cagdas jeopolitik ortamda siber tehditler ve saldirilar ulusal sinirlart asiyor ve bu da uluslarin
dijital alanin yarattig1 zorluklari isbirligi i¢inde ele almasimi zorunlu kiliyor. Giil Nazik
Unver'in dile getirdigi Tiirkiye ve Ingiltere siber giivenlik politikalar1 karsilastirmasi, uluslarm
siber savunmalarini gii¢lendirmek i¢in benimsedikleri farkli yaklagimlar hakkinda degerli
bilgiler saghyor. Tiirkiye ve Endland'in ulusal siber giivenlik stratejileri farklilik gosterse de
pek c¢ok ortak noktaya da sahiptir. Uluslararasi isbirligi, siber uzayda basarili bir siber

savunma i¢in hayati bir stratejidir.

Akyesilmen'in dijital vatandaglik egitimine insan haklar1 temelli bir yaklasim Onerisi, bizi
dijital alandaki eylemlerimizin etik sonuglarini diistinmeye sevk ediyor. Gizem Dede'nin de
belirttigi gibi, siber uzayda ABD ve Rusya gibi biiyiik oyuncular arasindaki siddetli rekabete
tanik oldugumuzda, uluslararasi alanda giiven ve isbirligini gelistirmek i¢in dijital alanda
ortak bir etik davranis anlayisinin gerekli oldugu agikca ortaya ¢ikiyor. Dede, agirlikli olarak
Rusya'nin siber saldirilarina odaklaniyor ancak siber uzaydaki tiim aktérlerin dijital alanda da

su¢ yanlist oldugu biliniyor.

Elif Giildal Limon'un Turkiye'nin askeri iletisim sistemlerini incelemesi, siber giivenligin
kritik roliinii ve gelisen tehditler karsisinda yeteneklerin yerellestirilmesinin zorunlulugunu
vurguluyor. Bu baglamda dijital vatandaglik egitimi sadece bireysel gii¢clendirme araci olarak
degil, siirlart asan siber tehditlere karsi kolektif bir savunma mekanizmasi olarak da ortaya

cikiyor.

Gortgler agisindan Yavuz Akdag'in Siber-Yapay Zeka teknolojisi ve uluslararas: iliskilere
bakis agisi, teknolojideki hizli gelismelerin ve bunlarin jeopolitik {izerindeki derin etkisinin
altin1 ¢iziyor. Ancak bu karmasik manzarada ilerlerken E. Dilara Kilin¢'in siber diinyadaki
dijital vatandaslik sorunlarina odaklanmasi gii¢lii bir sekilde yankilaniyor. Dijital diinyanin
getirdigi zorluklar salt teknolojik boyutlarin 6tesine uzaniyor; kapsamli ve etik bir yaklasim

gerektiren toplumumuzun dokusunu kapsiyorlar.

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

<< Winter 2023

/,
N\

<



ISSN: 2587-1218

Kamil Tarhan'in "Teknoloji Etigi: Felsefi Bir Giris ve Okumalar" incelemesi, dijital diinyaya
yaklagimimizda felsefi bir temel olusturma cagrisiyla ortiistiyor. Teknik yeterliligin Gtesine
gegen biitiinsel bir anlayisa duyulan ihtiyaci vurgulayarak bizi siber uzaydaki

etkilesimlerimize yon veren etik ¢erceveleri aragtirmaya tesvik ediyor.

Sonug olarak Cyberpolitik Dergisi'nin 8. cildi ve 16. sayisi, dijital ¢agin sundugu zorluklarin
ve firsatlarin kapsamli bir panoramasini sunuyor. Bu ortamda dijital vatandashik egitimi,
sorumlu davranist gelistirmek, etik hususlar1 tesvik etmek ve sonugta siber barisin
saglanmasima katkida bulunmak i¢in bir temel tas1 olarak ortaya c¢ikiyor. Siber uzayin
karmagikliklarinda yol alirken, giivenli ve uyumlu bir dijital gelecege giden yolun sorumlu ve

etik agidan bilingli dijital vatandaslarin egitimiyle basladigini kabul etmek onemlidir.

Nezir AKYESILMEN, Ph.D

Editor-in-Chief

Cyberpolitik Journal Vol. 8, No. 16 www.cyberpolitikjournal.org

<< Winter 2023

/,
N\

<



